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‘nt main(){
har buffer[10];
len;
len =read(C, buffer, 9);
buffer[len] = :
write(, buffer, 9);
return O;
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int main(){

char buffer[10];

int len;

len =read(0, buffer, 9);
buffer[len] = X
write(1, buffer, 9);
return O;

Buffer
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Buffer usually refers to an array, But not all arrays are
buffers.

main(){
buffer[10]; Buffer
len;
len =read(", buff
buffer[len] =

write(, buffer,
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int main(){
char buffer[10];
read(0, buffer, 200);
return 0O;

BoF Write
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nt main(){
char buffer[10];
read(C, buffer, 200);
return 0O;

BoF Write
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‘nt main(){
char leak[16] =
char buffer[10];
read(0, buffer, 10);
printf( , buffer);
return 0;

BoF Read
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‘nt main(){
1ar leak[16] =
har buffer[10];
read(0, buffer, 10);
printf( , buffer);
return 0;

BoF Read
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void func_1(){ printf( : ); }
void func_2(){ printf( ) ); }
nt main(){

int a;

scanf( , &a);

a?func_1() : func_2();

return 0;
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Code Coveragelafl-compiler)

void func_1(){ printf
fU n C_2 () { P rin tf(

int main(){
int a;
scanf( , &a);
a ? func_1() : func_2();
return 0;

b

)

e

o o

“w o

e g pomd

int cdecl main(int argc, const char **argv, const char **envp)

{

__int64 v3; // rcx

__int64 v4; // rcx

__int64 v6; // [rsp+@h] [rbp-Beh]
__inte4 v7; // [rsp+8h] [rbp-A8h]
__int64 v9; // [rsp+26h] [rbp-96h]

int v10[3]; // [rsp+A4h] [rbp-Ch] BYREF

v9 = v3;

_afl _maybe_log(argc, argv, envp, 23617LL);
__1s50c99 scanf(&unk_402004, v10, envp, v9);

v6 = (unsigned int)v1e[e];

if ( vie[e] )

I

1
_afl maybe log(&unk 402004, v10, (unsigned int)v1@[0], 13635LL);
func_1((_int64)&unk 402004, ( int64)v10, v6);

¥

else

;

1
v/ = va;
_afl maybe log(&unk 402004, v10, (unsigned int)v1@[@], 68836LL);
func_2(&unk 402004, v10, v6, Vv7);

}

return 0;
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void func_1(){ printf(
void func_2(){ printf(

int a;

scanf( , &a);

a ? func_1() : func_2();
return 0;

b

)

e

o o

“w o

e g pomd

int cdecl main(int argc, const char **argv, const char **envp)

.
1

__int64 v3; // rcx

__int64 v4; // rcx

__int64 v6; // [rsp+@h] [rbp-Beh]
__inte4 v7; // [rsp+8h] [rbp-A8h]
__int64 v9; // [rsp+26h] [rbp-96h]

int v10[3]; // [rsp+A4h] [rbp-Ch] BYREF

vl = v3;

" afl_maybe log(argc, argv, envp, 23617LL);

__1s50c99 scanf(&unk_402004, v10, envp, v9);

v6 = (unsigned int)vi1e[@];

if ( vie[e] )

-

1
_afl maybe log(&unk 402004, v10, (unsigned int)v1@[0], 13635LL);
func_1((_int64)&unk 402004, (  int64)v10, v6);

¥

else

;

!
v/ = va;
_afl maybe log(&unk 402004, v10, (unsigned int)v1@[@], 68836LL);
func_2(&unk 402004, v10, v6, Vv7);

¥

return 0;
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int cdecl main(int argc, const char **argv, const char **envp)

.
1

__int64 v3; // rcx
__int64 v4; // rcx

__int64 v6; // [rsp+@h] [rbp-Beh]
__inte4 v7; // [rsp+8h] [rbp-A8h]
__int64 v9; ff [rsp+26h] [rbp-96h]

int v10[3]; // [rsp+A4h] [rbp-Ch] BYREF

VOl fu n C_l (){ p ri ntf( ?

o o

—_—
w o
e g pomd

Nt main
.. .o vl = v3;
a; " afl maybe log(argc, argv, envp, 23617LL);
__1s0c99_scanf(&unk_402004, v10, envp, v9);
SCanf( ’ &a); v6 = (unsigned int)vi1e[@];
5 if ( vie[e] )
a?func_1()|:func_2(); {
——e _afl maybe log(&unk 402004, v10, (unsigned int)v1e[@], 13635LL);
return > func_1((__int64)&unk_402004, (__int64)v10, v6);
¥
} else
i
v/ = va;
_afl maybe log(&unk 402004, v10, (unsigned int)v1@[@], 68836LL);
func_2(&unk 402004, v10, v6, Vv7);
¥
return 0;
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Code Coveragelafl-compiler)

void func_1(){ printf( 2
fu n C_2 () { P ri n tf( g

int main

int a;
scanf( , &a);

return O;

—_—
w o
e g pomd

o o

int cdecl main(int argc, const char **argv,
{

__int64 v3; // rcx
__int64 v4; // rcx
__int64 v6; // [rsp+@h] [rbp-Beh]
__inte4 v7; // [rsp+8h] [rbp-A8h]
__int64 v9; // [rsp+26h] [rbp-96h]

int v10[3]; // [rsp+A4h] [rbp-Ch] BYREF

M

v9 = v3;

" afl_maybe log(argc, argv, envp, 23617LL);
__1s50c99 scanf(&unk_402004, v10, envp, v9);
v6 = (unsigned int)v1e[e];

if ( vie[e] )

-

1

func_1((_int64)&unk 402004, (  int64)v10, v6);

onst char

**envp)

_afl maybe log(&unk 402004, v10, (unsigned int)v1@[@], 13635LL);

¥

else

;

!
v/ = va;
_afl maybe log(&unk 402004, v10, (unsigned int)v1@[@], 60836LL);
func_2(&unk_ 402004, v10, v6, Vv7);

¥

return 0;
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int  cdecl main(int argc, const char **argv, const char **envp)

{

__int64 v3; // rcx

funC_l(){ Drintf( 3 ); } :irr::gj :,ﬂb‘: /{{ rErc“)s(ereh] [rbp-B@&h]

int _ fastcall func_1(_ int64 al, int64 a2, int64 a3) __int64 v7; // [rsp+8h] [rbp-Ash]
{ __int64 v9; // [rsp+26h] [rbp-96h]
_afl_maybe_log(al, a2, a3, 655@7LL); int v16[3]; // [rsp+A4h] [rbp-Ch] BYREF
[: return puts(“"func 1");
T vl = v3;
s g a\_afl_maybe_log(argc, argv, envp, 23617LL);

\%% __is0c99 scanf(&unk_ 402004, v10, envp, vI);

scanf(*5+<. &a); B

2, afl_maybe log(&unk_ 402004, v10, (unsigned int)v1@[@©], 13635LL);
. func_1((__int64)8&unk 402004, (_ int64)v10, v6);

}

=

i

b

v/ = v4a;
_afl maybe log(&unk 402004, v10, (unsigned int)v1@[@], 68836LL);
func_2(&unk 402004, v10, v6, Vv7);

}

return 0;
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func _1(){ printf( :

int _ fastcall func_1(_ int64 al, int64 a2,

r

1
_afl maybe log(al, a2, a3, 65507LL);
[: return puts(“"func 1");
}
e a,
int  fastcall func _2(_ int64 al, int64 a2,
{
_afl maybe log(al, a2, a3, 36369LL);
return puts(”"func_2");

{4

__int64 a3)

int  cdecl main(int argc, const char **argv, const char **envp)

{

__int64 v3; // rcx

. __int64 v4; // rcx
)9 } __int64 v6; // [rsp+8h] [rbp-Beh]
int64 a3) __int64 v7; // [rsp+8h] [rbp-A8h]
__int6e4 v9; // [rsp+26h] [rbp-96h]

int v10[3]; // [rsp+A4h] [rbp-Ch] BYREF
__________yQ = Vv3;

" afl _maybe log(argc, argv, envp, 23617LL);
__1s50c99 scanf(&unk_402004, v10, envp, v9);
v6 = (unsigned int)vi1e[@];

if ( vie[e] )

{

afl maybe log(&unk 402004, v10, (unsigned int)v1@[@], 13635LL);
func_1((__int64)&unk 402004, (_ int64)v10, v6);

}

=

i
N, V7 = v4;
_afl_maybe_log(&unk_402004, v10, (unsigned int)v10[@], 6@836LL);
<____func_2(&unk_402004, v10, v6, Vv7);
}

return 0;
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iInput data
file

dataTwriter‘{*v\}'r'i't'é'(')""""'"""""" Thnetance | read() ! fuzz target

mutation Insta nce(s)

engine _ Al
execution trace N2

result analyzer shared memory

Figure 1: Interworkings of afl-fuzz, the fork server, and the fuzz target
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iInput data
file

0\\ A

N
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dataTW”ter"’Wr'rféz'r""‘ e e read () TUZZ target

mutation sta nce(s)

engine _
execution trace

result analyzer ‘ shared memory

Figure 1: Interworkings of afl-fuzz, the fork server, and the fuzz target

Create the program you want to fuzz with
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execution trace W
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Figure 1: Interworkings of afl-fuzz, the fork server, and the fuzz target

Generated program and pipe communication



What is Fuzzing?
AFL Structure

| input data
file
afl-fuzz "

HatR Wity o= fuzz target

mutaifon instance(s)

o
4 execution trace

resyfit analyzer shared memory

Figure 1: Interworkings of afl-fuzz, the fork server, and the fuzz target

Passes the value or file used as standard
input.
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Figure 1: Interworkings of afl-fuzz, the fork server, and the fuzz target

Write execution results to shared memory
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iInput data
file

1ory

dataywriter‘i’m}'i't'é’(')"""""'""""" Tnefance (| read() fuzz target

mutation Insta nce(s)

engine _
execution trace

result analyzer hared memory

Figure 1: Interworkings of afl-fuzz, the fork server, and the fuzz target

afl-fuzz reads the shared memory, mutates
it, creates a new value, and passesiton.
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CVE-2021-3156: Heap-Based Buffer -
Overflow in Sudo |(Baron Samedit) Vulnerability Name

" Director, Product Management, Qualys Platform and Sensors.
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364

3868
869

871
872
873
874
875
876

|
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Isudoers/sudoers.c (8255ed69 commit)

char *to, **from;
size t size, n;
2and » 114 » 1Ser Ao

for (size = 0, from = NewArgv + 1; *from; from++)
size += strlen(*from) + 1;
user_args = emalloc(size);
for (to = user_args, from = NewArgv + 1; *from; from++) {
n = strlcpy(to, *from, size - (to - user_args));
if (n >= size - (to - user_args))
errorx(1l, ("internal error, set_cmnd() overflow™));
to += n;

*tot+ = ° °;

891
892
893

"

+ + + + + + + + o+ o+ o+ o+ o+ o+ o+ o+ o+ o+ o+ o+ o+ o+ o+

char *to, *from, **av;
size t size, nj;
A1L10C and Dulld uUp user areg
for (size = 0, av = NewArgv + 1; *av; av++)
size += strlen(*av) + 1;
user_args = emalloc(size);

if (ISSET(sudo mode, MODE SHELL|MODE LOGIN SHELL)) {

}
JQ
Qi
{
F

og

i s
guq
T

]

for (to = user_args, av
(*from) {
if (from[@] == "\\' && !isspace((unsigned char)from[1]))

NewArgv + 1; (from = *av); av++) {

>
e
o
)

from++;

*to++ = *from++;

}
*to++ = -
}
*— %o = "\0";:
} else {

for (to = user_args, av = NewArgv + 1; *av; avi+) {
n = strlcpy(to, *av, size - (to - user_args));
if (n >= size - (to - user_args))
errorx(1l, _("internal error, set_cmnd() overflow™));
to += n;

*to++ =

-
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T slisudoers/sudoers.c

1iild ug :
for (size @, av = NewArgv + 1; *av; av++)
size += strlen(*av) + 1;

if (size == @ || (user_args

malloc(size)) == NULL) {

sudo warnx(U _("%s: %s"), _ func__, U ("unable to allocate memory"));
debug return int(-1);
if (ISSET(sudo mode, MODE SHELL |MODE LOGIN SHELL)) {

for (to = user _args, av = NewArgv + 1; (from = *av); av++) {
while (*from)
if (from[@] == "\\' && !isspace((unsigned char)from[1]))
from++;
*to++ = *from++;

*to++ = -

J

¥-—-to = "\0°;

} else {

for (to = user _args, av = NewArgv + 1; *av; av++) {
n = strlcpy(to, *av, size - (to - user _args));
if (n >= size - (to - user_args)) {
sudo_warnx(U_("internal error, %s overflow"), _ func_);
debug return_int(-1);

to += n;

*to++ = -

Saicaid
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Isudoers.c

for (size = @, av = NewArgv + 1; *av; av++) = ol o (=il G — | --’
size += strlen(*av) + 1; ﬂﬂs hI’J EI —] gnls [-'tu
if (size == @ || (user_args = malloc(size)) == NULL) {

sudo warnx(U ("%s: %s"), _func__ , U ("unable to allocate memory”));

debug return int(-1);

if (ISSET(sudo mode, MODE SHELL |MODE LOGIN SHELL)) {

for (to = user _args, av = NewArgv + 1; (from = *av); av++) {
while (*from)
if (from[@] == '\\" && !isspace((unsigned char)from[1]))
from++;
*to++ = *from++;

*to++ = " °;

¥-—-to = "\0°;
} else {
for (to = user _args, av = NewArgv + 1; *av; av++) {
n = strlcpy(to, *av, size - (to - user_args));
if (n >= size - (to - user_args)) {
sudo warnx(U_("internal error, %s overflow"), _ func_);
debug return_int(-1);
to += n;
*to++ = ' '}

*——%t0 = "\B ;
}
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Isudoers.c

—SEE U0 B

if (size == @ || [(user_args = malloc(size)) |l==_NULL) {

sudo warnx(U ("%s: 25 ), __func__, U ("unable to allocaté™wmemeny’));
debug reti t(-1);

}

if (ISSET(sudo mode, MODE SHELL |MODE LOGIN SHELL)) {

for (to = user_args, av = NewArgv + 1; (from = *av); av++) {
while (*from)
if (from[@] == "\\' &&
from+;
*to++ = *from++;

«—
e

ce((unsigned char)from[1]))
*to++ = ' '}

-
for (to = user _args, av = NewArgv + 1; *av; av++) {

n = strlcpy(to, *av, size - (to - user_args));

if (n >= size - (to - user_args)

sudo warnx(U ("internal error, ¥s overflow"™), func_ );
debug return_int(-1);

to += n;

*to++ = "

*——%t0 = "\B ;
}



Whatis CVE-2021-

Isudoers.c

lo warnx(U _("%s: % 3 - unable to allocate

if (ISSET(sudo_mode,

_SHELL |MODE_LOGIN SHELL)) {

for (to = user _args, av = NewArgv + 1; (from = *av); av++) {
while (*from)
if (from[@] == "\\' && !i ((unsigned char)from[1]))
from+;
*to++ = *from++;
*to++ = -
*--to = "\0;
} else {
for (to = user _args, av = NewArgv + 1; *av; av++) {
n = strlcpy(to, *av, size - (to - user_args));
if (n >= size - (to - user_args)
sudo warnx(U ("internal error, ¥s overflow"™), func_ );

d.""‘fﬂt*iﬁ:f ﬁ-»fi"ﬂ_(-l);

to += n;
*to++ =

*——%t0 = "\B ;
}
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| Isudoers.c
for (size = @, av = NewArgv + 1; *¥av; av++) [ — | o3 =
- R —3EE 010 2X1E Z0I1E T
5 2 — ;;_ __» U (Tunable to allocate S——
iebug re t(-1); 23 o
: ~size I3 heap B2 2] ST 28 BE=D

if (ISSET(sudo _mode, MODE_ SHELL |MODE_LOGIN_ SHELL)) {

Tor

(to = user_
while (*from
if (from[@] == "\\' && !isspace((unsigned char)from[1]))
from++;

s, av = NewArgv + 1; (from = *av); av++) {

(N|»)

-
*to++ = *from++;

\' I EXliotH, from ZUHE SINIAD

*to++ =

for (to = user_args, av = NewArgv + 1; *av; av++) {
n = strlcpy(to, *av, size - (to - user_args));
if (n >= size - (to - user_args)
sudo warnx(U ("internal error, ¥s overflow"™), func_ );

to += n;
*to++ = "

*——%t0 = "\B ;



for (size

if (size

=0,
size += strlen(*av

3
- @ || [user_are:
(U ("%s: %5 ),

av = NewArg

+ 1;

s of Argv.

cate the heap

= int |.'—1 ;
} ength
if (ISSET(sudo_mode, 5’ *
Yy T haracter by
r (to = user_a , av = 1| - ¢\ X I‘Gﬁ‘i".
_while (*from) { | ' - —
| if (from[@] == "\\' &&
from++;
[ ]
fare = e ring, the from
*to++ = S once more.
-=-1T0 = \ =
} else {
or tO = ’"":".) av =
n = '(to, *av, s:
if (n >= size - (to - ol ol &
 Cintera iew in detail
-('1)1
to += n;
*to++ =
¥--to = '\0°;
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Isudoers.c

for (size = @, av = NewArgv + 1; *av; av++)
size += strlen(*av) + 1;
if (size == @ || [user _args = malloc(size))] == NULL) {

IIES &t

4 S5O

=
L

M

sudo warnx(U ("%s: %s ), _func__, U ("unable to allocate memory"));

jebug return int(-1);

}

if (ISSET(sudo mode, MODE SHELL|MODE_LOGIN SHELL)) {

for (to = user_args, av = NewArgv + 1; (from = *av); av++) {
while (*from)
if (from[@] == '\\' && !isspace((unsigned char)from[1]))
from++;

*to++ = *from++;
*to++ = " °;

¥-—-to = "\0°;
} else {
for (to = user _args, av = NewArgv + 1; *av; av++) {
n = strlcpy(to, *av, size - (to - user_args));
if (n >= size - (to - user_args)
sudo warnx(U ("internal error, ¥s overflow"™), func_ );
debug return_int(-1);
to += n;
*to++ = ' '}

*——%t0 = "\B ;
}
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Isudoers.c

for (size = @, av = NewArgv + 1; *av; av++)
size += strlen(*av) + 1;
if (size == @ || [user _args = malloc(size))] == NULL) {

IIES &t

4 S5O

=
L

M

sudo warnx(U ("%s: %s ), _fuic , U ("unable to allocate memory"));
debug return int(-1);
if (ISSET(sudo mode, MQFE SHELL|MODE LOGIN SHELL)) {

for jto = user args,jav = NewArgv + 1; (from = *av); av++) {
while (*from)
if (from[@] == '\\' && !isspace((unsigned char)from[1]))
from+;
*to++ = *from++;

*to++ = " °;

¥-—-to = "\0°;

} else {

for (to = user _args, av = NewArgv + 1; *av; av++) {
n = strlcpy(to, *av, size - (to - user_args));
if (n >= size - (to - user_args)

sudo warnx(U ("internal error, ¥s overflow"™), func_ );
debug return_int(-1);

to += n;
*to+ = " °;

*——%t0 = "\B ;
}
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Isudoers.c

for (size = @, av = NewArgv + 1; *av; av++)
size += strlen(*av) + 1;
if (size == @ || [user _args = malloc(size))] == NULL) {

IIES &t

4 S5O

=
L

M

sudo warnx(U ("%s: %s ), _fuic , U ("unable to allocate memory"));
debug return int(-1);
if (ISSET(sudo mode, MQFE SHELL|MODE LOGIN SHELL)) {

for jto = user args,jav = NewArgv + 1; (from = *av); av++) {
whille (*from)
if [(from[@] == '\\' && !isspace((unsigned char)from[1]))
from+;
*to++ = *from++;

*to++ = " °;

¥-—-to = "\0°;

} else {

for (to = user _args, av = NewArgv + 1; *av; av++) {
n = strlcpy(to, *av, size - (to - user_args));
if (n >= size - (to - user_args)

sudo warnx(U ("internal error, ¥s overflow"™), func_ );
debug return_int(-1);

to += n;
*to+ = " °;

*——%t0 = "\B ;
}
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Isudoers.c

for (size = @, av = NewArgv + 1; *av; av++)
size += strlen(*av) + 1:
if (size

== NULL) {

sudo warnx(

from = *av);| av++) {

for (to = user _args, av = NewArgv + 1; *av; av++) {
n = strlcpy(to, *av, size - (to - user_args));
if (n >= size - (to - user_args)

sudo warnx(U ("internal error, ¥s overflow"™), func_ );
debug return_int(-1);

to += n;
*to++ = "

*——%t0 = "\B ;
}

le to allocate memory”
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Isudoers.c

for (size = @, av = NewArgv + 1; *av; av++)
size += strlen(*av) + 1:
if (size

== NULL) {

sudo warnx(

from = *av);| av++) {

for (to = user _args, av = NewArgv + 1; *av; av++) {
n = strlcpy(to, *av, size - (to - user_args));
if (n >= size - (to - user_args)

sudo warnx(U ("internal error, ¥s overflow"™), func_ );
debug return_int(-1);

to += n;
*to++ = "

*——%t0 = "\B ;
}

le to allocate memory”

A'e
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M

IIgs
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Isudoers.c

for (size = @, av = NewArgv + 1; *av; av++)
size += strlen(*av) + 1:
if (size

== NULL) {

sudo warnx(

from = *av);| av++) {

for (to = user _args, av = NewArgv + 1; *av; av++) {
n = strlcpy(to, *av, size - (to - user_args));
if (n >= size - (to - user_args)

sudo warnx(U ("internal error, ¥s overflow"™), func_ );
debug return_int(-1);

to += n;
*to++ = "

*——%t0 = "\B ;
}

le to allocate memory”

A'e
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M
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T slisudoers/sudoers.c

1iild ug :
for (size @, av = NewArgv + 1; *av; av++)
size += strlen(*av) + 1;

if (size == @ || (user_args

malloc(size)) == NULL) {

sudo warnx(U _("%s: %s"), _ func__, U ("unable to allocate memory"));
debug return int(-1);
if (ISSET(sudo mode, MODE SHELL |MODE LOGIN SHELL)) {

for (to = user _args, av = NewArgv + 1; (from = *av); av++) {
while (*from)
if (from[@] == "\\' && !isspace((unsigned char)from[1]))
from++;
*to++ = *from++;

*to++ = -

J

¥-—-to = "\0°;

} else {

for (to = user _args, av = NewArgv + 1; *av; av++) {
n = strlcpy(to, *av, size - (to - user _args));
if (n >= size - (to - user_args)) {
sudo_warnx(U_("internal error, %s overflow"), _ func_);
debug return_int(-1);

to += n;

*to++ = -

Saicaid
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Isudoers.c

for (size = @, av = NewArgv + 1; *av; av++) =]
size += strlen(*av) + 1; U

if (size == @ || (user_args = malloc(size)) == NULL) {

sudo warnx(U _("%s: %s"), _ func__, U ("unable to allocate memory"));
debug return int(-1);
if (ISSET(sudo mode, MODE_SHELL |MODE_LOGIN SHELL)) {

for (to = user_args, av = NewArgv + 1; (from = *av); av++) {
while (*from)
if (from[@] == '\\' && !isspace((unsigned char)from[1]))
from++;

*to++ = *from++;
*to++ = " °;

¥-—-to = "\0°;

} else {

for (to = user _args, av = NewArgv + 1; *av; av++) {
n = strlcpy(to, *av, size - (to - user_args));
if (n >= size - (to - user_args)

sudo warnx(U ("internal error, ¥s overflow"™), func_ );

debug_return_int(-1);

to += n;
*to++ = "

*——%t0 = "\B ;
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Isudoers.c

for (size = @, av = NewArgv + 1; *av; av++) &
size += strlen(*av) + 1; U

if (size == @ || (user_args = malloc(size)) == NULL) {

sudo warnx(U _("%s: %s"), _ func__, U ("unable to allocatesfiemory”));
debug return int(-1);
if (ISSET(sudo _mode, MODE_SHELL |MODE LOGIN SHEfL)) {

for (to = user_args, &V = NewArgv + 1; (from = *av); av++) {
while (*from)”
if (from[@] == '\\' && !isspace((unsigned char)from[1]))
from++;

*to++ = *from++;
*to++ = " °;

¥-—-to = "\0°;

} else {

for (to = user _args, av = NewArgv + 1; *av; av++) {
n = strlcpy(to, *av, size - (to - user_args));
if (n >= size - (to - user_args)

sudo warnx(U ("internal error, ¥s overflow"™), func_ );

debug_return_int(-1);

to += n;
*to++ = "

*——%t0 = "\B ;
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Isudoers.c

for (size = @, av = NewArgv + 1; *av; av++) =]
size += strlen(*av) + 1; U

if (size == @ || (user_args = malloc(size)) == NULL) {

sudo warnx(U _("%s: %s"), _ func__, U ("unable to allocate memory"));
debug return int(-1);
if (ISSET(sudo mode, MODE_SHELL |MODE_LOGIN SHELL)) {

for (to = user _args, av = NewArgv + 1; (from = *av); av++) {
while (*from)
if (from[@] == '\\' && !isspace((unsigned char)from[1]))
from++;

*to++ = *from++;
*to++ = " °;

¥-—-to = "\0°;

} else {

for (to = user _args, av = NewArgv + 1; *av; av++) {
n = strlcpy(to, *av, size - (to - user_args));
if (n >= size - (to - user_args)

sudo warnx(U ("internal error, ¥s overflow"™), func_ );

debug_return_int(-1);
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Isudoers.c

for (size = @, av = NewArgv + 1; *av; av++) =]
size += strlen(*av) + 1; U

if (size == @ || (user_args = malloc(size)) == NULL) {

sudo warnx(U _("%s: %s"), _ func__, U ("unable to allocate memory"));
debug return int(-1);
if (ISSET(sudo mode, MODE SHELL|MODE LOGIN SHELL)) {
for (to = user_args, av = NewArgv + 1; (from = *av); av++) { 7 ,from
while (*from)
if ¢from[@] == '\\' B&=trssparte((unsigned char)from[1]))
from+;

*to++ = *from++;
*to++ = " °;

¥-—-to = "\0°;

} else {

for (to = user _args, av = NewArgv + 1; *av; av++) {
n = strlcpy(to, *av, size - (to - user_args));
if (n >= size - (to - user_args)

sudo warnx(U ("internal error, ¥s overflow"™), func_ );

debug_return_int(-1);
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Isudoers.c

Wit Rt U S 20l "\" EXHF UACH from ELEDII SIHE

L=
size += strlen(*av) + 1; U

if (size == @ || (user_args = malloc(size)) == NULL) {

sudo warnx(U _("%s: %s"), _ func__, U ("unable to allocate memory"));
debug return int(-1);
if (ISSET(sudo mode, MODE_SHELL|MODE LOGIN SHELL)) {
for (to = user _args, av = NewArgv + 1; (from = *av); av++) { from
while (*from) e
if gfrom[@] == "\\’ lisspace((unsigned chac)feemttty)
from++;

*to++ = *from++;
*to++ = ' °;

¥-—-to = "\0°;

} else {

for (to = user _args, av = NewArgv + 1; *av; av++) {
n = strlcpy(to, *av, size - (to - user_args));
if (n >= size - (to - user_args)

sudo warnx(U ("internal error, ¥s overflow"™), func_ );

debug_return_int(-1);
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Isudoers.c

Wit Rt U S 20l "\" EXHF UACH from ELEDII SIHE

L=
size += strlen(*av) + 1; U

if (size == @ || (user_args = malloc(size)) == NULL) {

sudo warnx(U _("%s: %s"), _ func__, U ("unable to allocate memory"));
debug return int(-1);
if (ISSET(sudo mode, MODE_SHELL |MODE_LOGIN SHELL)) {

from

from = *av); av++) {

*to++ = *from++;

*to++ = ' °;

¥-—-to = "\0°;

} else {

for (to = user _args, av = NewArgv + 1; *av; av++) {
n = strlcpy(to, *av, size - (to - user_args));
if (n >= size - (to - user_args)

sudo warnx(U ("internal error, ¥s overflow"™), func_ );

debug_return_int(-1);
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Isudoers.c

| 1 | ‘ . AW — | = -~
for (size = @, av = NewArgv + 1; *av; av++) g!ﬂig oh*“ll \ EI}J} ﬂgE from :l‘-lo—lE'J} gJ}E
size += strlen(*av) + 1; D
if (size == @ || (user_args = malloc(size)) == NULL) { .
sudo warnx(U ("%s: %s"), _ func__, U ("unable to allocate memory”));
debug return int(-1);
if (ISSET(sudo_mode, MODE_SHELL |MODE_LOGIN_SHELL)) {

from

-

for (to = user _args, av = NewArgv + 1; (from = *av); av+s) !

while (*from) = ' Stri“
if (from[@] == '\\" & 'erteoutqf hoom‘ll“)ds

from+;

g because itis notnull

*to++ = *from++;

*to++ = " °;

=

for (to = user _args, av = NewArgv + 1; *av; av++) {
n = strlcpy(to, *av, size - (to - user_args));
if (n >= size - (to - user_args)

sudo warnx(U ("internal error, ¥s overflow"™), func_ );
debug return_int(-1);

to += n;
*To++ = * 7}

*——to = \B;
}
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/sudoers.c
ey SES A0 "\" EXt UCH from ZEQEIF STHE
for (size = @, av = NewArgv + 1; *av; av++) ﬂﬂg [ rom - i=p B
size += strlen(*av) + 1; u
if (size == @ || (user_args = malloc(size)) == NULL) { "
sudo warnx(U ("%s: %s"), _func__ , U ("unable to allocate memory”));
debug return int(-1);
} -
if (A_- T(sudo _mode, MODE SHELL |MODE_LOGIN SHELL)) { | |

from

for (to = user_args, av

while (*from)

e | itis notnull
W e Writeout o bounds string becauseitisn

if (from[@] == om ))
from++; root: d/sudo-1.8.3] rc# ./sudoedit -s aaaaaaaal\
*to++ = *from++; from = aaaaaaaa\
*from = a
*tor+ = ' from = aaaaaaa\
*from = a
o from = aaaaaa\
*__to = '\0°; *from = a
} else { from = aaaaa)
for (to = user args, av = NewArgv + 1; *av; av++) { *from = a
n = strlcpy(to, *av, size - (to - user_args)); from = aaaa\
. - * =
if (n >= size - (to - user _args)) { from = a
R e " o from = aaa\
sudo warnx(U_("internal error, %s overflow"), func_ );
= = S — — *from = a
lebug_return_int(-1); from = aa\
*from = a
to += n; from = a\
*to++ = ' ' *from = a
from = \

*from = \
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S
OH from Z21HJI S

for (size = @, av = NewArgv +
size += strlen(*av) + 1;
if (size == 0 || =
%s: ®s"), fu
(-1):

. S

if ( sudo_mode,

rom

&& !
dit -s aaaaaaaa\\
*to++ = *from++;
*to++ = -
*--to = \O 3
} else {
e to = 35, av = New
n = to, *av, size
11 n > size - (tO - ‘ 'I II]|| E ! ' ilit
t-1); T y
*from = a
to += n: from = a\
*to++ = " ' :From :\a
rom =
*from =
¥--to = "\0°; \
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sudoers.c
=0 "\" EXik f ZOIEDJF Sk
for (size = @, av = NewArgv + 1; *av; av++) ggs Io—l-'- = ﬂgE rom -.I.Ll'lo—l E E
size += strlen(*av) + 1; u
if (size == 0 || = malloc(size)) == ) { .
#s: ®s"), func_, unable to allocate memory”));
_1 -
}
N sudo _mode, ) {
to = av = NewArgv + 1; (from = *av); avi+ °o_ © “Ot “ull _from
T : t of bounds string because ItiS
(from[@] == "\\' && ! wrlte ou rom
from++; : # ./sudoedit -s aaaaaaaal\
*to++ = *from++; from = aaaaaaaa\
*from = a
S from = aaaaaaa)
’ *from = a
from = aaaaaa\
--to = \9; *from = a
} { from = aaaaa
TC to = , av = NewArgv + 1; *av; av++ *from = a
n = to, *av, size - (to - : from = aaaa\
n fye - ) *from =
Forst =|=—§ ASLFIE HEN ol 0FEED)?
*from = a
to += n; from = a\
*to+4+ = - *from = a
from = \
xfrom = \



oers/isudoers.c

if (sudo mode & (MODE RUN | MODE_EDIT | MODE_CHECK))| {
if (ISSET(sudo_mode, MODE RUN | MODE_CHECK)
Alloc and build up user args

for (size = @, av = NewArgv + 1; *av; av++)
size += strlen(*av) + 1;
if (size == @ || (user_args = malloc(size)) ==

debug return int(-1);

}

if (ISSET(sudo mode, JMODE SHELL [MODE LOGIN SHEL

a1 o ; ti ]
ascapes potential me z - 2SCar
108 B AT C! .y - 4 o0 T | "“NOSEeS
- - - - ™ r -

for (to = user_ar
while (*from)
if (from[@] ==

uq

from++;
*to++ = *from++;

NULL) {

) |

s, av = NewArgv + 1; (from = *av); av++)

f

'\\' && !isspace((unsigned char)from[1]))

Whatis CVE-2021-3156

do/plugins/sucd

Jo/srclparse.args.c

mode && mode = MOD|

usage_excl();

mode = MODE_EDIT;
sudo_settings[ARG )EDIT].value =
valid_flags = MODE_NONINTERACTIVE;

b

or
lll.
mode
mode == MODE_LIS
SET(flags, MODE_LONG_LIST);

usage_excl();

mode =MODE_LIST;
valid_flags = MOD!

b

(flags & valid_flags) !=flags
usage();
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sudo/plugins/sudoersi/sudoers.c

819 if (sudo_mode & (MODE_RUN | MODE_EDIT | MODE_CHECK) )] {
820 // printf("debug... sudo mode = %d & %d\n , sudo mode, (MO
if (ISSET(sudo_mode, MODE RUN | MODE_CHECK)) {

MODE_EDIT | MODE_CHECK));

852 /* Alloc and build up user_args. */

85 for (size = @, av = NewArgv + 1; *av; av++)

354 size += strlen(*av) + 1;

855 if (size == @ || (user_args = malloc(size)) == NULL) {

856 sudo warnx(U ("%s: %s”), _func__ , U ("unable to allocate memory”));

857 debug return_int(-1);

858 }

if (ISSET(sudo_mode, [ODE_SHELTTMODE_LOGIN SHELL]) {

861 * When running a command via a shell, the sudo front-end

862 * escapes potential meta chars. We unescape non-spaces

3 * for sudoers matching and logging purposes.

865 for (to = user _args, av = NewArgv + 1; (from = *av); av++) {

366 while (*from) {

867 if (from[@] == "\\' && !isspace((unsigned char)from[1]))
from++;

R7 *to++ = *from++;

371 }

372 *to++ = "

B73 }

874 *--to = "\0°;

375 } else {

sudol/src/parse.args.c

[* First, check to see if we were invoked as "sudoedit". */
proglen = strlen(progname);

f (proglen >4 && strcmp(progname + proglen - 4,
progname = :

mode = MODE_EDIT;
sudo_settings[ARG_SUDOEDIT].value = ’

sudo_settings|ARG_USER_SHELL].value = :
SET(flags, MODE_SHELL);

sudoedit-s=sudo-e-s
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Jargv-fuzz-inl.h
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Jargv-fuzz-inl.h

AAAAAAAA $ e + e
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tanda #nclude ext t AFL_INIT_AR near the ve eginning of
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Jargv-fuzz=-inl.h

“main(int argc, char *argv|[]){
AFL_INIT_ARGV();
return 0;
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Jargv-fuzz=-inl.h

“main(int argc, char *argv|[]){
AFL_INIT_ARGV();
/ return O;
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&
......

1t main(int argc, char *argv[]){
AFL_INIT_ARGV();
/ return O;

}

do

while
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Isrclisudo.c

v main(int argc, char *argv[], char *envp[])

{
int nargc, ok, status = 0;
char **pargv, **env_add;
r **user_info, **command_info, **argv_out, **user_env_out;
struct sudo settings *settings;
ict plugin_container *plugin, *next;
sigset_t mask;
debug _decl vars(main, SUDO DEBUG MAIN)

initprogname(argc > @ ? argv[@] : "sudo");

unlimit sudo();

» ‘\:‘I_—- S Ut
fix fds();
os_init(argc, argv, envp);

setlocale(LC ALL, "");
bindtextdomain(PACKAGE_NAME, LOCALEDIR);
textdomain (PACKAGE_NAME) ;

v #if defined(HAVE GETPRPWNAM) && defined(HAVE SET AUTH PARAMETERS)

autl paramecers

#endif ;
if (sudo_conf read(NULL, SUDO CONF _DEBUG) == -1)
exit(EXIT FAILURE);
sudo_debug _instance = sudo_debug_register(getprogname(),

NULL, NULL, sudo_conf_debug files(getprogname()));
if (sudo_debug instance == SUDO DEBUG_INSTANCE ERROR)
exit(EXIT FAILURE);

sudo_check_suid(argc > @ ? argv[©] : "sudo");
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» »

= | sudo C
I K. |

P o | °

v main(int argc, char *argv[]

{

» Char *ean::)

int nargc, ok, status = 0;
har **pargv, **env_add;

+ *¥*yser_info, **command_info, **argv _out, **user env_out;
struct sudo_settings *settings;

struct plugin_container *plugin, *next; I ®
sigset t mask; AFL I N I ARGV ,

debug _decl vars(main, SUDO DEBUG MAIN)

initprogname(argc > @ ? argv[@] : "sudo");

unlimit sudo();

fix fds();
os_init(argc, argv, envp);
setlocale(LC_ALL, "");

bindtextdomain(PACKAGE_NAME, LOCALEDIR);
textdomain(PACKAGE_NAME);

(void) tzset();

v #if defined(HAVE GETPRPWNAM) && defined(HAVE SET AUTH PARAMETERS)

autt paramextenrs

#endif
if (sudo_conf read(NULL, SUDO CONF _DEBUG) == -1)
exit(EXIT FAILURE);
sudo_debug _instance = sudo_debug_register(getprogname(),
NULL, NULL, sudo conf debug files(getprogname()));
if (sudo_debug instance == SUDO DEBUG_INSTANCE ERROR)
exit(EXIT FAILURE);

sudo_check_suid(argc > @ ? argv[©] : "sudo");
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» B

= | sudo C
N i
P o | °

v main(int argc, char *argv[]

{

, char *envp[])

int narges=ele=.status = 0;
har **pargv, **env_add; :

* ¥*yser_info, **command_info, **argv_out, **user emv—sul;
struct sudo_settings *settings;

struct plugin_container *plugin, *next; h D
AFL_INIT_ARGV();

debug _decl vars(main, SUDO DEBUG MAIN)

initprogname(argc > @ ? argv[@] : "sudo");

unlimit sudo();

fix fds();
os_init(argc, argv, envp);
setlocale(LC_ALL, "");

bindtextdomain(PACKAGE_NAME, LOCALEDIR);
textdomain(PACKAGE_NAME);

(void) tzset();

v #if defined(HAVE GETPRPWNAM) && defined(HAVE SET AUTH PARAMETERS)

autt paramextenrs

#endif
if (sudo_conf read(NULL, SUDO CONF _DEBUG) == -1)
exit(EXIT FAILURE);
sudo_debug _instance = sudo_debug_register(getprogname(),
NULL, NULL, sudo conf debug files(getprogname()));
if (sudo_debug instance == SUDO DEBUG_INSTANCE ERROR)
exit(EXIT FAILURE);

sudo_check_suid(argc > @ ? argv[©] : "sudo");
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= | "v
I Isudo.c

v mada{int argc, char *argv[], char *envp[])

int n >
har **pargv, **enU=add;

+ ¥*yser_info, **commaf¥=info, **argv_out, *
struct sudo_settings *settings; > ————

struct plugin_container *plugin, *next; I °
AFL_INIT_ARGV();

debug _decl vars(main, SUDO DEBUG MAIN)

initprogname(argc > @ ? argv[@] : "sudo");

unlimit sudo();

fix fds();
os_init(argc, argv, envp);
setlocale(LC_ALL, "");

bindtextdomain(PACKAGE_NAME, LOCALEDIR);
textdomain (PACKAGE_NAME) ;

(void) tzset();
v #if defined(HAVE GETPR AM) && defined(HAVE SET AUTH PARAMETERS
#endif
if (sudo_conf read(NULL, SUDO CONF _DEBUG) == -1)
exit(EXIT FAILURE);
sudo_debug _instance = sudo_debug_register(getprogpameT),
NULL, NULL, sudo_conf_debug_files(getprogmaie()));
if (sudo_debug instance == SUDQ=BFBUG INSTANCE ERROR)
exit(EXIT FAILURE);:

sudo_check_suid(argc > @ ? argv[©] : "sudo");
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Isrclisudo.c

|, char *envp[])

v mada{int argc, char *argy|

r **yser_info, **commaffé=info, **argv out, *
struct sudo_settings *settings;

struct plugin_container *plugin, *next; ™, e o
AFL_INIT_ARGV();

debug _decl vars(main, SUDO DEBUG MAIN)

initprogname(argc > @ ? argv[@] : "sudo");

unlinit_sudo(); #include "argv-fuzz-inl.h"

os_init(argc, argv, envp); main(i"@t argc, char *ar‘gv[}, char *envp[})

setlocale(LC ALL, ""); {
bindtextdomain(PACKAGE_NAME, LOCALEDIR); ‘
textdomain(PACKAGE_NAME); ARGV _INIT ARGV( );

int nargc, ok, status = 9;
har **nargv, **env_add;
v #if defined(HAVE GETPRPWNAM) && defined(HAVE SET AUTH_PARAMETERS) char **user_info, **command_info, **argv_out, **user_env_out;

AS T e e S | struct sudo_settings *settings;
struct plugin container *plugin, *next;

(void) tzset();

sigset t mask;

#endif
debug decl vars(main, SUDO DEBUG MAIN)
if (sudo_conf read(NULL, SUDO CONF _DEBUG) == -1)
exit(EXIT_FAILURE);
sudo_debug _instance = sudo_debug_register(getprogpameT),
NULL, NULL, sudo_conf_debug files(getprogmsiie()));
if (sudo_debug instance == SUDQ=BFBUG INSTANCE ERROR)

exit(EXIT FAILURE):

sudo_check_suid(argc > @ ? argv[©] : "sudo");
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y . " -
Aad oAl 54....,0.._.51.-..*.-’

**user_info, **com wpfo, **argv ou
] *settings;
*plugin, *next;
mask;
debug decl vars(main, SUDO DEBUG_MAIN

initprogname(argc > @ 2 argv(0] : >
unlimit sudo();

fix fds();

os_init(argc, argv, envp

setlocale(LC ALL, -

bindtextdomain(PACKAGE NAME, LOCALEDIR);
textdomain(PACKAGE NAME);

tzset();
&8 fo, **argv out, **user env out;
» 3
~.n, *next;
Fhi | f i
IS QIIOWS aArdv ruzZing.
g g JUG_MAIN
sudo_conf_read , SUDO_CONF_DEBUG) = .
exit -

sudo debug instance = sudo debug register(getpro
()));
JUG_INSTANCE_ERROR

, , sudo_conf debug files(getpr
sudo _debug instance == SU

sudo _check suid(argc > @ ? argv[©
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= - (]
Jargv-fuzz=-inl.h
v static char** afl _init argv(int* argc) {
static char in buf[MAX CMDLINE LEN];
static char* ret[MAX_CMDLINE_PAR];

har* ptr = in_buf;
int rc =1; /* start after arg

if (read(@, in buf, MAX CMDLINE LEN - 2) < 0);
v while (*ptr)
retirc| = ptr;
while (*ptr && !isspace(*ptr)) ptr++;
*otr = "\0°;
ptr++;
while (*ptr && isspace(*ptr)) ptr++;

rc++;

*argc = rc;

return ret;
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= » (]
Jargv-fuzz=-inl.h
v static char** afl _init argv(int* argc) {
static char in_buf[MAX CMDLINE_ LEN];
static char* ret[MAX_CMDLINE_PAR];
har* ptr = in buf;
int rc =1; /* start after arg

if (read(@, in buf, MAX CMDLINE LEN - 2) < 0);
v while (*ptr)
retirc| = ptr;
while (*ptr && !isspace(*ptr)) ptr++;
*otr = "\0°;
ptr++;
while (*ptr && isspace(*ptr)) ptr++;

rc++;

*argc = rc;

return ret;
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'srclargv-fuzz=-inlh
v static char** afl _init argv(int* argc) {

— 8
static char in_buf[MAX_CMDLINE_LEN]; rc = )
static char* ret[MAX_CMDLINE_PAR];

har* ptr = in buf;

int rc =1;
if (read(@, in buf, MAX CMDLINE LEN - 2) < 0);
v while (*ptr)

retirc| = ptr;

while (*ptr && !isspace(*ptr)) ptr++;

*otr = "\0°;

ptr++;

while (*ptr && isspace(*ptr)) ptr++;

rc++;

*argc = rc;

return ret;
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Jargv-fuzz=inl.h

v static char** afl_init argv(int* argc) {

statice=hgr in_buf[MAX_CMD

static char® Pet[MAX CMD

in buf:

if (read(@, in buf, MAX CMDLINE LEN - 2) < 0);

v while (*ptr)
retirc| = ptr;
while (*ptr && !isspace(*ptr)) ptr++;
*ptr = "\0°;
ptr++;
while (*ptr && isspace(*ptr)) ptr++;

rc++;

*argc = rc;

retupe”ret;
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Jargv-fuzz=inl.h

v static char** afl_init argv(int* argc) {

staticehgr in_buf[MAX_CMDLINE

static char® Pet[MAX CMD

in buf:

if (read(@, in buf, MAX CMDLINE LEN - 2) < 0);

v while (*ptr)

ret[rc] = ptr; char* ptr

I
[3RE)
f:
o
-
-+
-

inse it the end int rc =0; /* include arg
while (*ptr && !isspace(*ptr)) ptr++;

*ptr = "\0°;
ptr++;

while (*ptr && isspace(*ptr)) ptr++;

rc++;

*argc = rc;

retupe”ret;
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argv-fuzz-inlh

. ' g / rC - ;

fire e o s o woe]

" This way, eventhe program
- name canbe fuzzed.
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[libJutil/progname.c

static const char *progname = "";

initprogname(const char *name)
{
v # ifdef HAVE  PROGNAME
extern const char *_ progname;

if (__progname != NULL & * progname != "\0’)
progname = __ progname;
else

v # endif

if ((progname = strrchr(name, "/')) != NULL)
progname++;
} else {

progname = name,

+= 1 TN 21l = w2k B & 1T -

if (progname[@] == '1" && progname[1l] == 't' && progname[2] =

progname(3] != "\@")
progname += 3;

cCoOn ; ._ - :1' *

sudo_getprogname(void)

v {

return progname;

}

#endif

© &&
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sudo/lib/util/progname.c

static const char *progname = "";
void
initprogname(const char *name)

9 v # ifdef HAVE PROGNAME
extern const char *_ progname;

if ( != NULL & *_ progname != "\0')

- ~f)elete unnecessary code to always get the

else

2T program name from argviOl.

7 if ((progname = strrchr(name, /")) != NULL) {//{

progname++;
7 } else {
progname = name;
}
* Check for libtool prefix and strip it if present. *
if (progname[@] == '1' && progname[1] == "t' && progname[2] == '-' &&

progname[3] != '\@")
progname += 3;

}

const char *

sudo_getprogname(void)
91 v {
Y return progname;

}

#endif /* !'HAVE GETPROGNAME *
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[libJutil/progname.c

static const char *progname = "";

initprogname(const char *name)

{

v # ifdef HAVE  PROGNAME

extern const char *_ progname;

if (__progname != NULL & * progname != "\0")
progname = __ progname;
else

v # endif

if ((progname = strrchr(name, "/')) != NULL)
progname++;
} else {

progname = name,

+= 1 TN 21l = w2k B & 1T -

if (progname[@] == '1" && progname[1l] == 't' && progname[2] =

progname(3] != "\@")
progname += 3;

cCoOn ; ._ - :1' *

sudo_getprogname(void)

v {

return progname;

}

#endif

© &&
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[libfutil/progname.c
static const char *progname = "";

initprogname(const char *name)

{

v # ifdef HAVE  PROGNAME

extern const char *_ progname;

if (__progname != NULL & * progname != "\0")
progname = __ progname;
else

v # endif

if ((progname = strrchr(name, "/')) != NULL)
progname++;
} else {

progname = name,

+= 1 TN 2 1aleh o e ot 2 kB & 1+ -~

if (progname[@] == '1" && progname[1l] == 't' && progname[2] =

progname(3] != "\@")
progname += 3;

const char *

sudo_getprogname(void)

v {

return progname;

}

#endif

© &&



ind vulnerabilities with fuzzing

[libfutil/progname.c
static const char *progname = "";

initprogname(const char *name)

{

v # ifdef HAVE  PROGNAME

extern const char *_progname;

if (__progname != NU " &% *_ progname != "\@')
progname = __ progp.ae;
else

v # endif

if ((progname = strrchr(name, "/')) != NULL)
progname++;
} else {

progname = name,

+= 1 TN 21l = w2k B & 1T -

if (progname[@] == '1" && progname[1l] == 't' && progname[2] =

progname(3] != "\@")
progname += 3;

cCoOn ; ._ - :1' *

sudo_getprogname(void)

v {

return progname;

}

#endif

© &&
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[libfutil/progname.c
static const char *progname = "";

initprogname(const char *name)

{

v # ifdef HAVE  PROGNAME

extern const char *_progname;

if (__progname != NU " &% *_ progname != "\@')
progname = __ progp.ae;
else

v # endif

if ((progname = strrchr(name, "/')) != NULL)
progname++;
} else {

progname = name,

+= 1 TN 21l = w2k B & 1T -

if (progname[@] == '1" && progname[1l] == 't' && progname[2] =

progname(3] != "\@")
progname += 3;

cCoOn ; ._ - :1' *

sudo_getprogname(void)

v {

return progncie;

}

#endif

© &&
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/progname.c
statit comse=ghar _*progname = "";
initprogname(const char *name)
{
v # ifdef HAVE___ PROGNAME
extern const char *_progname;
if (__progname != NU &% * progname != '\0")
progname = __ progp.ae;

else
# endif

if ((progname = strrchr(name, /")) != NULL)
progname++;

else {

1)

progname = name,

if (progname[@] == '1" && progname[1l] == 't' && progname[2] == "-' &&
progname(3] != "\@")
progname += 3;

}
const char *
sudo_getprogname (void)
w.{
return prognee ;.

= PETTA 1T
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/progname.c
statit comse=ghar _*progname = "";
'>:- ':"""."‘ “OINCT ~nar *x —==. W e
initprogname(const char *name) staltlc const cn4d progname = 3
{ nd
vi# ifdef HAVE  PROGNAME void
extern const char * progname; initprogname(const char *name)
i vl
if (__progname != NU' & * progname != '\@') if ((progname = strrchr(name, /")) !=1I
progname = __ progn.e; i
A# endif progname = name;
if ((progname = strrchr(name, "/')) != NULL)
progname++; S S e et et = . .
L e if (progname[@] == '1" && progname[1l] == 't' && progname[2] == '-' &&
e

progname[3] != "\@’

progname = name;
1 progname += 3;

if (progname[@] == '1" && progname[1l] == 't' && progname[2] == "-' && <1l petaromans (mid)

l= "N0")
progname|3] ! \e") o
progname += 3; e
return progname;
}
¥
const char *
sudo_getprogname(void)
return progne e
) 5

= PETTA 1T
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/progname.c

initprogname(cc

f
1

# ifdef HAVE

if (__progni
progname =

else

i # -‘:_”q':ljif

if ((progna
progname++;
‘ . ‘t' & progname[2] == '-' &&

else {

progname =

i¥ (nrnonam

- Successfully deleted unnec

*

essary code

sudo_getprogname(void)

s & A
& &

return progn: '

)

i AN

e * A
gt g/ '
sl
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CPU 2IAAE dliZol)) Holl exec HIEO S+ S= IS
HIAetLE.
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CPU 2IAAE oli=Zol)l Holl exec HIE0] &+ S= IAEE HIAHEHL.
visudo.c 1 234,235,871

aix.auth.c 1 212

tgetpass.c 1 347

check.noexec.c | 95,194
logging.c 1 764,766
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JEJH ASIOE B2 5+ U= sudoll HAES 3H0H0F SHL.
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JEJH ASIOE B2 5+ U= sudoll HAES 3H0H0F SHL.
=1 ABY) U= WS NSH St
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JIsrclisudo.c

.-

user_info = reallocarray(NULL, 32, sizeof(char *));

if (user info == NULL)
goto oom;

ud->pid = getpid();

ud->ppid = getppid();
ud->pgid = getpgid(0);
ud->tcpgid = -1;

fd = open( PATH TTY, O RDWR);
if (fd !'= -1) {

ud->tcpgid = tcgetpgrp(fd);
close(fd);

ud->sid = getsid(9);

ud->uid = getuid();
ud->euid = geteuid();
ud->gid = getgid();
ud->egid = getegid();
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sudo.c

ud->pid = getpid
ud->ppid = getpp
ud->pgid = getp

ud->tcpgid = -1;
fd = open
fd = -1

ud->tcpgid = tcg
close(fd);

ud->uid = getuic H rd c Ii
ud->euld = geteL a o .|

ud->gid = getgic

ud->egid = getegid();
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sudalarelaudo.c

, bound check number of entries *
user_info = reallocarray(NULL, 32, sizeof(char *));

if (user_info == NULL) uid=1000(z3rodae®) gid=16000(z3rodaed)

goto oom;

ud->pid = getpid();

ud->ppid = getppid();
ud->pgid = getpgid(0);
ud->tcpgid = -1;

fd = open(_PATH_TTY, O_RDWR);
if (fd != -1) {

ud->tcpgid = tcgetpgrp(fd);
close(fd);

ud->sid = getsid(0);

ud->uid = getuid();
ud->euid = geteuid();
ud->gid = getgid();
ud->egid = getegid();
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sudalarelaudo.c

, bound check number of entries *
user_info = reallocarray(NULL, 32, sizeof(char *));

if (user_info == NULL) uid=1000(z3rodae®) gid=16000(z3rodaed)

goto oom;

ud->pid = getpid();

ud->ppid = getppid();
ud->pgid = getpgid(0);
ud->tcpgid = -1;

fd = open(_PATH_TTY, O_RDWR);
if (fd != -1) {

ud->tcpgid = tcgetpgrp(fd);
close(fd);

ud->sid = getsid(0);

ud->uid = getuid();
BIE e A TEn A
ud->gid = getgid(); P
ud->egid = getegid();
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lolsrcli/sudo.c

bound check number of entries *
user_info = reallocarray(NULL, 32, sizeof(char *)); .
if (user_info == NULL) uid=1000(z3rodae®) gid=1000(z3rodaed)

goto oom;

ud->pid = getpid();
ud->ppid = getppid();
ud->pgid = getpgid(0);
ud->tcpgid = -1;

fd = open( PATH TTY, O
if (fd !'= -1) {
ud->tcpgid = tcgetpgrp(fd);
close(fd);

~ ry \
- -

FRiN 'J’

ud->sid = getsid(Q);

ud->uid

ud->gid = getgid();
=getegid( );
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sudalarelaudo.c

. bound check number of entries *
user_info = reallocarray(NULL, 32, sizeof(char *));
if (user_info == NULL) uid=1000(z3rodae®) gid=16000(z3rodaed)

goto oom;

ud->pid = getpid();
ud->ppid = getppid();
ud->pgid = getpgid(0);
ud->tcpgid = -1;

fd = open( PATH TTY, O RDWR);
if (fd = -1) {

ud->tcpgid = tcgetpgrp(fd); ud->uid = 1000; //getuid

CAOSELER ) ud->euid = geteuid();

ud->sid = getsid(@);— 7 ud->gid = 1000; petgid,
— ud->egid = getegid();

ud->uid = getuid();

ud->gid = getgid(); |~
ug_2eg&—= getégfaff;
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& "_T
Isrcisudo.c
] d | [

user _info = realloc:
if (user _info == NU

ae®) gid=1000(z3rodaed)

goto oom;

ud->pid = getpid();
ud->ppid = getppid()
ud->pgid = getpgid(€
ud->tcpgid = -1;

fd = open( PATH TTY
if (fd = -1) { .
ud->tcpgid = tcgetpg
close(fd);

T |

id = 1000; petuld
euid = geteuid();
pid = 1000; petgld
“egid = getegid();

ud->sid = getsid(@Q,

ud->uid

ake User
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Jargv-fuzz=inl.h

ati har afl init_argv(int* argc) {

atic char j_n_bu*f:[":"f= CMDLINE LEN];
atic char* r‘et[':‘«" CMDLINE »—:".:];

har* ptr = in_buf;
Int rc =1;

if (read(0, in_buf, MAX CMDLINE_LEN - 2) < 0);
while (*ptr) {

L

retirc]| = ptr;

while (*ptr && !isspace(*ptr)) ptr++;
*ptr = "\0°;
ptr++;

while (*ptr && isspace(*ptr)) ptr++;

rc4++;

*argc = rc;

return ret;
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Jargv-fuzz=inl.h

#define MAX_CMDILINF_LFN_10PA90
##tdefine MAX CMDLINE PAR 10600

static char** afl_init_argv(int* argc) {
static char in buf[MAX CMDLINE LEN];
static char¥* r‘et[' AX CMDLINE »—:".:];
har* ptr = in_buf;

Int rc =1;

if (read(@, in_buf, MAX_CMDLINE_LEN - 2) < 0);
while (*ptr) {

retirc]| = ptr;

while r*ptr && ;isspace(*ptr) ptr++;
*otr = "\0°;

ptr++;

while (*ptr && isspace(*ptr)) ptr++;

rc4++;

*argc = rc;

return ret;
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argv-fuzz-i

dofine ke 1860606
#define - E 1000

afl init argv(

in buf|
* ret|
* ptr = in buf;
rc = 1;

if (read(0, in_buf,
while (*ptr
retirc| = ptr;
hile (*ptr & !isspace(*

*ptr = "\0°;
ptr++;

hile (*ptr & isspace(*pt
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Iargv-fuzz-inl.h BOu“d S Checking COde

#define MA IDLINE LEN 100000
#define MAX_CMDLINE_PAR 1000
static char** afl_init_argv(int* argc) {
tati har in buf[MAX CMDLINE LEN];
static char* ret[MAX_CMDLINE_PAR];
har* ptr = in_buf;
o S -
if (read(0, in_buf, MAX CMDLINE_LEN - 2) < 0);

15

while (*ptr)
ret[rc] = ptr;
while (*ptr && !isspace(*ptr)) ptr++;
*ptr = "\0°;

ptr++;

while (*ptr && isspace(*ptr)) ptr++;

rc4++;

*argc = rc;

return ret;
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Iargv-fuzz-inl.h BOu“d S Checking COde

#define MAX CMDLINE LEN 100000

#define MAX CMDLINE PAR 1000 if(rc >= ) {
static char** afl_init_argv(int* argc) { brea kO
b

char  in_buf[MAX_CMDLINE_LEN];

“*7 char* ret[MAX CMDLINE PAR]; }

T

har* ptr = in_buf;
rc =1;
if (read(0, in_buf, MAX CMDLINE_LEN - 2) < 0);

while (*ptr)
ret[rc] = ptr;
while (*ptr && !isspace(*ptr)) ptr++;
*ptr = "\0°;
ptr++;

while (*ptr && isspace(*ptr)) ptr++;

rc4++;

*argc = rc;

return ret;
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Iargv-fuzz-inl.h BOu“d S Checking COde

#define MAX CMDLINE LEN 100000

#define MAX_CMDLINE PAR 1000 ' if(rc > ) {
static char** afl_init_argv(int* argc) { , break'
)

char  in_buf[MAX_CMDLINE_LEN];

“*7 char* ret[MAX CMDLINE PAR]; }

T

har* ptr = in_buf;
rc =1;
if (read(0, in_buf, MAX CMDLINE_LEN - 2)_ <83

15

while (*pt#”)
ret[rc] = ptr;
while (*ptr & !isspace(*ptr)) ptr++;

*ptr = "\0°;
ptr++;

while (*ptr && isspace(*ptr)) ptr++;

rc4++;

*argc = rc;

return ret;
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Iargv-fuzz-inl.h BOu“d S Checking COde

i if(rc >= ) {
break;

T

static char** afl_init_argv(int* argc) {

static char in_buf[MAX_CMDLINE_LEN];

static char* ret[MAX_CMD

har* ptr =
rc =

ret[rc] = ptr;

while (*ptr && Tesspace(*ptr)) ptr++;
*ptr = "\0°;
ptr++;

while (*ptr && isspace(*ptr)) ptr++;

rc4++;

*argc = rc;

return ret;



Find vulnerabilities with fuzzing

fargy-fuzz-inlh Bounds Checking Code

#define MAX CMDLINE PAR 1000

static char** afl_init argv(int* argc
S e break;
i“;.*i’ rnanr in_buf[~ CMLC t‘— f_‘];
“’v:’“i’ ~har* r\et[' AX CMD AR

har* ptr =
rc =

hile (*
a3 - X | ]
ret[rc] = ptr; while \ ptr\ 1
while (*ptr &% Tesspace(*ptr)) ptr++; if MAY MO TAME DAL
) = - rc >= ‘ ‘—‘.\"\ ‘_1 L__L A: af 1"
*otr = "\0°; — —
pEre; break;

while (*ptr && isspace(*ptr)) ptr++;

rc4++;

retirc| = ptr,;

*¥argc = rc;

return ret;



in

. Code

") {

*argc = rc;

rn ret;



Find vulnerabilities with fuzzing

2 root@4bf514dd8211: /pwd/:e X P 23rodae0@DESKTOP-FS8QRQIN X + v —

# ’ : #



few hours later...



Find vulnerabilities with fuzzing

americ

647

0

8% / 18.70%
87 bits/tuple

d(l6.23%)
(24.88%)

‘® saved)

10
2]
0
di "' eudy
.+ found crashi™! :
42 100.00%

THITE uhused, unused, unused
6.65%/135k, disabled
Je



Find vulnerabilities with fuzzing

american fuzzy lop ++4.09c {default}; (alf_sudo)

— process timing overall results
run time : O days, 15 hrs, 16 min, 1 sec cycles done : 141
Last new find : © days, 3 hrs, 51 min, 47 sec corpus count : 647
Last saved crash : 0 days, 2 hrs, 50 min, 38 sec saved crashes : 6
Last saved hang : none seen yet saved hangs : ©
— cycle progress — map coverage
now processing : 214.1168 (33.1%) map density : 6.98% / 18.70%
runs timed out : © (0.60%) count coverage : 1.87 bits/tuple
— stage progress findings 1in depth
now trying : splice 8 favored items : 165 (16.23%)
stage execs : 7/14 (50.66%) new edges on : 161 (24.88%)
total execs : 46.8M total crashes : 29 (6 saved)
exec speed : 725.5/sec total tmouts : 23 (8 saved)
— fuzzing strategy yields 1tem geometry
bit flips : disabled (default, enable with -D) levels : 16
byte flips : disabled (default, enable with -D) pending : ©
arithmetics : disabled (default, enable with -D) pend fav : ©
known ints : disabled (default, enable with -D) own finds : 644
dictionary : n/a imported : ©
havoc/splice : 423/15.7M, 227/31.6M stability : 100.00%
py/custom/rq : unused, unused, unused, unused
trim/eff : 6.65%/135k, disabled [cpuBfeO: 33%]

— Strategy: state: e &



Look at the Crash Testcase
Crashfile

root:/pwd# xxd crash

000000 : 7375 6U6Ff 6564 6974 002d 6868 6873 6868 sudoedit.-hhhshh
00000010: 6868 2du2 062d 7300 0100 2dul 0011 6200 hh-B.-s...-A..b.
00000020: 2d73 002d 7375 6U6Ff 656U 697U PO68 6868 -—s.-sudoedit.hhh
00000030: 6868 6868 6868 6868 2duU2 062d 7300 0100 hhhhhhhh-B.-s...
0000060UO: 2dul 0011 6200 2d73 002d 735e 002d 6868 -A..b.-s.-s".-hh
0000050 : 6868 6868 6868 6868 6868 6868 6868 6868 hhhhhhhhhhhhhhhh
000PPB6O: 6868 Tc2d U25c 002d 5500 2d75 0602d 6480 hh|-B\.-U.-u.-d.
00000070: 2d76 002d 062d 5300 2d73 002d 5400 2d55 -v.-.-S.-s5.-T.-U
00000080: 002d 7500 2d6e 6e6e 6ebe 6ebe 6abe 6e6e .—u.—-nnnnnnnjnnn
00000090 : 6ebe 6e6e 002d 2800 2du3 2eu4l 0011 6200 nnnn.-(.-C.A..b.
000000a0: 2du2 2dul 002d 6e6e 6e6e 6ebe 6eb6e 6e6e —-B-A.—-nnnnnnnnnn
000000bO: 6e6e 002d 6500 6200 2du2 062d 002d 5300 nn.-e.b.-B.-.-S.
000000cH: 2d73 6uUu6f b2b2 b2b2 b2b2 b2c3 7564 6f65 -sdo........ udoe
000000d0: 6469 TUEO 2d73 0064 5400 2d55 2d56 UB2d dit.-s.dT.-U-V@-
000000eO: 7600 2d73 062d 5454 002d 5500 2d75 002d vVv.-s5.-TT.-U.-u.-
000000f0: 5600 2d76 e32d 062d 4200 6215 2d42 €62d V.-Vv.-.-B.b.-B.-
00000100: U300 2du5 002d 2d2d 2d2d 2d2d 2d2d 2d2d C.-E.-——————————-
00000110: 2d2d 2d2d 2d2d 2d2d 2d2d 2d2d 2d2d 2d73 --—-————————————- S
00000120: 5e00 2du8 002d 5300 2d560 5050 002d 0000 ".-H.-S.-PPP.-..
00000130: 03e8 2d6O 01660 2dul 0011 6200 2d73 €02d ..-...-A..b.-s.-
000001U40: 7375 6uU6f 6564 6974 ©01b 7300 6454 002d sudoedit..s.dT.-
00000150: 552d 562d 2d2d 2d2d 2d53 €02d 7364 6fb2 U-V-————- S.-sdo.
00000166: b2b2 b2b2 b2b2 b2b2 b2 = ...,



Look at the Crash Testcase
Crashfile

root:/pwd# xxd crash

0000000 : 7375 6U6Ff 6564 6974 002d 6868 6873 6868 sudoedit —hhhshh
00000010: 6868 2du2 062d 7300 0100 2dul 6011 6200 hh-B.-s...-A..b.
00000020: 2d73 002d 7375 6U6Ff 656U 697U PO68 6868 -—s.-sudoedit.hhh
00000030: 6868 6868 6868 6868 2duU2 062d 7300 0100 hhhhhhhh-B.-s...
0000060UO: 2dul 0011 6200 2d73 002d 735e 002d 6868 -A..b.-s.-s".-hh
0000050 : 6868 6868 6868 6868 6868 6868 6868 6868 hhhhhhhhhhhhhhhh
000PPB6O: 6868 Tc2d U25c 002d 5500 2d75 0602d 6480 hh|-B\.-U.-u.-d.
00000070: 2d76 002d 062d 5300 2d73 002d 5400 2d55 -v.-.-S.-s5.-T.-U
00000080: 002d 7500 2d6e 6e6e 6ebe 6ebe 6abe 6e6e .—u.—-nnnnnnnjnnn
00000090 : 6ebe 6e6e 002d 2800 2du3 2eu4l 0011 6200 nnnn.-(.-C.A..b.
000000a0: 2du2 2dul 002d 6e6e 6e6e 6ebe 6eb6e 6e6e —-B-A.—-nnnnnnnnnn
000000bO: 6e6e 002d 6500 6200 2du2 062d 002d 5300 nn.-e.b.-B.-.-S.
000000cH: 2d73 6uUu6f b2b2 b2b2 b2b2 b2c3 7564 6f65 -sdo........ udoe
000000d0: 6469 TUEO 2d73 0064 5400 2d55 2d56 UB2d dit.-s.dT.-U-V@-
000000eO: 7600 2d73 062d 5454 002d 5500 2d75 002d vVv.-s5.-TT.-U.-u.-
000000f0: 5600 2d76 e32d 062d 4200 6215 2d42 €62d V.-Vv.-.-B.b.-B.-
00000100: U300 2du5 002d 2d2d 2d2d 2d2d 2d2d 2d2d C.-E.-——————————-
00000110: 2d2d 2d2d 2d2d 2d2d 2d2d 2d2d 2d2d 2d73 --—-————————————- S
00000120: 5e00 2du8 002d 5300 2d560 5050 002d 0000 ".-H.-S.-PPP.-..
00000130: 03e8 2d6O 01660 2dul 0011 6200 2d73 €02d ..-...-A..b.-s.-
000001U40: 7375 6uU6f 6564 6974 ©01b 7300 6454 002d sudoedit..s.dT.-
00000150: 552d 562d 2d2d 2d2d 2d53 €02d 7364 6fb2 U-V-————- S.-sdo.
00000166: b2b2 b2b2 b2b2 b2b2 b2 = ...,



Look at the Crash Testcase
Crashfile

root:/pwd# xxd crash

0000000 : 7375 6U6Ff 656U 6974 002d 6868 6873 6868 sudoedit —hhhshh
00000010: 6868 2du2 062d 7300 0100 2dul 6011 6200 hh-B.-s...-A..b.
00000020: 2d73 002d 7375 6U6Ff 656U 697U PO68 6868 -—s.-suuvedit.hhh
00000030: 6868 6868 6868 6868 2duU2 062d 7300 0100 hhhhhhhh-B.-s...
0000060UO: 2dul 0011 6200 2d73 002d 735e 002d 6868 -A..b.-s.-s".-hh
0000050 : 6868 6868 6868 6868 6868 6868 6868 6868 hhhhhhhhhhhhhhhh
000PPB6O: 6868 Tc2d U25c 002d 5500 2d75 0602d 6480 hh|-B\.-U.-u.-d.
00000070: 2d76 002d 062d 5300 2d73 002d 5400 2d55 -v.-.-S.-s5.-T.-U
00000080: 002d 7500 2d6e 6e6e 6ebe 6ebe 6abe 6e6e .—u.—-nnnnnnnjnnn
00000090 : 6ebe 6e6e 002d 2800 2du3 2eu4l 0011 6200 nnnn.-(.-C.A..b.
000000a0: 2du2 2dul 002d 6e6e 6e6e 6ebe 6eb6e 6e6e —-B-A.—-nnnnnnnnnn
000000bO: 6e6e 002d 6500 6200 2du2 062d 002d 5300 nn.-e.b.-B.-.-S.
000000cH: 2d73 6uUu6f b2b2 b2b2 b2b2 b2c3 7564 6f65 -sdo........ udoe
000000d0: 6469 TUEO 2d73 0064 5400 2d55 2d56 UB2d dit.-s.dT.-U-V@-
000000eO: 7600 2d73 062d 5454 002d 5500 2d75 002d vVv.-s5.-TT.-U.-u.-
000000f0: 5600 2d76 e32d 062d 4200 6215 2d42 €62d V.-Vv.-.-B.b.-B.-
00000100: U300 2du5 002d 2d2d 2d2d 2d2d 2d2d 2d2d C.-E.-——————————-
00000110: 2d2d 2d2d 2d2d 2d2d 2d2d 2d2d 2d2d 2d73 --—-————————————- S
00000120: 5e00 2du8 002d 5300 2d560 5050 002d 0000 ".-H.-S.-PPP.-..
00000130: 03e8 2d6O 01660 2dul 0011 6200 2d73 €02d ..-...-A..b.-s.-
000001U40: 7375 6uU6f 6564 6974 ©01b 7300 6454 002d sudoedit..s.dT.-
00000150: 552d 562d 2d2d 2d2d 2d53 €02d 7364 6fb2 U-V-————- S.-sdo.
00000166: b2b2 b2b2 b2b2 b2b2 b2 = ...,



Look at the Crash Testcase
Crashfile

root:/pwd# xxd crash

0000000 : 7375 6U6Ff 656U 6974 002d 6868 6873 6868 sudoedit —hhhshh
00000010: 6868 2du2 062d 7300 0100 2dul 0011 6200 hh-B.-s...-A..b.
00000020: 2d73 002d 7375 6U6Ff 656U 697U PO68 6868 —-s —suuvedit.hhh
00000030: 6868 6868 6868 6868 2duU2 062d 7300 0160 hhhhhhhh-B.-s...
0000060UO: 2dul 0011 6200 2d73 002d 735e 002d 6868 -A..b.-s.-s".-hh
0000050 : 6868 6868 6868 6868 6868 6868 6868 6868 hhhhhhhhhhhhhhhh
000PPB6O: 6868 Tc2d U25c 002d 5500 2d75 0602d 6480 hh|-B\.-U.-u.-d.
00000070: 2d76 002d 062d 5300 2d73 002d 5400 2d55 -v.-.-S.-s5.-T.-U
00000080: 002d 7500 2d6e 6e6e 6ebe 6ebe 6abe 6e6e .—u.—-nnnnnnnjnnn
00000090 : 6ebe 6e6e 002d 2800 2du3 2eu4l 0011 6200 nnnn.-(.-C.A..b.
000000a0: 2du2 2dul 002d 6e6e 6e6e 6ebe 6eb6e 6e6e —-B-A.—-nnnnnnnnnn
000000bO: 6e6e 002d 6500 6200 2du2 062d 002d 5300 nn.-e.b.-B.-.-S.
000000cH: 2d73 6uUu6f b2b2 b2b2 b2b2 b2c3 7564 6f65 -sdo........ udoe
000000d0: 6469 TUEO 2d73 0064 5400 2d55 2d56 UB2d dit.-s.dT.-U-V@-
000000eO: 7600 2d73 062d 5454 002d 5500 2d75 002d vVv.-s5.-TT.-U.-u.-
000000f0: 5600 2d76 e32d 062d 4200 6215 2d42 €62d V.-Vv.-.-B.b.-B.-
00000100: U300 2du5 002d 2d2d 2d2d 2d2d 2d2d 2d2d C.-E.-——————————-
00000110: 2d2d 2d2d 2d2d 2d2d 2d2d 2d2d 2d2d 2d73 --—-————————————- S
00000120: 5e00 2du8 002d 5300 2d560 5050 002d 0000 ".-H.-S.-PPP.-..
00000130: 03e8 2d6O 01660 2dul 0011 6200 2d73 €02d ..-...-A..b.-s.-
000001U40: 7375 6uU6f 6564 6974 ©01b 7300 6454 002d sudoedit..s.dT.-
00000150: 552d 562d 2d2d 2d2d 2d53 €02d 7364 6fb2 U-V-————- S.-sdo.
00000166: b2b2 b2b2 b2b2 b2b2 b2 = ...,



Look at the Crash Testcase
Crashfile

root:/pwd# xxd crash

0000000 : 7375 6U6Ff 656U 6974 002d 6868 6873 6868 sudoedit —hhhshh
00000010: 6868 2du2 062d 7300 0100 2dul 0011 6200 hh-B.-s...-A..b.
00000020: 2d73 002d 7375 6U6Ff 656U 697U PO68 6868 —s —suuvedit.hhh
00000030: 6868 6868 6868 6868 2duU2 062d 7300 0160 hhhhhhhh-B!-s. ..
000000UO: 2dul 0011 6200 2d73 002d 735e 002d 6868 -A..b.-s.-$*=-hh
0000050 : 6868 6868 6868 6868 6868 6868 6868 6868 hhhhhhhhhhhhhhhh
000PPB6O: 6868 Tc2d U25c 002d 5500 2d75 0602d 6480 hh|-B\.-U.-u.-d.
00000070: 2d76 002d 062d 5300 2d73 002d 5400 2d55 -v.-.-S.-s5.-T.-U
00000080: 002d 7500 2d6e 6e6e 6ebe 6ebe 6abe 6e6e .—u.—-nnnnnnnjnnn
00000090 : 6ebe 6e6e 002d 2800 2du3 2eu4l 0011 6200 nnnn.-(.-C.A..b.
000000a0: 2du2 2dul 002d 6e6e 6e6e 6ebe 6eb6e 6e6e —-B-A.—-nnnnnnnnnn
000000bO: 6e6e 002d 6500 6200 2du2 062d 002d 5300 nn.-e.b.-B.-.-S.
000000cH: 2d73 6uUu6f b2b2 b2b2 b2b2 b2c3 7564 6f65 -sdo........ udoe
000000d0: 6469 TUEO 2d73 0064 5400 2d55 2d56 UB2d dit.-s.dT.-U-V@-
000000eO: 7600 2d73 062d 5454 002d 5500 2d75 002d vVv.-s5.-TT.-U.-u.-
000000f0: 5600 2d76 e32d 062d 4200 6215 2d42 €62d V.-Vv.-.-B.b.-B.-
00000100: U300 2du5 002d 2d2d 2d2d 2d2d 2d2d 2d2d C.-E.-——————————-
00000110: 2d2d 2d2d 2d2d 2d2d 2d2d 2d2d 2d2d 2d73 --—-————————————- S
00000120: 5e00 2du8 002d 5300 2d560 5050 002d 0000 ".-H.-S.-PPP.-..
00000130: 03e8 2d6O 01660 2dul 0011 6200 2d73 €02d ..-...-A..b.-s.-
000001U40: 7375 6uU6f 6564 6974 ©01b 7300 6454 002d sudoedit..s.dT.-
00000150: 552d 562d 2d2d 2d2d 2d53 €02d 7364 6fb2 U-V-————- S.-sdo.
00000166: b2b2 b2b2 b2b2 b2b2 b2 = ...,



Look at the Crash Testcase
Crashfile

root:/pwd# xxd crash

0000000 : 7375 6U6Ff 656U 6974 002d 6868 6873 6868 sudoedit —hhhshh
00000010: 6868 2du2 062d 7300 0100 2dul 0011 6200 hh-B.-s...-A..b.
00000020: 2d73 002d 7375 6U6Ff 656U 697U PO68 6868 —s —suuvedit.hhh
00000030: 6868 6868 6868 6868 2duU2 062d 7300 0160 hhhhhhhh-B!-s. ..
000000U0: 2dul 0011 6200 2d73 002d 735e 002d 6868 -A..b.-s -&*=-hh
0000050 : 6868 6868 6868 6868 6868 6868 6868 6868 hhhhhhnnnhhhhhhh
000PPB6O: 6868 Tc2d U25c 002d 5500 2d75 0602d 6480 hh|-B\.-U.-u.-d.
00000070: 2d76 002d 062d 5300 2d73 002d 5400 2d55 -v.-.-S.-s5.-T.-U
00000080: 002d 7500 2d6e 6e6e 6ebe 6ebe 6abe 6e6e .—u.—-nnnnnnnjnnn
00000090 : 6ebe 6e6e 002d 2800 2du3 2eu4l 0011 6200 nnnn.-(.-C.A..b.
000000a0: 2du2 2dul 002d 6e6e 6e6e 6ebe 6eb6e 6e6e —-B-A.—-nnnnnnnnnn
000000bO: 6e6e 002d 6500 6200 2du2 062d 002d 5300 nn.-e.b.-B.-.-S.
000000cH: 2d73 6uUu6f b2b2 b2b2 b2b2 b2c3 7564 6f65 -sdo........ udoe
000000d0: 6469 TUEO 2d73 0064 5400 2d55 2d56 UB2d dit.-s.dT.-U-V@-
000000eO: 7600 2d73 062d 5454 002d 5500 2d75 002d vVv.-s5.-TT.-U.-u.-
000000f0: 5600 2d76 e32d 062d 4200 6215 2d42 €62d V.-Vv.-.-B.b.-B.-
00000100: U300 2du5 002d 2d2d 2d2d 2d2d 2d2d 2d2d C.-E.-——————————-
00000110: 2d2d 2d2d 2d2d 2d2d 2d2d 2d2d 2d2d 2d73 --—-————————————- S
00000120: 5e00 2du8 002d 5300 2d560 5050 002d 0000 ".-H.-S.-PPP.-..
00000130: 03e8 2d6O 01660 2dul 0011 6200 2d73 €02d ..-...-A..b.-s.-
000001U40: 7375 6uU6f 6564 6974 ©01b 7300 6454 002d sudoedit..s.dT.-
00000150: 552d 562d 2d2d 2d2d 2d53 €02d 7364 6fb2 U-V-————- S.-sdo.
00000166: b2b2 b2b2 b2b2 b2b2 b2 = ...,



Look at the Crash Testcase
Crashfile

root:/pwd# xxd crash

0000000 : 7375 6U6Ff 656U 6974 002d 6868 6873 6868 sudoedit —hhhshh
00000010: 6868 2du2 062d 7300 0100 2dul 0011 6200 hh-B.-s...-A..b.
00000020: 2d73 002d 7375 6U6Ff 656U 697U PO68 6868 —s —suuvedit.hhh
00000030: 6868 6868 6868 6868 2duU2 062d 7300 0160 hhhhhhhh-B!-s. ..
000000U0: 2dul 0011 6200 2d73 002d 735e 002d 6868 -A..b.-s -&*=-hh
0000050 : 6868 6868 6868 6868 6868 6868 6868 6868 hhhhhhnnnhhhhhhh
P00PPR6O: 6868 T7c2d U25c 002d 55600 2d75 0602d 6480 hh|-B\.-U.-u.-d.
00000070: 2d76 002d 062d 5300 2d73 002d 5400 2d55 -v.-.-S.-s5.-T.-U
00000080: 002d 7500 2d6e 6e6e 6ebe 6ebe 6abe 6e6e .—u.—-nnnnnnnjnnn
00000090 : 6ebe 6e6e 002d 2800 2du3 2eu4l 0011 6200 nnnn.-(.-C.A..b.
000000a0: 2du2 2dul 002d 6e6e 6e6e 6ebe 6eb6e 6e6e —-B-A.—-nnnnnnnnnn
000000bO: 6e6e 002d 6500 6200 2du2 062d 002d 5300 nn.-e.b.-B.-.-S.
000000cH: 2d73 6uUu6f b2b2 b2b2 b2b2 b2c3 7564 6f65 -sdo........ udoe
000000d0: 6469 TUEO 2d73 0064 5400 2d55 2d56 UB2d dit.-s.dT.-U-V@-
000000eO: 7600 2d73 062d 5454 002d 5500 2d75 002d vVv.-s5.-TT.-U.-u.-
000000f0: 5600 2d76 e32d 062d 4200 6215 2d42 €62d V.-Vv.-.-B.b.-B.-
00000100: U300 2du5 002d 2d2d 2d2d 2d2d 2d2d 2d2d C.-E.-——————————-
00000110: 2d2d 2d2d 2d2d 2d2d 2d2d 2d2d 2d2d 2d73 --—-————————————- S
00000120: 5e00 2du8 002d 5300 2d560 5050 002d 0000 ".-H.-S.-PPP.-..
00000130: 03e8 2d6O 01660 2dul 0011 6200 2d73 €02d ..-...-A..b.-s.-
000001U40: 7375 6uU6f 6564 6974 ©01b 7300 6454 002d sudoedit..s.dT.-
00000150: 552d 562d 2d2d 2d2d 2d53 €02d 7364 6fb2 U-V-————- S.-sdo.
00000166: b2b2 b2b2 b2b2 b2b2 b2 = ...,



Look at the Crash Testcase
Crashfile

root:/pwd# xxd crash

0000000 : 7375 6U6Ff 656U 6974 002d 6868 6873 6868 sudoedit —hhhshh
00000010: 6868 2du2 062d 7300 0100 2dul 0011 6200 hh-B.-s...-A..b.
00000020: 2d73 002d 7375 6U6Ff 656U 697U PO68 6868 —s —suuvedit.hhh
00000030: 6868 6868 6868 6868 2duU2 062d 7300 0160 hhhhhhhh-B!-s. ..
000000U0: 2dul 0011 6200 2d73 002d 735e 002d 6868 -A..b.-s -&*=-hh
0000050 : 6868 6868 6868 6868 6868 6868 6868 6868 hhhhhhnnnhhhhhhh
P00PPR6O: 6868 T7c2d U25c 002d 55600 2d75 0602d 6480 hh|-B\.-U.-u.-d.
00000070: 2d76 002d 062d 5300 2d73 002d 5400 2d55 -v.-.-S.-s5.-T.-U
00000080: 002d 7500 2d6e 6e6e 6ebe 6ebe 6abe 6e6e .—u.—-nnnnnnnjnnn
00000090 : 6ebe 6e6e 002d 2800 2du3 2eu4l 0011 6200 nnnn.-(.-C.A..b.
000000a0: 2du2 2dul 002d 6e6e 6e6e 6ebe 6eb6e 6e6e —-B-A.—-nnnnnnnnnn
000000bO: 6e6e 002d 6500 6200 2du2 062d 002d 5300 nn.-e.b.-B.-.-S.
000000cH: 2d73 6uUu6f b2b2 b2b2 b2b2 b2c3 7564 6f65 -sdo........ udoe
000000d0: 6469 TUEO 2d73 0064 5400 2d55 2d56 UB2d dit.-s.dT.-U-V@-
000000eO: 7600 2d73 062d 5454 002d 5500 2d75 002d vVv.-s5.-TT.-U.-u.-
000000f0: 5600 2d76 e32d 062d 4200 6215 2d42 €62d V.-Vv.-.-B.b.-B.-
00000100: U300 2du5 002d 2d2d 2d2d 2d2d 2d2d 2d2d C.-E.-——————————-
00000110: 2d2d 2d2d 2d2d 2d2d 2d2d 2d2d 2d2d 2d73 --—-————————————- S
00000120: 5e00 2du8 002d 5300 2d560 5050 002d 0000 ".-H.-S.-PPP.-..
00000130: 03e8 2d6O 01660 2dul 0011 6200 2d73 €02d ..-...-A..b.-s.-
000001U40: 7375 6uU6f 6564 6974 ©01b 7300 6454 002d sudoedit..s.dT.-
00000150: 552d 562d 2d2d 2d2d 2d53 €02d 7364 6fb2 U-V-————- S.-sdo.
00000166: b2b2 b2b2 b2b2 b2b2 b2 = ...,



Minimizing AFL Testcase

afl-tmin =i crash -o Itmpl/out.crash/2 -- Ipwd/sudo-1.8.31p2/srci/sudo



Minimizing AFL Testcase

afl-tmin =i crash -o Itmp/out.crash/2 -- Ipwd/sudo-1.8.31p2/srcisudo

root:/pwd# afl-tmin -i crash -o /tmp/out_crash/2 -- /pwd/sudo-1.8.31p2/src/sudo
afl-tmin++4.09c by Michal Zalewski

(+] Read 361 bytes from 'crash'.

.*] Spinning up the fork server...

+] ALl right - fork server is up.

Target map size: 8379
| Performing dry run (mem limit = © MB, timeout = 1000 ms)...

.+] Program exits with a signal, minimizing in mode.

.*] Stage #0: One-time block normalization...

.+] Block normalization complete, 345 bytes replaced.

[%#] = Pass #1 ———

Stage #1: Removing blocks of data...
DLOCHK ) remalning size Ol
remaining size
1 S1Zf
1alning size
1 S1Zi
Block leng l, remaining S1z¢ 70

[+] Block removal complete, 292 bytes deleted.

'+] Stage #2: Minimizing symbols (11 code points)...

(+] Symbol minimization finished, 1 symbol (1 byte) replaced.

'] Stage #3: Character minimization...

(+] Character minimization done, 2 bytes replaced.

[#] == Pass #2 -—
Stage #1: Removing blocks of data...
Block mainina size )

remainit

.+] Block remdval complete, © bytes deleted.

ile size reduced by : 80.89% (to 69 bytes)
\racters simplified : 564.35%
Numbel f execs ne : 222
Fruitless execs : path=117 crash=0 hang=0

'*] Writing output to '/tmp/out_crash/2'...
L+] We're done here. Have a nice day!



Minimizing AFL Testcase

afl-tmin =i crash -o Itmp/out.crash/2 -- Ipwd/sudo-1.8.31p2/srcisudo

root:/pwd# afl-tmin -i crash -o /tmp/out_crash/2 -- /pwd/sudo-1.8.31p2/src/sudo z3rodae®@DESKTOP-F8QRQJU:~$ xxd out_crash

afl-tmin++4.89c by Michal Zalewski P0POPBRO: 3065 6U69 TUEO 2d68 3000 2d73 0030 3030 Oedit.-h0.-s.000
[+] Read 361 bytes from 'crash’. 000PPA1O: 3030 3030 3030 3030 5cHO 3030 3030 3030 0OOAENON)\.HOLEO
«] Spinning up the fork server... 000PNN20: 3030 3030 3030 3030 3030 3030 3030 3030 0OOAPPOOPLOALLAO
L+] ALl right - fork server is up. 00000030: 3030 30360 3030 3030 3030 3630 3030 3030 000000AEO0000E0O

.*] Target map size: 8379

(*] Performing dry run (mem limit = © MB, timeout = 1000 ms)...
(+] Program exits with a signal, minimizing in mode.

(] Stage #0: One-time block normalization...

[+] Block normalization complete, 345 bytes replaced.

[*] ——— Pass #1 ——-

] Stage #1: Removing blocks of data...

Block length 32, remaining size 361
Block length = 16, remaining size 96
Block length = 8, remaining size = 86
Block length 4, remaining size 80
Block length = 2, remaining size 72
Block length = 1, remaining size = 70

. Block removal complete, 292 bytes deleted.
(] Stage #2: Minimizing symbols (11 code points)...
(+] Symbol minimization finished, 1 symbol (1 byte) replaced.
| Stage #3: Character minimization...
(+] Character minimization done, 2 bytes replaced.
[*] ——— Pass #2 ——
«] Stage #1: Removing blocks of data...

|
RS
[—

Block length = 4, remaining size = 69
Block length 2, remaining size 69
Block length = 1, remaining size = 69

.+] Block removal complete, © bytes deleted.

File size reduced by : 806.89% (to 69 bytes)
Characters simplified : 564.35%
Number of execs done : 222
Fruitless execs : path=117 crash=6 hang=0

[*#] Writing output to '/tmp/out_crash/2'...
[+] We're done here. Have a nice day!



Minimizing AFL Testcase

afl-tmin =i crash -o Itmp/out.crash/2 -- Ipwd/sudo-1.8.31p2/srcisudo

root:

afl

[+

] Read 361 bytes from 'crash’.

(*] Spinning up the fork server...

[+] ALl right - fork server is up.

(*] Target map size: 8379

(*] Performing dry run (mem limit = © MB, timeout = 1000 ms)...
(+] Program exits with a signal, minimizing in mode.

(«] Stage #0: One-time block normalization..

[+] Block normalization complete, 345 bytes replaced.

[x]i—— PaSS ' #1 ——
'»] Stage #1: Removing blocks of data.

Block length 32, remainii size 361
Block length = 16, 1wt:1w1n; slze 96
: ., remaining size = 86
Block length 4, rem 11i“; size 30
B .;'e_)i, kK len JTN 1 1nin J size

Lock Length 1, remaining size 70

[+] Block removal complete 292 bytes deleted.

‘x| Stage #2: Minimizing symbols (11 code points)...

(+] Symbol minimization finished, 1 symbol (1 byte) replaced.

(] Stage #3: Character minimization...

[+] Character minimization done, 2 bytes replaced.

%] == PaASE $2 ———
'] Stage #1: Removing blocks of data.

Block length 4, remaining siz
Block length 2, remaining size 69
Block length 1, remaining size 69

L+] Block removal complete ® bytes deleted.

File size reduced by : 806.89% (to 69 bytes)
aracters sii fied : 5604.35%
Number of execs done : 222

i les xecs : path=117 crash=0 hang=0

'*] Writing output to '/tmp/out_crash/2'...

(+] We're done here. Have a nice day!

‘pwd# afl-tmin -i crash -o /tmp/out_crash/2 -- /pwd/sudo-1.8.31p2/src/sudo
~tmin++4.09c by Michal Zalewski

|z3rodae®@DESKTOP-F8QRQJU:~$ xxd out_crash
.99999969. 3065 6469 T7UEO 2d68 3000 2d73 00360 3030 Oedit.-hO.-s. 093
100000010: 3030 3030 3030 3030 5c00 3030 3030 3030 00000000\. 99999@
WBBBBBBZBI 3030 3630 36360 3630 3630 3636 3636 36036 99996999999990%%
ﬂ99690939: 3030 3630 36306 393§ 3630 3630 36306 3030 69909666969960?9
,ﬁ
| j
| /
&:
| ﬁ

|

}iﬂc
sudol/src/parse.args.c
proglen = strlen(progname);
if (proglen > 4 && strcmp(progname + proglen - 4, ==0) {
proghame = ;

mode = MODE_EDIT;
sudo_settings[ARG_SUDOEDIT].value =

}



Minimizing AFL Testcase

afl-tmin =i crash -o Itmp/out.crash/2 -- Ipwd/sudo-1.8.31p2/srcisudo

root:

afl

[+

] Read 361 bytes from 'crash’.

(*] Spinning up the fork server...

[+] ALl right - fork server is up.

(*] Target map size: 8379

(*] Performing dry run (mem limit = © MB, timeout = 1000 ms)...
(+] Program exits with a signal, minimizing in mode.

(«] Stage #0: One-time block normalization..

[+] Block normalization complete, 345 bytes replaced.

[x]i—— PaSS ' #1 ——
'»] Stage #1: Removing blocks of data.

Block length 32, remainii size 361
Block length = 16, 1wt:1w1n; slze 96
: ., remaining size = 86
Block length 4, rem 11i“; size 30
B .;'e_)i, kK len JTN 1 1nin J size

Lock Length 1, remaining size 70

[+] Block removal complete 292 bytes deleted.

‘x| Stage #2: Minimizing symbols (11 code points)...

(+] Symbol minimization finished, 1 symbol (1 byte) replaced.

(] Stage #3: Character minimization...

[+] Character minimization done, 2 bytes replaced.

%] == PaASE $2 ———
'] Stage #1: Removing blocks of data.

Block length 4, remaining siz
Block length 2, remaining size 69
Block length 1, remaining size 69

L+] Block removal complete ® bytes deleted.

File size reduced by : 806.89% (to 69 bytes)
aracters sii fied : 5604.35%
Number of execs done : 222

i les xecs : path=117 crash=0 hang=0

'*] Writing output to '/tmp/out_crash/2'...

(+] We're done here. Have a nice day!

‘pwd# afl-tmin -i crash -o /tmp/out_crash/2 -- /pwd/sudo-1.8.31p2/src/sudo
~tmin++4.09c by Michal Zalewski

|z3rodae®@DESKTOP-F8QRQJU:~$ xxd out_crash
.99999969. 3065 6469 T7UEO 2d68 3000 2d73 00360 3030 Oedit.-hO.-s. 093
100000010: 3030 3030 3030 3030 5c00 3030 3030 3030 00000000\. 99999@
WBBBBBBZBI 3030 3630 36360 3630 3630 3636 3636 36036 99996999999990%%
ﬂ99690939: 3030 3630 36306 393§ 3630 3630 36306 3030 69909666969960?9
,ﬁ
| j
| /
&:
| ﬁ

|

}iﬂc
sudol/src/parse.args.c
proglen = strlen(progname);
if (proglen > 4 && strcemp(progname + proglen - 4, ==0) {
proghame = ;

mode = MODE_EDIT;
sudo_settings[ARG_SUDOEDIT].value =

}



Minimizing AFL Testcase

afl-tmin =i crash -o Itmp/out.crash/2 -- Ipwd/sudo-1.8.31p2/srcisudo

root:

afl

[+

] Read 361 bytes from 'crash’.

(*] Spinning up the fork server...

[+] ALl right - fork server is up.

(*] Target map size: 8379

(*] Performing dry run (mem limit = © MB, timeout = 1000 ms)...
(+] Program exits with a signal, minimizing in mode.

(«] Stage #0: One-time block normalization..

[+] Block normalization complete, 345 bytes replaced.

[x]i—— PaSS ' #1 ——
'»] Stage #1: Removing blocks of data.

Block length 32, remainii size 361
Block length = 16, 1wt:1w1n; slze 96
: ., remaining size = 86
Block length 4, rem 11i“; size 30
B .;'e_)i, kK len JTN 1 1nin J size

Lock Length 1, remaining size 70

[+] Block removal complete 292 bytes deleted.

‘x| Stage #2: Minimizing symbols (11 code points)...

(+] Symbol minimization finished, 1 symbol (1 byte) replaced.

(] Stage #3: Character minimization...

[+] Character minimization done, 2 bytes replaced.

%] == PaASE $2 ———
'] Stage #1: Removing blocks of data.

Block length 4, remaining siz
Block length 2, remaining size 69
Block length 1, remaining size 69

L+] Block removal complete ® bytes deleted.

File size reduced by : 806.89% (to 69 bytes)
aracters sii fied : 5604.35%
Number of execs done : 222

i les xecs : path=117 crash=0 hang=0

'*] Writing output to '/tmp/out_crash/2'...

(+] We're done here. Have a nice day!

‘pwd# afl-tmin -i crash -o /tmp/out_crash/2 -- /pwd/sudo-1.8.31p2/src/sudo
~tmin++4.09c by Michal Zalewski

|z3rodae®@DESKTOP-F8QRQJU:~$ xxd out_crash
.99999969. 3065 6469 T7UEO 2d68 3000 2d73 00360 3030 Oedit.-hO.-s. 093
100000010: 3030 3030 3030 3030 5c00 3030 3030 3030 00000000\. 99999@
WBBBBBBZBI 3030 3630 36360 3630 3630 3636 3636 36036 99996999999990%%
ﬂ99690939: 3030 3630 36306 393§ 3630 3630 36306 3030 69909666969960?9
,ﬁ
| j
| /
|
| ﬁ

|

}iﬂc
sudol/src/parse.args.c
proglen = strlen(progname);
if (proglen > 4 && strcmp(progname + proglen - 4, ==0){
progname = ;

mode = MODE_EDIT;
sudo_settings[ARG_SUDOEDIT].value =

}



Minimizing AFL Testcase

afl-tmin =i crash -o Itmp/out.crash/2 -- Ipwd/sudo-1.8.31p2/srcisudo

root:

afl

r+1

Read 361 bytes from 'crash’'.

| Spinning up the fork server...

[+] ALl right - fork server is up.

(*] Target map size: 8379

(*] Performing dry run (mem limit = © MB, timeout = 1000 ms)...
(+] Program exits with a signal, minimizing in mode.

(*] Stage #0: One-time block normalization..

(+] Block normalization complete, 345 bytes replaced.

[x]i—— PaSS ' #1 ——
.»] Stage #1: Removing blocks of data...

Block length 32, remaining size 361
Block length = 16, remaining S1zt

1 1ning size = 86
Block length 4, remaining S1zZe

I \ 1Nt size

3LOCK Length 1, rem \v1ning size 70

(+] Block removal complete, 292 bytes deleted.

:'f Stage #2: Minimizing symbols (11 code points)...

(+] Symbol minimization finished, 1 symbol (1 byte) replaced.

(] Stage #3: Character minimization...

[(+] Character minimization done, 2 bytes replaced.

8] f==="DagE §2 ===
'] Stage #1: Removing blocks of data.

Block length 4, remaining siz
Block length 2, remaining size 69

BLOCK 1, Irem \1ning size oY

[+] Block removal complete, © bytes deleted.

: 80.89% (to 69 bytes)
Characters simplified : 564.35%

Number of execs done : 222

path=117 crash=0 hang=0

File size reduced by

Fruitless execs :

'*] Writing output to '/tmp/out_crash/2'...

(+] We're done here. Have a nice day!

‘pwd# afl-tmin -i crash -o /tmp/out_crash/2 -- /pwd/sudo-1.8.31p2/src/sudo
-tmin++4.089c by Michal Zalewski

~$ xxd out_crash

}J z3rodae O(C DE SKTOP—-F8 lr‘Rl‘)— A

190999909: 3065 6469 T7UEO 2d68 3000 2d73 00360 3030 Oedit.-hO.-s. 09&
J90999619: 3030 3030 3030 3030 5cH0 3030 3030 3030 00000006\. 99999@
ﬂ99999926: 3030 3030 36030 36030 3630 3636 3636 36036 BBBBBBOBGBBBGOQB
H99990939: 3030 3630 3030 3630 3630 3636 3636 36036 666696669699906

|‘ | [

;a

H
|

|

|

ﬁ]‘ I
suco/src/parse.args.c

proglen = strlen(progname);

if (proglen > 7 && strcmp(progname + proglen - 4, ==0) {
proghname = ;

mode = MODE_EDIT;

sudo_settings|[ARG_SUDOEDIT].value =

}



Minimizing AFL Testcase

afl-tmin =i crash -o Itmp/out.crash/2 -- Ipwd/sudo-1.8.31p2/srci/sudo

-
-

# afl-tmin -i crash -o /tmp/o = ‘\;‘) B crash
UVEHCCHAS S ARt A% 2d73 0030 3030 Oedit.-he.-s.00
3030 36030 36030 000OOOOL\.00000
3030 36360 30360 600000000000000
(3030 3030 360360 606060600000000000406

Read 361 bytes from 'crash’'.
Spinning up the fork server...

All right - fork server 1is up.
Target map size: 8379

Performing dry run (mem limit = ©
Program exits with a signal, minim
Stage #6: One-time block normalizat
Block normalization complete, 345
--- Pass #1 ——-

Stage #1: Removing blocks of data.

Block removal complete, 292 bytes ¢
Stage #2: Minimizing symbols (11 cq
Symbol minimization finished, 1 sy
Stage #3: Character minimization..
Character minimization done, 2 bytsd
—— DRSS #2 ——

Stage #1: Removing blocks of data..

e + proglen - 4, == 0) {

correctcrash

GUMY_JGCLUTIRJI| NN _ U WL W isl _lov'alue - )

}

Block removal complete, © bytes deleted.

80.89% (to 69 bytes)
504 .35%

222

path=117 crash=6 hang=0

Writing output to '/tmp/out_crash/2'...
We're done here. Have a nice day!
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2 root@4bf514dd8211: /pwd X B z3rodae0@DESKTOP-FSQRQN X =N

# |






