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window.title("S0f'

)

window.geometry("600x400+700

window.resizable(@,

label=tkinter.Label
label.pack()

tkinter.Label(
HI.pack()

window.mainloop()

Q Tkinte

2)

(window, text="50")

window, text="H2E H|ZE™)
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btn = Button(root)
btn.config(text=count)
btn.config(width=10)
btn.config(command=btnpress
ptn.pack()







L2 Qt Designer

OHIE EEE) EO) HI0 EFE) AW C2a

B project > python 0 0 > @ dd.py > € WindowClass > @ btnClick
AR AR

ER import sys
—gr— from PyQt5 import uic
Il Horiz from PyQt5.0tWidgets import QApplication, QDialog

53 Grid L
= Form

b

el Horizc form_class = uic.loadUiType("C:/project/python © © /Test_UI.ui")[@]
E Vertic

{gﬁﬁﬁ class WindowClass(QDialog, form_class):
;Rmm def __init__ (self):
Check . »
@Et}mn Super\()‘_lnlt_()
i Diao self.setupUi(self)

v ltem

Eﬁﬁme self.testbut.clicked.connect(self.btnClick)
L Colum

Undo
SR 14 def btnClick(self) :

=] Group
[ scroli
E Tool
B Tab W ‘ '
& stacke 1f _name_ == "_main__
]| Frame - -

7] Widge app = QApplication(sys.argv)

E%gl: myWindow = WindowClass()

£ Qaxw myWindow.show()

& Comb sys.exit(app.exec_())
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W= A| %t

APl &

2X|5t= TE

vt-py 5 SX|3HE 718 €0 AR EIE WYL pip S AHRSHE U Y

$ pip install vt-py

L= GitHubO| M T AA A ES T2} setup.py & Atiet
HEAE SHE = AS L CL

$ git clone git://github.com/VirusTotal/vt-py.git
$ cd vt-py

L= FH E2A E tarballs THEEE o] == s LIC

$ tar -zxvf vt-py-X.Y.Z.tar.gz
$ cd vt-py-X.Y.Z

$ sudo python3 setup.py install
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1mport requests

" S / /J = - a . — =g
url = "https://www.virust

headers {”accept”: ”app VirUStOtal API V3

response requests.get(u

print(response.text)




Virustotal API

Sl 1 e = oy o
s N\ v ! Uo LU Lal - - " |

{'md5'": '222e948e9b0a%addf43963021179772¢", "'permalink’: "https://www.virustotal.com/quiffile/bfcaf79a9e814fd346b5842e6b3ce52cb784a1bafb931d8324582aat63970811 /detection/f-
bfcaf79a9e814fd346b5842e6b3ce52cb784a1bafb931d8324582aaf639708f1-1716595021", "positives’: 0, ‘resource’: '222e948e9b0a%addf43963021179772¢’, 'response_code”: 1, 'scan_date™: '2024-05-24 23:57:01", "scan_id"
'bfcaf79a9e814fd346b5842e6b3ce52cb784a1bafb931d8324582aaf639708f1-1716595021", 'scans”: {'ALYac": {'detected": False, 'result’: None, 'update”: '20240524", 'version": '2.0.0.10'}, "AVG": {'detected": False, 'result’: None, 'update”: '20240524", 'version":
'23.9.8494.0'}, "Acronis”: {'detected": False, 'result’: None, 'update”: '20240328', 'version”: '1.2.0.121°}, 'AhnLab-V3": {'detected": False, 'result’: None, 'update”: '20240524’, 'version": '3.25.1.10473'}, 'Antiy-AVL" {'detected": False, ‘result’: None, 'update”
'20240524', 'version": '3.0"}), "Arcabit": {'detected": False, 'result’: None, 'update’: '20240524'", 'version": '2022.0.0.18'}, 'Avast”: {'detected": False, 'result’: None, 'update": '20240524', 'version': '23.9.8494.0'}, 'Avira":

{'detected": False, 'result’: None, 'update’: '20240524', 'version": "'8.3.3.18'}, 'Baidu’: {'detected": False, 'result’: None, 'update’: '20190318', 'version": "1.0.0.2"}, 'BitDefender': {'detected": False, 'result’: None, 'update”: '20240524’, 'version™: 7.2},
'BitDefenderTheta: {'detected": False, 'result’: None, ‘'update’: '20240422", 'version': '7.2.37796.0'}, 'Bkav": {'detected": False, 'result’: None, 'update’: "20240524', "version': '2.0.0.1'}, 'CAT-QuickHeal": {'detected": False, 'result’: None, 'update”: '20240524",
'version': '22.00'}, 'CMC": {'detected": False, 'result’: None, 'update’: 20240524, 'version: '2.4.2022.1"}, 'ClamAV": {'detected": False, 'result’: None, 'update’: '20240524', 'version”: '1.3.1.0'}, "CrowdStrike'": {'detected": False, 'result: None, ‘update’: '20231026',
‘'version': '1.0"}, 'Cybereason’: {'detected’: False, 'result’: None, 'update: '20240512", 'version": '1.2.449'}, 'Cynet’: {'detected": False, 'result’: None, 'update’: '20240524", "version": '4.0.1.1°}, 'DrWeb": {'detected': False, ‘result’: None, 'update’: '20240524",
'version': '7.0.65.5230'}, 'ESET-NOD32": {'detected":

False, 'result’: None, 'update": '20240524", 'version": '29282'}, 'Emsisoft": {'detected': False, 'result': None, 'update”: '20240524', 'version": '2024.1.0.53752'}, 'F-Secure": {'detected": False, 'result’: None, 'update”: '20240524', ‘version": '18.10.1547.307"},
'FireEye": {'detected": False, 'result’: None, 'update”: '20240524', 'version": '35.47.0.0'}, 'Fortinet": {'detected': False, 'result’: None, 'update’: '20240524', 'version': 'None'}, 'GData". {'detected": False, 'result’: None, 'update': '20240524', "version':
'A:25.38057B:27.36116}, 'Google": {'detected": False, 'result’: None, 'update’: '20240524', "version': '"1716589845}, 'Gridinsoft™: {'detected’: False, 'result’: None, 'update”: "'20240524", 'version’: "1.0.177.174"}, "lkarus": {'"detected": False, 'result’: None, ‘update”:
'20240524°, 'version": '6.3.12.0°}, Jiangmin': {'detected": False, 'result: None, 'update’: "20240523', 'version™ "16.0.100'}, 'K7AntiVirus: {'detected": False, 'result": None, 'update’: '20240524", "version": "12.160.52088'}, '"K7GW': {'detected": False, 'result™ None,
'update’: '20240524°, 'version': '12.160.52089'}, 'Kaspersky'": {'detected": False, 'result: None, 'update’: 20240524, "version: '22.0.1.28'}, 'Kingsoft": {'detected": False, ‘result: None, 'update’: "20230906", 'version': 'None'}, "Lionic’: {'detected": False, result":
None, 'update’: 20240524, 'version™: '7.5"}, '"MAX": {'detected": False, 'result’: None, 'update: '20240524', 'version": '2023.1.4.1}, 'Malwarebytes": {'detected": False, ‘result: None, ‘update” '20240524', ‘version": '4.5.5.54'}, '"MaxSecure" {'detected": False,
'result’: None, 'update’: '20240524', 'version": "1.0.0.1"}, '"McAfee'": {'detected": False, 'result’: None, 'update’: '20240524', 'version: '6.0.6.653"}, '"MicroWorld-eScan'": {'detected": False, 'result’: None, 'update': '20240524', 'version": '14.0.409.0'}, 'Microsoft":
{'detected": False, 'result’: None, 'update’: '20240524', 'version": '1.1.24040.1°}, 'NANO-Antivirus": {'detected": False, 'result’: None, 'update': ‘20240524, 'version: '1.0.146.25796'}, 'Panda": {'detected': False, ‘result’: None, 'update’: '20240524', 'version':
'4.6.4.2"}, 'Rising": {'detected": False, 'result': None, ‘'update": '20240524', 'version": '25.0.0.27"}, 'SUPERANtiSpyware": {'detected": False, 'result: None, 'update": '20240524", 'version": '5.6.0.1032'}, 'Sangfor': {'detected": False, 'result: None, 'update":
'20240521", 'version": '2.23.0.0'}, "Skyhigh': {'detected": False, 'result’: None, 'update’: '20240524", 'version”: 'v2021.2.0+4045"}, "Sophos": {'detected": False,

‘result: None, 'update’: '20240524", 'version™ "2.5.5.0"}, "Symantec” {'detected": False, ‘result: None, 'update™ '20240524', 'version: '1.21.0.0%}, 'TACHYON'": {'detected" False, 'result’: None, 'update’: '20240524", "version": '2024-05-24.02}, 'Tencent":
{'detected”: False, 'result: None, ‘update’: '20240524', 'version": "1.0.0.17}, 'TrendMicro": {'detected": False, 'result’: None, 'update’: "20240524', 'version’: '11.0.0.1006"}, 'TrendMicro-HouseCall": {'detected’: False, ‘result: None, ‘'update”: '20240524", "version":
'10.0.0.10407}, "VBA32": {'detected": False, 'result’: None, 'update’: '20240524°, 'version': '5.0.0'}, 'VIPRE": {'detected": False, 'result’: None, 'update’: '20240524', 'version’: '6.0.0.35'}, 'Varist": {'detected" False, ‘result: None, 'update”: '20240524’, 'version":
'6.5.1.2"}, 'ViRobot": {'detected": False, 'result’: None, 'update': '20240524', 'version': '2014.3.20.0'}, 'VirlT": {'detected": False, 'result’: None, 'update’: '20240524', 'version": '9.5.709'}, "Xcitium": {'detected’: False, 'result’: None, 'update": '20240524', 'version':
'36729'}, 'Yandex': {'detected": False, 'result’: None, 'update’ '20240524', 'version”: '5.5.2.24'}, Zillya": {'detected": False, 'result’: None, 'update’: '20240524', 'version": '2.0.0.5120'}, 'ZoneAlarm'2.0'}, "alibabacloud": {'detected": False, 'result’: None, 'update’:
'20240513", 'version": '2.1.07}, "tehtris": {'detected": False, 'result’: None, 'update’: '20240524', 'version": 'v0.1.4'}}, 'shal": '0f2ce4696f7a0e7b7{2817b93713b14564034613', 'sha256": 'bfcat79a9¢814td346b5842e6b3ce52cb784a1bath931d8324582aat63970811",
"total: 64, 'verbose_msg': "Scan finished, information embedded’}
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response = requests.get(url, params=params)

report = response.json()
report scan date = report.get(’'scan date’)

hnpnhf cran cha28f — hopnhf 89+('ch:7§6') N
Json HA0|A 'md5'valued) 71 2t
report_scan_md50]| X%}

report scan md5 = report.get( 'md5")

repUTtsSTETTTesuUT tT="report-get{scans ' )
report scan vendors = list(report|’'scans’'].keys())
report _scan vendors cnt = len(report scan vendors)

print(’'Scan . T n
print(’Scan STPLTRR cport_scan_md5 (M TE A

print('Scan MD5 : ', report_scan_md5)
print( scan Véndor CNT : ~, report_scan_vendors_cnt,




H| =5t HIA O 2 vendord £ for2= SHA]

for vendor 1in report scan vendors:
outputs = report _scan_result|[vendor]
outputs result = report scan result[vendor].get('result’)

outputs version = report_scan_result[vendor].get('version')

outputs detected = report _scan result|[vendor].get('detected’)
outputs update = report scan result|[vendor].get('update’)

print( 'No’', num,

<

‘Vendor Name

_

, vendor,

, Vendor Version , outputs version,

', Scan Detected :', outputs detected,

, Scan Result , outputs result)

num = num + 1




Scan Date (UTC) : 2024-05-24 23:57:01

Scan File SHA256 : bfcaf79a9e814fd346b5842e6b3ce52¢cbh784albafb931d8324582aaf639708f1
Scan File MD5 ; 222e948e9b0a9addf43963021179772e N
Scan File Vendor CNT : 64 HI| ZtESHA| =

No 1 Vendor Name
No 2 Vendor Name
No 3 Vendor Name
No 4 Vendor Name
No 5 Vendor Name
No 6 Vendor Name
No 7 Venaor Name
No 8 Vendor Name
No 9 Vendor Name:

No 10 Vendor Name:
No 11 Vendor Name::
No 12 Vendor Name::
No 13 Vendor Name::
No 14 Vendor Name::
No 15 Vendor Name:

: ALYac , Vendor Version : 2.0.0.10, Scan Detected : False , Scan Result : None

: AVG, Vendor Version : 23.9.8494.0, Scan Detected : False, Scan Result : None

: Acronis, Vendor Version : 1.2.0.121, Scan Detected : False , Scan Result : None

: AhnLab-V3, Vendor Version : 3.25.1.10473, Scan Detected : False , Scan Result : None
: Antiy-AVL , Vendor Version : 3.0, Scan Detected : False, Scan Result : None

: Arcabit, Vendor Version : 2022.0.0.18 , Scan Detected : False , Scan Result : None

: Avast , Vendor Version : 23.9.8494.0 , Scan Detected : False, Scan Result : None

: Avira, Vendor Version : 8.3.3.18, Scan Detected : False, Scan Result : None

Baidu , Vendor Version : 1.0.0.2, Scan Detected : False, Scan Result : None

BitDefender , Vendor Version : 7.2, Scan Detected : False , Scan Result : None
BitDefenderTheta, Vendor Version : 7.2.37796.0 , Scan Detected : False, Scan Result : None
Bkav, Vendor Version : 2.0.0.1, Scan Detected : False , Scan Result : None

CAT-QuickHeal, Vendor Version : 22.00, Scan Detected : False , Scan Result : None

CMC, Vendor Version :2.4.2022.1, Scan Detected : False, Scan Result : None

ClamAV, Vendor Version : 1.3.1.0, Scan Detected : False, Scan Result : None






GUI & Kol EIR=8

class first(QDialog):

O|glH 2= g A
i EaEa P NN H| 1=} HA

I - =

class second(QDialog):
def init (self):
super(). 1init ()

FHW(MZ2) =

self.ui = uic.loadUi("multi 2.ui"™, self)
self.show()

det second window(selt): window_2=ciLx= AE
window 2 = second()

window 2.exec ()




® | Form

| | VirusToTal & AFAIZ
B | Form

Scan Detected | False Scan Result @ None
No @ 4 Vendor Name : AhnLab-V3

Scan Detected  False Scan Result @ None
No : 5 Vendor Name : Antiv—AYL

Scan Detected : False Scan Result @ None




@test 9+ X ®ddpy 1@

project > python 2 > % test > ...
1 import sys

p. from PyQt5 import uic

3 from PyQt5.QtWidgets import QApplication, QDialog, QFileDialog

4 import virustotal python, json, requests

5 import requests, time

6 from PyQt5.QtWidgets import *

7 from PyOt5.QtCore import *

8 import re

9 import os

10 import hashlib

11 import kernel

12 import kavutil
13

14  form_class = uic.loadUiType("C:\project\python 2\GUI\PyQt_GUI_Designer.ui")[@]
15 form_class_2 = uic.loadUiType("C:\project\python 2\GUI\API_GUI.ui")[@]
16 form_class_3 = uic.loadUiType("C:\project\python 2\GUI\Scaner_GUI.ui")[@]
17

18 class WindowClass(QDialog, form_class):

19 def __init__ (self):
20 super().__init_ ()

21 self.setupUi(self)

22

23 self.print.clicked.connect(self.btnClick)

24 | self.dialog.clicked.cannect(self.opeq_filg;dialog)

oy @ =z owa1=2z HoE ==

C:/project/python_2/test
954de761baleb6e3d7282199a480d12c
Scan finished, information embedded

[b'evilkeyword', b'virus', b'randsomware’]
[[b'evilkeyword'], [b'virus'], [b'randsomware’]]
The file 'C:/project/python_2/test' is infected with 'Virus.Pattern'.

8.4 UTE-8 CRIE

{} Pvthon

312 2 64-bit



.t 2 python_ 2 > %= test » 'T3Q Scaner » (¥ Virus_Code_Scan
class Scaner(QDialog, form class_3):

m

if _name__ == "_ main__

",

T v W g o B0 Y CYR i

with opergss
file [

is_infect gl filename, 'ff _script’, "")

[[F]

_name}'.")
name}"."

[FaN

(o

%) == 12z HOE ==

= re.compile(b'echo\s+.+?%s"' % k)
Isers/gkdls/Downloads/vbs.txt

EErEadadhhhFfQrFTAFAafFfhhA120a









lef init(self, plugins path, verbose=False):

self.p _js comments = re.compile(rb’(//.*|/\*.*¥2\*/)", re.IGNORECASE | re.DOTAL
self.p _vbs comments = re.compile(rb'\'[*\n]*', re.IGNORECASE)

self.p remove spaces = re.compile(rb’'[\s]+")

return ©

def uninit(self):
return ©

J|2H o2 HO HiO[2A MY S 2 LhEo7F EH UM 27|71 & =LICt

F=MZ 0|25t A AL 7|HtEIM S |O|SH7 | & S =AM 2
Iﬂ} M?:le—\lif
2|1 uninit2 0|29 A 2[AAE HE|et SA|0| ZEE S=EA|AH &LILC.




def scan(self, filecontent, filename,id,infect):

IF S =t R7L

try:
mm = filecontent .exe,.js,.dll,.bat
if filename.endswith(('.exe', '.js', ".dll','.bat')): o .. =
Henane. end of Zr2 3 A| 0|2tH =M X H &
buf = self.p _js _comments.sub(b’'’, buf) ]IHEn_-lJ_-l-l' HlJT'—

buf = self.p remove_spaces.sub(b'', buf)
buf = buf.lower()
for pattern in vdb:
if pattern[©] in buf:
return True, 'Virus detection’, @, INFECTED
except IOError:
pass
except ValueError:
pass
return False, "', -1, NOT_FOUND




loadvirusDB 2F makevirusDB

£ E50{ A .DBOIYZE X EE[ O QU
. N N HFO] 2 A7} KFZE M =
OSE2|AEE E2{2} 2|AE

def loadvirusDB(self)::=7I&2= HuA AEATH.
with open("byeonsu.db”, 'rb') as f
for line 1n fp:

VirusDB.append(line.strip())

def makevirusDB(self):
for 1 1in VirusDB:
vdb.append(1i.split(b':"))




def disinfect(self, filename, malware 1id):
try: Tlo'” SCAN OI-A I=| I=IO'”A-| HI‘%
if malware _id == 0: malware_ = o°|'0:|k| 7(|E tc':“f':]'%
os.remove(filename) AN =L L.
return 1|

except IOError:
pass

return False







from watchdog.observers import Observer
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def load signatures(file path, buffer size=1024):

signatures = {}

Wi

w_ N

while True:
data = f.read(buffer size)

1f not data:
breakr

for line 1n lines:
stripped line = line.strip()
1f stripped line:
signatures|[stripped line]

returr siginacures

stripped line

kx| 94
2| e



2L o| EK| 4096HI0|EM 210{ A MD5 ZiA| HH|0| E

def file md5(file path):
hash_md5 = hashlib.md5()
with open(file path, "rb") as f:

for chunk in iter(lambda: f.read(4096), b"™"):
hash _md5.update(chunk)
return hash_md5.hexdigest()




HHO|2 A F &

def is malicious(self, file path):

suspicious_imports = ['HIO[HAS0|

try:
with open(file path, 'rb') as f:
content = f.read()

1f any(import_str in content for import_str in suspicious_imports):
return True
except FileNotFoundError:
print("IL S #=S £ USLILE."T)

return False

return False




1f file hash in self.virus_signatures:
print(f"Virus detected: {self.virus_signatures|[file hash]} in {file path}")
self.take action(file path, 'delete')
return

1f self.is malicious(file path):
print(f"Potentially malicious behavior detected in {file path}")
self.take action(file path, 'quarantine’)
return

print(f"No virus detected in {file path}")




on_created(self, event):
if event.is _directory (event.src_path.endswith('.exe") event.src_path.endswith('.d11l") event.src_path.endswith('.ba
t')): time.sleep(1)
self.scan_file(event.src_path)




SMTEX X2 2HH0| delete2HH A quarantine O|2HH A2

PN
J
@ . S"v“' _:/

def take action(self, file path, disinfect):
1f disinfect == 'delete’:
try:
os.remove(file path)
print(f"Deleted {file path}")
except Exception as e:
print(f"Failed to delete {file path}: {e}")
elif disinfect == 'quarantine’:
quarantine _dir = r"C:\Users\gganj\Documents\quarantine”
os.makedirs(quarantine dir, exist ok=True)
guarantine_path = os.path.join(quarantine_dir, os.path.basename(file path))
try:
os.rename(file path, quarantine path)
print(f"Quarantined {file path} to {quarantine path}")
except Exception as e:
print(f"Failed to quarantine {file path}: {e}")







quarantine

&« »  guarantine quarantine &4
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