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(i) You are using the new console editor.

XA _
o AHgﬁ - == % lambda_functionpy X

oF Hell

amilatamainl

@ |ambda_funchion.py
1 import boto3
2 import json

boto3 : IO|MOf|A] aws H|O1Z U SiF= 2E

def lambda handler{event, context):
ec?2 = boto3.client('ec2’', region_name="ap-northeast-2')
instance id = 'i-89dc2de8970526b68' # null3u.net 2IAEH-A 1D

try:
ec2.reboot_instances(Instancelds=[instance id]}

- r
return {

‘statusCode’: 288,
'body’: json.dumps(f'Instance {instance id} rebooted successfully!’)




IAM 3} AL

Allow EC2 Reboot
O 128KFQIL|EF S} O @ ' SRS ALE
Metsiol fohe Z7HSLICE JSON BET|Z ALSSL0] Bot 4Eae FasLr
A Y| IS
i
2 HE

1
2
3
4
5
6
7
8
9

-,
bootInstances"™,

: "arn:aws:ec2:ap-northeast-2:172828987737:instance/1-89dc8d@8979526b68" # Nu”3unet9_| ?_IélEji |d
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ambda®l IAM &3

H S XA *XH
Rebootinstance-role-ucgoksnt == Lambda ? | = ._'I — oF

a9% "y
44 2w ARN

December 31, 2024, 11:42 (UTC+09:00) rﬂ am:aws:iam::172020907737:role/service-role/Rebootinstance-role-ucgoksnt

Opxjef 25 Hj M9 K= AlZE

: R A7

Hgt M| A Bl Opx]af of M|~ HlHE Ha

B g v : i
0 =ao=[a A =] v AHZH AEE] v
(] E AwsLambdaBasi ole-d85f1158-c411-4608-97df-17... ELEL R 1

J1E} J$ A (1/1024) ©)

ZHI 7IE 7 E

Q allow X || 2= g v | 27 2% 1 @
B == a| g v | u=
[ E  Allow a2 Haly . ]

[E] N AWSIAMIdentityCenterAllowListForidentityContext Aws #a2|=




Lambda HIAE

EXPLORER

LORER % lambda_function.py X

v REBOOTINSTANCE ELVDO®» ¢ ction.p
% lambda_function.py 1 import boto3

import json

def lambda_handler(event, context):
ec2 = boto3.client('ec2', region_name='ap-northeast-2")
instance_id = 'i-09dc8d@8979526b68' # null3u.net 2IAEA
try:
ec2.reboot_instances(Instancelds=[instance_id])
return {
‘statusCode’: 200,
"body’: json.dumps(f’'Instance {instance_id} rebooted successfully!’

v DEPLOY "statusCode’: 5€0,

‘body’: json.dumps
Deploy (Ctrl+Shift+U) 18 }
Test (Ctrl+Shift+1) ROB UTPU CODE REFERENCE LOG

Status: Succeeded
Test Event Name: RebootTest
“v TEST EVENTS [SELECTED: REBOOTTEST]

-+ Create new test event Response:

r

v & Private saved events 1
= S v
RebootTest statusCode™: 200,

"body": "\"Instance i-©9dc8d@8979526b68 rebooted successfully!
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@ Successfully created REST API 'RebootEC2AP! {ony39it269)".
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Deploy API X
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E prod
= 7
[z] freboot

POST

2o fASE AR & 282 Y5EUL HAES 4382 AR A
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done done
o i
https://ony39it269.exe API| Gateway AWS Lambda
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done done
o i
https://ony39it269.exe API| Gateway AWS Lambda
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done done
O g ﬂz;;D
zge M8'd  https://ony39it269.exe API Gateway
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2.amazonaws.com/prod 1 HTTP QA ute
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2. API 3| HZ
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HAE

fetch( "https://ony39it269.execute-api.ap-northeast-2.amazonaws.com/prod/reboot’, {
method: 'POST',
headers:
"X-Api-Key': 'SDAEGToV1guUlDloOuMok6kEyNFV14kZ5sE@wUzki®

.then(response => response.json()
.then(data => console.log(data)
.catch(error => console.error(’Error:’, error);




HAE

3ZOUR E7(F12)2] 2

> fetch( https:/fony39it269.execute-api.ap-northeast-2.amazonaws.com/prod/reboot ", {
method: "POST’,
headers: 4
"X-Api-Key': "SDAEGToYIguliD10uMokBKEYHFY | 4kZ5sEDwlzki "

sponse => response. json())
=> console. log{data))
.catch(error => console.error( Error:’, error));

& » Error: TypeError: Failed to fetch
at u (bbqgebnbsloodm8q. is:246:474)
at <anonymous>:1:1
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CORS &&at

@ Successfully enabled CORS
v R HE

OPTIONS A =0j 200 5% ST

© 0 0 0 6 0 0 O

2H|0]X|

[Z] prod
&/
[5] /reboot
OPTIONS
POST

OPTIONS DA =2 S ASLCH
OPTIONS S A =0j S 20| ¥l 200 HA = 0| F7t= AU
OPTIONS U A S0j| Mock 80| F7t=| & LICH

0] F=7t=l sk

£ 3g 807t FIHEIYEUL,

OPTIONS 0j| A{ =0f| Access-Control-Allow-Headers, Access-Control-Allow-Methods, Access-Control-Allow-Origin HA S S
OPTIONS 0| A{ E0f| Access-Control-Allow-Headers, Access-Control-Allow-Methods, Access-Control-Allow-Origin £ S
POST Oj A{ S0j] Access-Control-Allow-Origin A S SF SIC 7} F7t&| ig LT

POST OjlA| =0l Access-Control-Allow-Origin £& 3¢ dllc i go| F=7txIi&Lct

HIME T2

|2®o2

ol ojgo] =7t ASLCH

A El| O] A] =

v

4
H

v

Create stage

L @ Ol MAEE prod AHOIK|S 4TS MaBULL

URLEZE
[C] https://ony39it269.execute-api.ap-northeast-2.amazonaws.com/prod/reboot



HAE

> fetch( https://ony39it269.execute-api.ap-northeast-2.amazonaws.com/prod/

method: "POS
headers: {
"X-Api-Key': "SDAEGToYI1guU1D10uMokbkEVNFY | dkZ5sEOwUzK i
1
)
')
.then(response => response. json())
.then(data => console. log(data))
.catch(error => console.error( Error:", error));
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Bookmarklet

& Bookmarklet Maker x +

& 2% caiorss.github.io/bookmarklet-maker/

Bookmarklet Maker

b Repository

Title: | Reboot

Code

javascript:{function() {
const apilrl = "https://ony39it269. execute-api . ap—northeast -2, anazonaws. con/prod/ reboot "
const apikey = "SDAEGToY | aull DI DuMokBKEYHFY | dkZ5sEOwlzki " ;

fetchiapilrl, {

nethod: “POST",

headers: {

"H-api-key': apikey

¥
H
theniresponse => response. json())
then(data =» alert("Success: " + JSON.stringl fyv(datal]l)
_catchierror =» alert(“Frror: " + prroril;

| Generate Bookmarklet || Run Code || Clear |

Bookmaklet: [} el




Bookmarklet

¥ @ Bookmarklet Maker x +

« & 23 calorss.github.io/bookmarklet-maker/

L] & Reboot

/‘\

Github Repository

Bookmarklet Maker

Title: |Re

Code

Javascr it (function() {
consh apilrl = "https: /fony39it 269, execut e-api . ap-northeast -2, anazonaws. com/prod/ reboot "
constl apikey = "SDAEGT oV | gulll DI OuMokBKEYNFY | 4kZ5=EDuwlizlki "

fetch@apilrl, {
hod: "POST",

ponse => response, jsonl))
= alert{"Success: " + JSOM, stringify(data)))
catchie®aor == alprt("Frror: " + prroril:

| Generate Backr‘arklet || Run Code || Clear |

Bookmaklet:




Bookmarklet

b & Bookmarklet Maker ® +

i c = caiorss.github.io/bookmarklet-maker/

& Reboot
caiorss.github.io L &:

Success: {"statusCode" 200, "body" "% Instance
i-09dcBd08e78526b68 rebooted successfullylyw™}

Title: | Reboot

Code

Javascript:(function() {
const apillrl = "https: /fony39it 268, execute-api . ap-northeast -2, anazonaws, con/prod/ reboot "
const apikey = "SDAEGT oY | aulll DI OuMokBRkEwNFY | AkZ5sEOulizki " ;

fetchiapilrl, <
method: "POST",
headers: {
"w-api-key": apikey

H

thenl response => response. json())

.then(data => alert("Success: " + JSON. stringifyldata)))
catchlerror == alert ("Frror: " + prrordl;

| Generate Bookmarklet | | Run Code || Clear |
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KomeTa Ka3uHo OHJIaH
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BupTyanbHOe pa3BIeueHUE B
Ka3nHO KomeTa — Kak OJIy4UTh = 7l ®
MaKCHMMYM YIOBOJIbCTBUSA OT

WUTPBI OHJIaWH

B Haluem CTPeMUTeNLHO Pa3BUBAIOLLEMCA MUPE Pa3BNeYeHWI U 40CYra, KaXabii
MOXeT HaiTH cebe 3aHsATHe No BKyCy. CEroAHA Mbl NOTPYXAeMCA B yANBUTENEHSIA
MUP, KOMETA rAe CTPACTL K MrPam U XeNaHue NCNLITaTh Y43y COYETaloTes ¢ mostbet mostbet AZ meswe:uz
COBPEMEHHBIMM TEXHONOrMAMW. 3Ta Chepa CTPEMUTENEHO 33BOEBLIBAET g3 19 o
nonynapHoCTe W NpUBNeKaeT MWIJINOHBI NONb30BaTe/1en, Nnpeanarasa um

He3abblBaeMble 3MOLMI U HOBbIE BO3MOXHOCTW AU1A Pa3BiedeHnin [H fe] =0

nzaz BoB(Best Of Best) CTF

MHOXecTBo UrpoBbIX NNaTHOPM NpeanaratT WWPOKWUIA CNEKTP aKTUBHOCTEH, KOTOpLIe
MOTYT YAOBNETBOPWTL CaMble pasHooBpasHbie NpeanouTeHus. byas To knaccuyeckme
BWAbl pa3sneyvyeHnii N CoBpeMeHHbIe HOBUHKW, KaX /bl HalaeT 4To-To No Aylue.

3T NNaTHODMbI He TONLKO NDEAOCTABNAANT BOZMONXHOCTL HACAAX




