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Presenter Introduction
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00. OVERVIEW

What is the Topic?

= FRAYE 2INER MEZE, KRR 2 £ A B 7S Pl R

= M= A"k A2l gl 22 A SHLZEA| A EC2 QIAEA 7|41 Bl = B R SEL]
=OHALE + ME 2| HETH (A= 24

Null4U 28tA &

08



00. OVERVIEW

What is the Topic?
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01. WHAT IS AWS?

Cloud
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01. WHAT IS AWS?

Cloud
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01. WHAT IS AWS?

AWS(Amazon Web Service)
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01. WHAT IS AWS?

AWS(Amazon Web Service)

AWSO|A 71 AREE AFSY™ =2 EC2(Elastic Cloud Computer)E AtE%t

Amazon
On-site laaS PaaS SaasS
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02. WHAT IS SERVERLESS?

What is Serverless?
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02. WHAT IS SERVERLESS?

What is Serverless?
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02. WHAT IS SERVERLESS?

AWS Lambda
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02. WHAT IS SERVERLESS?

AWS Lambda

AWS Lambda Q2
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02. WHAT IS SERVERLESS?

Why use Serverless?
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02. WHAT IS SERVERLESS?

Why use Serverless?
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02. WHAT IS SERVERLESS?

Why use Serverless?
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02. WHAT IS SERVERLESS?

Why use Serverless?
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02. WHAT IS SERVERLESS?

MSA (MicroService Architecture)
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02. WHAT IS SERVERLESS?

MSA (MicroService Architecture)
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02. WHAT IS SERVERLESS?

MSA (MicroService Architecture)
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02. WHAT IS SERVERLESS?

Stateless
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02. WHAT IS SERVERLESS?

When use Serverless?
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03. PROJECT CONCEPT

Project Concept
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03. PROJECT CONCEPT

API Endpoint
| wmeses | w8 | esdom | sedOR | owiesom

POST /auth/login 101 username, password accessToken,idToken, (Set-Cookie) refreshToken
POST /auth/confirmEmail Ol oIS username, code
POST /auth/resendEmail OIHIZE IS HE S username
POST /auth/logout EI0IR (2ZHA ES B=dl) 0
POST /auth/refresh ANAESTES accessToken,idToken
GET /posts HE = X9 (A4=F)
GET /posts/{postid} EXN = X9 (AH=F)
POST /posts = &y title, content (AH4=5) 0
PUT /posts/{postld} =43 title, content (=) 0
DELETE /posts/{postid} = A 0
GET /myinfo Z0IEHHI X M &0l (M=) 0
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04. AWS ARCHITECTURE

AWS Architecture

Serverless Framework
Cognito serverless

Authorization JWT

98%

Client

=

DynamoDB

CloudFront S3 (Static Web Hosting)

____________________________________________________________________________________




04. AWS ARCHITECTURE

_________________________________________________________________________

Enviroment Initialization

Download
Source Code

Preparing for a new
Environment

Execute initialization
code (Bootstrap)

_________________________

Invoke

Execute handler
code

Shutdown

Runtime
shutdown

Enviroment
shutdown

1. Environment Initialization
2. Invoke
3. Shutdown
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04. AWS ARCHITECTURE

Lambda: Environment Initialization
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04. AWS ARCHITECTURE

/) ——- EIG FE ---

import { DynamoDBClient } from '@aws-sdk/client-dynamodb'

import { DynamoDBDocumentClient, ScanCommand } from '@aws-sdk/lib-dynamodb’
import { APIGatewayProxyResultV2 } from 'aws-lambda'

import { error, internalServerError } from '../../utils/httpError'

const dynamoDB = DynamoDBDocumentClient.from(new DynamoDBClient({}))
S —— FG FLE ——-

// Invoke(& &) A &&& handler() &=
export const handler = async (): Promise<APIGatewayProxyResultV2> => {
try {
const command = new ScanCommand({ TableName: 'Posts' })
const result = await dynamoDB.send(command)

return {
statusCode: 200,
body: JSON.stringify(result.Items),

}
} catch (err) {
return error(internalServerError((err as Error).message), 'ERR_GET_POSTS_ INTERNAL SERVER_ERROR')
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Lambda: Invoke

___________________________________________________________________________________________________________________________________________________

Enviroment Initialization Invoke ; Shutdown
Download Preparing for a new Execute initialization | —> Execute handler —>‘ Runtime Enviroment
Source Code Environment code (Bootstrap) o code : shutdown shutdown
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04. AWS ARCHITECTURE

Lambda: Shutdown

___________________________________________________________________________________________________________________________________________________

Enviroment Initialization Invoke ; Shutdown
Download Preparing for a new Execute initialization | —> Execute handler —>‘ Runtime Enviroment
Source Code Environment code (Bootstrap) o code : shutdown shutdown
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Lambda: Cold Start

Cold

Start

Enviroment Initialization

Download

Source Code

Preparing for a new
Environment

Execute initialization
code (Bootstrap)

=KX= 0] 2r¥O| BLt L:ef

= Cold Start

Warm Start

_________________________

Execute handler
code
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04. AWS ARCHITECTURE

Lambda: Cold Start
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> 2025-06-24T09:26:24.573+09:00 INIT_START Runtime Version: nodejs:18.v71 Runtime Version ARN: arn:aws:lambda:ap-northeast-2::runtime:bcd7c@a..

> 2025-06-24T09:26:24.878+09:00 START RequestId: 371cc355-8cdb-4e33-8e70-afd2554ceecl Version: $LATEST

> 2025-06-24T09:26:25.584+09:00 END RequestId: 371cc355-8cd6-4e33-8e70-afd2554ceecl

v 2025-06-24T09:26:25.584+09:00 REPORT RequestId: 371cc355-8cd6-4e33-8e70-afd2554ceecl Duration: 704.66 ms Billed Duration: 705 ms Memory Siz..
REPORT RequestId: 371cc355-8cd6-4e33-8e70-afd2554ceecl Duration: 704.66 ms Billed Duration: 7@5 ms Memory Size: 128 MB O

Max Memory Used: 79 MB Init Duration: 302.54 ms

= Al A|ZH(Duration) 700ms - 300ms = 400ms = handler() A3 A|Zt




04. AWS ARCHITECTURE

Lambda: Warm Start

Cold Start Warm Start
Enviroment Initialization Invoke
Download Preparing for a new Execute initialization | —> Execute handler
Source Code Environment code (Bootstrap) v code
12H 2 Cold Start=|H £7|8t &= A|ZH0[ 57 &40 ohH M1 2| 7|2l OptE

M Ehhe 22 QE0| ol 28 A2t S £7[sh BHAIE ATl 282 7AIONE (2 5&)

= Warm Start
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04. AWS ARCHITECTURE

Lambda: Warm Start

27 0HE © (=2 v) (Hgans ) xmusay
of2el BE{ SiChE ALZ510] 271 O[MIES| 801, TS i Z4S ZASD 0RAE 4 USLICH EE| TYEI0] Cis XtAI3| 2op=y| [2

Q. O/HIE TE(Z - Enter 7|2 =2 Z4 12 1Az SX AR W | ( C)AZa0| v) S
L% v e = N v

-

> ElgAsiT | oflAlx]

&xfi O|F OJHIEZ} GlgLICh A/ =

> 2025-06-24T709:26:24.573+09:00 INIT_START Runtime Version: nodejs:18.v71 Runtime Version ARN: arn:aws:lambda:ap-northeast-2::runtime:bcd7c@a..

> 2025-06-24T09:26:24.878+09:00 START RequestId: 371cc355-8cdb-4e33-8e7@-afd2554ceecl Version: $LATEST

> 2025-06-24T09:26:25.584+09:00 END RequestId: 371cc355-8cdb-4e33-8e7@-afd2554ceecl

v 2025-06-24T09:26:25.584409:00 REPORT RequestId: 371cc355-8cdb-4e33-8e70-afd2554ceecl Duration: 704.66 ms Billed Duration: 7@5 ms Memory Siz..
REPORT RequestId: 371cc355-8cd6-4e33-8e7@-afd2554ceecl Duration: 704.66 ms Billed Duration: 705 ms Memory Size: 128 MB O
Max Memory Used: 79 MB Init Duration: 302.54 ms

4 2025-06-24T09:26:51.414+09:00 START RequestId: df954bba-bcbc-46f1-8d@5-be583bcad2fc Version: $LATEST

> 2025-06-24T09:26:51.824+09:00 END RequestId: df954bba-bcbc-46f1-8d@5-be583bcadZfc

v 2025-06-24T09:26:51.824+09:00 REPORT RequestId: df954bba-bcbc-46f1-8d@5-be583bcadZfc Duration: 408.63 ms Billed Duration: 4@9 ms Memory Siz..
REPORT RequestId: df954bba-bc6c-46f1-8d05-be583bcad2fc Duration: 4@8.63 ms Billed Duration: 4@9 ms Memory Size: 128 MB 0

Max Memory Used: 8@ MB
X £ O|HIET} QUSLICE. Xt MAI=E A SXIFELICE 77

22 20| tfoh @3 AlZhs¢2 2tEs ®AXlske 2

>

(FHW A 7|2
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04. AWS ARCHITECTURE

Lambda: Warm Start

0|23t Warm Start $1AIO 2 QI18}| StatefulotA &Btse 4= £ Q2

let a =0

export const handler = async (event) => {
a += 1

const response = {

statusCode: 200,

body: JSON.stringify({ a }),
}

return response
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04. AWS ARCHITECTURE

Lambda: Start

0|22t Warm Start dAtO 2 QI8 StatefulstA| 2tsah = & JUS

WD .. =210

« O testadssfsfdsfd =R -
= EXPLORER index.mjs > [T Create new test event
~ TESTADSSFSFDSFD index.mjs > (@]
@ index.mjs » (el a — Create new test event Invoke
index.mijs 1 leta=29 =
2 Event Mame
p 3 export const handler = async (event) => { asdf
4 a+=1 Maximum of 25 characters consisting of letters, numbers, dots, hyphens and underscores.
5
ﬁ["} [ const response = { Event sharing settings
7 statusCode: 200, Private
a%j 8 body: JSON.stringify({ a }), This event is only available in the Lambda Consele and 1o the event creator, You can configure a total of
g } ten. Learn more
1a return response

11 ' ® Shareable
& Thig event is available to 1AM users within the same account who have permissions to access and use
shareable events. Learn more

 oeptov Response:
H
{

Test (¢31)

PROBLEMS  OUTPUT  Cf " c d LL Execution Result v = ~ %
statusCode": 200, woniears v = 6
Status: Succeeded
s TEST EVENTS [SELECTED: ASDF] Test Event Name: asdf Ll body" s N {\"a\“ . 2 } L
L] -
+ Create new test event
Response:
~ [ shareable saved events {
asdf "statusCode": 208,
"body™: "{\"a\":2}"
}
{E} Successfully updated the function testadssfsfdsfd.
Function Logs:
> EMUIROHMENT U‘RI“BLES CTART Rannac+TAd: Adlaarfi_Sdda_A4147_fhla_adhdRf-R0dRT Vareinns €1 ATECT
@oAQ b AmazonQ Ln1,Col 10 Spaces:2 UTF-8 LF ({3 JavaScript Lambda Layout: US. [%

|

StatefulotA| &tsot=s 25

0%
o
°
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2l A Stateless?t Z=E &
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Lambda: Warm Start

Ol21et Warm Start 21&f2 =2 Ql5|| Statefulol

@ &= testadssfsfdsfdo|(7}) RICl0|EE|2i&LICH

N
o

&
= EXPLORER )5 index.mjs X
~ TESTADSSFSFDSFD index.mjs > (@) a
. index.mjs 1 leta=28
2
/C) 3 export const handler = async (event) => {
4 a+=1
5
ﬁl‘} 6 const response = {
7 statusCode: 208,
o 8 body: JSON.stringify({ a }),
& @ |}
1@ return response
A n
12
~ DEPLDY

Deploy (¢3%U)
Test ({31)

PROBLEMS OUTPUT CODER {

Status: Succeeded
~ TEST EVENTS [SELECTED: ASDF] Test Event Name: asdf

+ Create new test event

Response:
~ [ Shareable saved events {
asdf "statusCode": 200,
"body": "{\"a\":1}"
}

ﬁ > ENVIRONMENT VARIABLES ARSI (K

@oMA0

ETART BamuactTds 1AAATI TR _AaR?_ARITI_0FIEE_RdhfadEddarf Varcinam:

B Amazon Q

X

Response:

=
o

"statusCode"

[=1
=

5 testadssfsfdsfd

=T

: 200,

¢l ATFET

" bodyn . ll{\lla\ll . 1}11

ol
PN =

X

DWW DomeE=a

Create new test event

Create new test event Invoke Save

Event Name
asdf

Maximum of 26 characters consisting of letters, numbers, dots, hyphens and underscores.

Event sharing settings

Private
This event is only available in the Lambda Console and to the event creator. You can configure a total of
ten. Learn more

® Shareable
This event is available to IAM users within the same account who have permissions to access and use
shareable events, Learn more

Template - optional

asdf v
Event JSON
1 {3 |
Execution Results S [E| M X

(i) Successfully updated the function testadssfsfdsfd.

Ln1, Col 10 Spaces: 2 UTF-8 LF {§ JavaScript [.]Lambda Layout: U5, %

S 2 & 7|Che| AL CHA| B EE X7 |otk|= 25
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Lambda: Cold Start Prevention

2Lt efes €8 72 s s wAlot, ME2 80| SHLHE V(20| 27 (=t

1. EventBridge Scheduler

o O|HEF ZX|oA CrE AH|AZ HHZF= AWS EventBridge

< ST

i ] EventBridge) A7|ZBIE ALRSI0] Lt 7iHOR TS Ay
EventBridge Scheduler

Send requests every 5 minutes

—N

Lambda

= 100% A&tstH OfL|X|BF =AM T Warm Start MEf7} S| =
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04. AWS ARCHITECTURE

Lambda: Cold Start Prevention

____________________________________________________________________________________________________________

.........................................................................................................

Initialization Code Initialization Code

P export const handler = async (event) => { o export const handler = async (event) => {

____________________________________________________________________________________________________________

_________________________________________________________________________________________________________

Initialization Code

N export const handler = async (event) => {

Provisioned Concurrency Count: 4

o
]
I=
H1l
o
Pl
oC
ely
M
>
om
ely
] 1o

(H7 M= QEAHLE A 7t5)
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04. AWS ARCHITECTURE

Lambda: Cold Start Prevention

3. Increase Memory
LMo M 22|12 52| CPU M8k 0| =01

= X7|or £ Eety

Configured Memory (MB) Allocated cores
128-1769 1
1770-3538 2
3539-5307 3
5308-7076 -
7077-8845 5
8846-10240 6
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Lambda: Concurrently

LM SAE2 2ol S7He| S 242 Melg = U=XE 2|0|g

L7t handler ()& Me|otdl JLLE =74l O[HIES RS =+ GIS.

______________________________________________________

___________________________________________________

Initialization Code

, + export const handler = async (event) => {
RequeSt 1’ 2’ 3 :> : : // Do Someting
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04. AWS ARCHITECTURE

Lambda: Concurrently

......................................................

...................................................

Initialization Code

Request 1 I# + 1 export const handler = async (event) => { E i :> Response 1

......................................................

...................................................

Initialization Code

Request 2 :{> { | export const handler = async (event) => { 55 '_—_{> Response 2

______________________________________________________

...................................................

Initialization Code

Request 3 V:{> } { @Xport const handler = async (event) = { o I;J> Response 3

Max Concurrently: 3
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Lambda: Limits

=L A BHIE Af KIS 22 Al MITHO| /S (2 Al Mgtz hZE 28 7tHs)

o= Aot 7| E}

o

H 22| 128MB ~ 10GB | H|Z2|0| 2t CPU §50| €0 37t 1MB B2 =2 7ts

Al AlZE | ZF|C) 1520900X) | 7|E 4f2 3%

/tmp T | 512MB Al LIEE NEote 82 HHUOAM /tmp LHEZE AIEE = US.

SA|8 Z|CH 100074 2| M SRR B E[CH 100071 ATt
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04. AWS ARCHITECTURE

Lambda: Limits

LA I A I Al Miekar &2 A] M|oh0] US (2 Al Mgt Tz 23 7ts)

upA| x|t 7IEt
ZIP It MY PRE Z[h 50MB

ZIP ot S3 g2 8l As | Z|C{ 250MB

ZIP &= 8|X 0| ZE Z|CH 250MB AWS LS 0A Q1iEl I EO| AO|=

=7 ZH[o[H O[Ol x| Z|CH 10GB ECR §2E = LI A ZH| O O|O|X] AFR 7ts
f 0|0 2 Z[TH 571

7HE 20]0f 2= = %|Cf 50MB | 2f|0|0f B Y= si{A = %|CH 250MB O|Lf

HHIE Al Ko

Null4U 2etd 4&3
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Lambda: Limits
SICFOll S| HIIE A| K| SHah AlSH A] F|BH0| QIS (AleH A| K|BtS mHE M Jts)

Che et 71 E

ZIP It MY PRE Z|CH 50MB

ZIP ot S3 g2 8l As | Z|C{ 250MB

ZIP &= 8|X 0| ZE *|CH 250MB AWS LS 0A Q1iEl I EO| AO|=

=7 ZH[o[H O[Ol x| X|CH 10GB ECR §2E = LI A ZH| O O|O|X] AFR 7ts
f 0|0 2 Z|Cf 574

HE 20|10 2= = %|Cf 50MB | 2f|0|0f B Y= si{A = %|CH 250MB O|Lf

J2fA S3ZE YE2ESkALE 2HCH 3™ ECR(Elastic Container Registry) 2 £7{ Z1E|0|H AtESHOFE!
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API| Gateway R

MicroService
Architecture

MSA XA 2F OO|AZAH|ASO| [} [ =RYT

https://abcd.lambda-url.ap-northeast-2.on.aws’

Login

“12HA O] HEHZ BfeS JAoIHE 2 &5 AT 20O

- -1

[ https:/lefgh.lambda-url.ap-northeast-2.on.aws
:
— 1
% ! Payment
1
1
1

1
https:/fijkl.lambda-url.ap-northeast-2.on.aws

Users

https://mnop.lambda-url.ap-northeast-2.on.aws

Posts
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APl Gateway

MSA XA 2F OO|AZAH|ASO| [} [ =RYT

a8

Authentication??

NUll4U 28Hd ZES
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APl Gateway

MSA XA 2F OO|AZAH|ASO| [} [ =RYT

O2hA 2} 00| 2R MH| A (=-THE 2OREE(E36IFE) CIE{H0| A7} TR

AWSO{|41 APl Gateway= |5 29
2

OF|7{ = CORSOIl L3t LIRS 22 & M2siLt, XbAet LIGS 220N 20l Ths¢t

https://abcd.execute-api.ap-northeast-2.amazona

Users

Null4U 2etd 4&3



04. AWS ARCHITECTURE

DynamoDB

AWSO|| A K|S o= AEHE[A Z7[8FS] NoSQL 5! Key-Value 22| H|O|E{H| O] A
1. M| A 7t

HIO|EHH|O]| AL DREEZEX| =2 MH 22| 7F HROLK| G2 AMH{2A H[O[EH|0[A T /IS

AWSH M H|BS= AHZ|A H|O|EH|0|AA NoSQLR! DynamoDB2F RDSQ! Aurora ServerlessZt S

Null4U 2etd 4&3



04. AWS ARCHITECTURE

DynamoDB

AWSO|| A K|S o= AEHE[A Z7[8FS] NoSQL 5! Key-Value 22| H|O|E{H| O] A

2. NoSQL

HSX QI RDBMS= H|O|5& #2210t 1 H|0|E57|2| d=2A&E0lH A S =AIg

NoSQL = B2 H|O[E{H|O] A

HE: AF|OHA ) 282 6| =0 R
CHY: B2 20| RS

Null4U 2etd 4&3



04. AWS ARCHITECTURE

DynamoDB

AWSO|| A K|S o= AEHE[A Z7[8FS] NoSQL 5! Key-Value 22| H|O|E{H| O] A

3. Key-Value
DynamoDBOl = 7|2 Z[(THE[H 7)) EMe, 87|20 T2 7|= EMe

J2HM 712 7| (Key)2t 2f(Value)2 2 Exfgt

DynamoDBO||4 252 &4 (Attributes)O|2} &

Null4U 2etd 4&3
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DynamoDB

12|20 DynamoDB= A7 |0HH|O|E 7 18 &= fA/+X) &

/

ltems —>»

/-

Partition Key

1D

Sort Key

User Name

Kim

Lee

Park

Attributes
Level: 3 Color: Red VIP: true
Level: 1
Level: 1 Gender; Male

Null4U 28tA &4



04. AWS ARCHITECTURE

DynamoDB
0tX|2 O 2 DynamoDB= HTTP APIZE 0|2510] E41E
MEXMQI H|0|KHH|0|A= TCP Connection=2 0Ol = EAISI=0|

DynamoDB= HTTP APIZ S415t7| =0 Connectionless &

A LASH (TCP Connection 10| HTTP API @NTIOZ T 7Hs = AWS SDK A2 A| C} 81=E)

T HTTP APl 222 Qs HESIH QS| =L [OHA|(X[H) &l 7ts
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04. AWS ARCHITECTURE

Cognito

MEHQI 0I5 A|ARO| AL XY Pt BRI BS

=24 O [BIX0f| M 7St &&0|R 2L, FaaS AHE| A9 &

40




04. AWS ARCHITECTURE

Cognito: IDaaS

D2 Ol ZQ TR XIN THIX| 41, 2157} 217t 7|5 S [H2 22t2E0) 22|42

I

= |DaaS(Identity as a Service), 22t2E HEH=E &4 2Vt 7|52 ®M3dk= A

AWSOI 4 IDaa$S AH|AZ CHEXQ! Cognito7} 9S |51

MEILE| Q158 7t53HA| SH= OAuth, OIDC 52| 7|& = X|2IStL} O] HHO|M Q1= 7|50t At St




04. AWS ARCHITECTURE

Cognito: User Pool

—

Cognito0llA AFEXIS Ete[olHA AMEot= SZHZ 2| H|O|E{H|0]A)

=

IZHLZ JWT 25 A= AEE. 1 20 MFA, 0|2 3F S8l K2 7|s= Misd

= AWSO||A H[S3H= Cognito SDKE AMEdIH ZE HE= 9& 7|5 ++91 7t




04. AWS ARCHITECTURE

Cognito: User Pool

3 dlelEwlel 2= A4, B, JWT 315,
2) 228 3] $g), o9 d Q= ¥ 24

B o= o} £ 2(2 24

’ Aw Cognito

3333333337
33333333997
3 3

CCFT1TE
=




04. AWS ARCHITECTURE

+ JWT(JSON Web Token)

7|ZQl M| a0 2

Client

POST /auth/login HTTP/1.1
body : { "username": "..."

HTTP/1.1 200 OK

OK [«
Cookies: sessionld=ABCD...

Set-Cookie: sessionld=ABCD...

POST /posts HTTP/1.1

Server

, "password"; "..."

Cookie: sessionld=ABCD
body : {... }

OK [«

Client

> Who are you?

«<—— Processing

HTTP/1.1 200 OK

O MM 7|2 Me{of| 2LH MOl A Zolst= dbAl

<€<—User: Kim—— m

Server

Database (Sessions)

| = M4 7| ME= #let DB

28 (LHE



04. AWS ARCHITECTURE

+ JWT(JSON Web Token)

HH JWT(JSON Web Token)2 1 Q1= 7|(JWT A EZR) otof| HET7F =M E HZEH=! (Claims)

Base64 Encoding

{ { HS256 (

"alg": "HS256", “sub": "123456789@", Header + Payload,

"typ": "IWT" "name": "John Doe", 'Secret Key'
} "admm )

"iat" 1516239{022
}
Y l A 4
Header Payload Signature

eyJhbGciOiJlUzI1NilsInR5cCI61kpXVCJ9.eyJzdWIiOilxMjMONTY30DkwliwibmFtZSI61kpvaG4gRG9lliwiYWRtaW4iOnRydWUsImIhdCIEMTUxNjIzOTAYyMnO.KMUFsIDTnFmyG3nMiGMBHIFNFUROf3wh7SmqgJp-QV30

(T 2| HIO|ZE=0 Chet MEL A|RE 7|2 2ot =X 45T)

o a




04. AWS ARCHITECTURE

+ JWT(JSON Web Token)

Client

POST /auth/login HTTP/1.1

Server

body : { "username”: "...", "password": "..." }

HTTP/1.1 200 OK

OK |«
Memory (variable): accessToken=...

body : { "accessToken™: "..." }

POST /posts HTTP/1.1

Authorization: bearer ...

body:{...}

OK <€

Client

JWT EZ 20l 7|=2Xel X 27t Q7] W20l MEOl|M MM 7| MES /et H[O]E{H| 0] A

HTTP/1.1 200 OK

Server

2t
=

A=)
L

74 of

L- HA

o
=]




04. AWS ARCHITECTURE

+ JWT(JSON Web Token)

oA ESS Hot A Ot (St WA MEe

= "3 OtZE|H 2050 CHA| 23912 8{0f SiLf?

=> = 0 2|X2||A[(Refresh) EE2 AIES, 0| 2= AMA EZ TMHE Tts




04. AWS ARCHITECTURE

+ JWT(JSON Web Token)

Client

POST /auth/login HTTP/1.1
body : { "username”: "...", "password": "..." }

HTTP/1.1 200 OK

Server

Set-Cookie: refreshToken=... HttpOnly

OK |«

ElEE—“Al EE% E% HTTponIy $9|0‘” X-lél-El_T'_ Memory (variable): accessToken=...
7

! Cookie: refreshToken=... (HttpOnly)

body : { "accessToken™ "..." }

POST /posts HTTP/1.1

Authorization: bearer ...

[refresh S8| QIEXEQIE o= A| AfsO =2 HHZ

body : {...}

HTTP/1.1 401 UnAuthorized

Error [«

POST /refresh HTTP/1.1

Cookie: refreshToken=...

HTTP/1.1 200 OK

OK 1€

Memory (variable): accessToken=...

body : { "accessToken™: "..." }

POST /posts HTTP/1.1

Authorization: bearer ...

body:{...}

HTTP/1.1 200 OK;

OK <

Client

Server




04. AWS ARCHITECTURE

S3 (Frontend)

AWSOIM HIZ3H= AE|X| AH|A @

Iy S9| Hlo|EHE M&e &= =0l I s7H= HZl(Bucket)O|2t &

o2 ClEEe| 712 80| Z4M|(Object) = EXi

SR S3= H H=228= XEHY




04. AWS ARCHITECTURE

S3 (Frontend)

HH g SAEl = X (Static)Ql 2| AA(HTML, CSS, JS ...)E =E[fF= A

SX g = A 82X @A 2t ELjM 2= LHE0| CHE Z (Dynamic)

QZol 2 =X 9 + SSR(AMHOM H[0|X| IEE!) «> CSR(Z2I0|MENA BIERl) (KR St O |ElA OfAl)

=1 =
é SEO(jlz-llkﬂH Olilxl_l -*'lx_-llg'l-) %9' él-xlz-llol 9)1% Serverless Framework
Github Actions (CI/CD)
Static files
(JS, CSS, / next/static/* ...) 5 @
88— )
Client CloudFront
i | SSR ﬂ«»D
L o API| Gateway NextJS Serverless
=> SZHOHX|L] HENM X El + CSR= . Routing, SSR ...

_______________________________________________________________________________
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04. AWS ARCHITECTURE

S3 (Frontend)

== M2 20| 35 g =2 A "I @HH Github Pages 22 F= AH|AEZ /UF o

=> HHOM AWS S3 27 8l CloudFront 270 &&= 610 AWSE MEfSt

12|10 Github Pages S2| AH|AE= M2eh ZH0| {24 (Thad| HE > SAERIQIS ZJH | EaEtH Q=)

I

S3 + CloudFront = LIE0| CDN M 7|5 ++8d A| £&Z0| 40|= MH[AY

Null4U 2=td 4&F



04. AWS ARCHITECTURE

CloudFront (Frontend)

AWSO| A K| = 6t= CDN(Content Delivery Network) A{H[A




04. AWS ARCHITECTURE

CloudFront (Frontend)

@%J Ping: 500ms

T ‘

g,
N
2
ie

nt

*(,\ AN
i I/ *\\_{/"‘Y
= Ping: 700ms

Client

AN = 0= O} eh=20f| 2 U A H AH2[e] S2t0|AE= =[0[HA[(XH) 7t HE + MHE| Fot 2ol




04. AWS ARCHITECTURE

CloudFront (Frontend)

— N

@— = Sérver (Cache) S
) .
C::)o % o . - - ”' Cllent
Client Server (Cache) -~
- ”
T AL .
% ----------- -~ F
Srver (Cache) TT=-- ﬁ
(o g
Sl - T Server (Main)
= Client
Seryér (Cache)
NELH) a
S ¥\ )(72 .

Client Servgr (Cache)

Ping: 50ms

9

Client

CDN= ArE0oHH G 20| FHA[ MHZ SA[oE = 2ct0|UE= 7M1 WAl MHO[A 20t=




04. AWS ARCHITECTURE

CloudFront (Frontend)

AWSO| A X|=3St= CDN(Content Delivery Network) A{H|A

2} Al MHE SIX] 2710|449 (Edge Location), BHE Al FH&El 2 Faeled = /Z (FHAl F2=t)

CloudFrontO| A ZHA e CHAF = 22|l (Origin)




04. AWS ARCHITECTURE

CloudFront (Frontend)

12|10 CDN MH[AZE M= 24 B0 2] MH|[A(O]: APl Gateway)E L] CloudFront LE|FICE 8 7tHs

E

Client CloudFront API| Gateway Lambda DynamoDB

—Static Site Hostingﬁ@

S3

= AWS WAF (&518) MO Z DDoS S°| 224 > ZL|EZ Rate Limit S| EOt £2M MK Jt5

+ CloudFront(CDN)O|A] =017t= &t g2l Lambda@Edge A2 7t




04. AWS ARCHITECTURE

lJaC(Infrastructure as Code)

" O] S&et lZefE A ofLiofLt Br=Sct?

PRIX M

-30,000,000

Social r‘\

Credit (




04. AWS ARCHITECTURE

lJaC(Infrastructure as Code)

"2|aA(QIEahE FEE KA 2alstel LS et

— L—

= laC(Infrastructure as Code)

TS Solf MH[ASS Felotl TZH|X'd of= A

——

HE = HIX| 0 Qlmat £ Al £HE LR HEE = § i Ha g

O

Ny

AWSE AIESHX| f=CtH CHEXN O Z H|2tE (Terraform)0| US N
Terraform




04. AWS ARCHITECTURE

CloudFormation

AWSOIM FZ3H= [aC AH|A
HEHES XixEol 0](DSL)0! HOL 91012 MX[at 017]41 JSONOILE YAMLS & (CHES: SXh

CloudFormation0i|A| laC Z EZ HIE&!(Template)O|2} £

0|Z CloudFormationO|A] &3HA|7|H AEH(Stack)O| 27|10 1 QoA AlK| 2|AASO| AHME

Null4U 28td Z
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04. AWS ARCHITECTURE

CloudFormation

AWSTemp lLateFormatVersion: '2010-09-09' ¥ B85z HA (S0 A

Descr u“;, n: 'Example Cloudformation Template' ¥ &5

Resources: ¥ CiN =
[estBucket: ¥ =c/5Y ofLA U
Type: AWS::S3::Bucket # HHIA OIS 83
Properties: -

0

AccessControl: Private # Zo0 L
VersioningContiquration:
Status: Enabled ¥ A &2 ME

BucketName: testl234 # I WNE 15 test1234




04. AWS ARCHITECTURE

CloudFormation

| Q @ £ ofAlot EHEIZE (ME) ¥ admin @ 9861-2955-8966 ¥

e CloudFormation » £B 3 Test-Stack @ @ 0]
CloudFormation < = ﬁ‘-." (2) © Test-Stack @ >
= _ edEEs Cam ) (2azdos v ) (2axme v ) (2544 v )

AR Y HE | Q 290502 "ejg | | 24 v | @ =233 1
! s / AEH ME O[HIE CIEES = oj2to| g HEs HE ME Git Sync
s At
StackSet

] (" ei0)2 271 IGEEEERED
S| Test-Stack \ = y

o 2025-06-25 21:05:58 UTC+0300

() CREATE_COMPLETE OJHIE (5) a2 s101 &) @
elzat H=EH
acinside-sl-backend-prod i ) )
lac 4447| _ | Q o= z4 | @
L 2025-06-22 18:31:58 UTC+0900
@ UPDATE_COMPLETE EfQARHT | =21% D | & | M ME] | MEHAR
s 2025-06-25 21:06:17 Test-Stack [A (@ CREATE_COMPLETE
est-5tac - -
=3 UTC+0900 —_— -
! 2025-06-25 21:06:16 TestBucket [? (@ CREATE_COMPLETE
UTC+0900 —estoucket - - -
v YXAEZ|
H=2 ol AElY 2025-06-25 21:06:02 TestBucket [ (D) CREATE_IN_PROGRES i Resource cre
. UTC+0900 —_— 5 Initiated
£418HE) ol adl i
HAIE 2025-06-25 21:06:01 CREATE_IN_PROGRES
A7 TestBucket @ - - - -
UTC+0900 5
2025-06-25 21:05:58 (D) CREATE_IN_PROGRES
AREO|E ) ,. _IN_ _ o
AT EELD| UTCHI900 Test-Stack [ n User Initiate
< b
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CloudFormation

3] Q @ 1) ofAlo} EfEY (ME) v admin @ 9861-2955-8966 ¥

e AmazonS3 > H{3l > t30g4545gSjer 0 B &8 6

Amazon S3 < t3og454599jer ET

HE 3l
. A | a4y | B® | NE | B | AMAXE
Ef|o|E 3!
Access Grants
H3 7R
oA R H
E . Aws 2|H Amazon 2|24 0|S(ARN) A g
24| Lambda 24|~ X Ofrlo} EHE 2 M E) ap-northeast-2 [0 arn:aws:s3::t3094545g9jer 2025. 6. 25. pm 9:06:05 PM KST
CHE 2|3 M2 X]F
] =
S3E IAM Access Analyzer H3! HA 22 (" mE )

h.
B 22l A2 o2 BEE SLE H3loilA 22|57 #lEh =CHL|Th HT 22|18 AE510 Amazon 53 B30 HEE FE AH2| At HTE 2E, HM 0 SHT - 2GLICh HE 2| E Sof 2k 2 AEA A o S2|A|0lE HHE 5 S48 = gLtk
AHdsl Zop=2| [3

ol AlEel e AMA Ret

B3 i Bl

A Sl
¥ Storage Lens gt
CHA|EE . P
fAl Multi-Factor Authentication(MFA)* 4HH|
Storage Lens I8 i3 BT fe| s HAsta 2y HEE FFEH2E 4HSH?| o] Multi-Factor Authentication(MFA)O| EE et =7 20 A ZSLICH MFA 2PH| 4EE S=FEot2{H AWS CLI, AWS SDK £+ Amazon 53 REST APIE AHESHYAIZ. Zhd5| Zote2| [A
Bl A

AWS Organizations 4%

7Is 2x=2101= () EH (3) By
3l EjOE AESH0] AE2|X| H|ES FH6t HIlE S HT = USLICH ZHHls] Zot=7| [3
P S32 AWS Marketplace 7l a
aws:cloudformation:stack-id arn:aws:cloudformation:ap-northeast-2:986129558966:stack/Test-Stack/c15378e0-51be-11f0-8a2e-06e71a50b7a5
aws:cloudformation:stack-name Test-Stack
aws:cloudformation:logical-id TestBucket
7|2 ¢S5} = B
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SAM(Serverless Application Model)

CloudFormation EIE&l 23510 AWS 24 S0{7tA 2™ A2 ES A MOFSIHLIR? & MK =0|..

= AWSO|M H[Z3H= SAM(Serverless Application Model) 52| "I 2|22 3" A2 Jt5

O

AWS 4] X[& S NHE|A (R & S4) BIE0M F2 AES

|

CloudFormation 7|8tQ| |aC EIE=! 2FM Tt




04. AWS ARCHITECTURE

SAM(Serverless Application Model)

: AWS::Serverless::Function
: index.handler
: nodejs20.x
: Apl

: /hello
: get

2L 2 XS 2 H{ESHE + APl Gateway7HX| X522 H3E (E2 HIAER 7ts)

J3M SAMEEH S22 & X|2I5tn MEA| = O 2-2tEl Serverless Framework A2 2 =4




04. AWS ARCHITECTURE

Serverless Framework

AWS SAMI H|SHAH| AWS AMH{E2| A BIILO|| Sobl Taf| e 3

= OfT= Z=9l CloudFormation 7|2t0|2} RIE& X XIA|= H|==gt serverless

AWSO| X Mo (At ef AWSO|AEEAR)) + Crefeh S2{TQ1 A8 7ts + HEiA 22

ST SAMEL} ZHESH Vi5d &5

|:|\J
A

Null4U 233



04. AWS ARCHITECTURE

Serverless Framework

: HelloWorld
ler:
! aws

.me: nodejs20.x

ndler: handler.hello

: hello
'+ get

provider 44 = YTHol| 7|2O2 XS IAMOILE AHIA(API Gateway, Cognito 5) ¥l

functions &M = 2Lt 2|AA MO




04. AWS ARCHITECTURE

Serverless Framework

> npm install -¢

- serverless-esbuild

bundle: true

ninify: true .
target: 'node20’ # |
platform: 'node’

I shaking: true

pach ers npm

P ICjEI

(.
W
Al
Iy
rE
N
oM
Al
Iy
Ot
—
HL
0
rr
o
oln
1o
=
Okl
Ot
rr
TH
il
|
o
D
wn
O
c.
[
10
=2
=
A
=
rot
N
ot
ot
It
oOF

serverless-esbuild

% i y il
LAY B B =) iy I, Lay 1=




04. AWS ARCHITECTURE

Github Actions CI/CD

CI/CD = Continuous Integration/Continuous Deployment = x|

= A Lol JHY, HAY, HiX S sfE7IK| Q| 2p™(THo| Z2tRl) S XtS2t Al = A




04. AWS ARCHITECTURE

Github Actions CI/CD

Lee, DOl @&0f w2t (F2t..) 715 S topsl. LEu} vigf ——P
< K= 0|2 SO0|2t LIS0| +=&otal CHA| BfEZEA|E...

Developer "Kim" Developer "Lee”

After the meeting ...

— > 8 >n >nede > &! 5>AdWS__

Developer "Lee" Code Edit Code Build Code Test Deploy

Check status




04. AWS ARCHITECTURE

Github Actions CI/CD

Lee, DOl @&0f w2t (F2t..) 715 S topsl. LEu} vigf ——P
< K= 0|2 SO0|2t LIS0| +=&otal CHA| BfEZEA|E...

Developer "Kim" Developer "Lee”

After the meeting ...

w
n »nede > >adWsS

= a(AIEAD Code Edit Code Build Code Test Deploy

1= 0120 SSC

Check status




04. AWS ARCHITECTURE

Github Actions CI/CD

Lee, D742 @of wtat (F2f..) 7|52 ot LE L vz —
< Xl= 0|2 S0[2t LIE0| +=F5td ChA| BiIZEAH & ..

Developer "Kim"

Developer "Lee”

After the meeting ...

Developer "Lee" Code Edit

Github Actions (CI/CD)

Code Build
Github Code Testing

Deploy (AWS...)
Monitoring (Status Check)

Code Release (Packaging)




04. AWS ARCHITECTURE

Github Actions CI/CD

Lee, D742 @of wtat (F2f..) 7|52 ot LE L vz —
< Xl= 0|2 S0[2t LIE0| +=F5td ChA| BiIZEAH & ..

Developer "Kim"

Developer "Lee”

After the meeting ...

Github Actions (CI/CD)

Code Build
Github Code Testing

Deploy (AWS...)
Monitoring (Status Check)

Code Release (Packaging)
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Github Actions CI/CD ‘9:

Cl/CD Ze1Z2 2 JenkinsL} Travis Cl 0| JAX|2t Githubd| A X|Z5t= Github ActionsT CH

(Aol = I= MEL, 7HEXES] TAE)

Null4U 2=td 4&F



04. AWS ARCHITECTURE

Github Actions CI/CD

name: Github Pages Deploy

QAIEZEZLT YAMLE ZHA =

push:
branches:

- main

contents: write

runs-on: ubuntu-latest

- name: Checkout
uses: actions/checkout@v4d

- name: Install dependencies
run: npm install

- name: Build
run: npm run build

- name: Deploy on Github Pages
uses: JamesIves/github-pages-deploy-action@v4

folder: build




04. AWS ARCHITECTURE

Github Actions CI/CD

— O yulmwu / test1234

<> Code () Issues 17 Pullrequests () Actions [fJ Projects [ wiki @ Security |~ Insights £ Settings

¢ Github Pages Deploy
(v Update test.yaml #7 Re-run all jobs

() Summary

Jobs

@ publish

Run details

(¥ Usage
&Y Workflow file

Null4U 28td Z&F



05. LET'S WRITE THE CODE

Let's write the Code

XMt APl ZEE FHE| 02| 2 LI EH 15 7|s(/auth), ZAE CRUD 7|&(/posts), M 7|s(/users)7t US.

-

DEZ Muety|ol 2|7t OL| ZR3 P SESHE TT ARE AT OfF (A2 AX|BH 22 A 02 X2| okl

e /auth/login.ts
e /post/createPost.ts
e /user/myinfo.ts

DE IS = JI8{E 2| ZX| E2|0|A 2ol s

https://github.com/yulmwu/aws-1ambda-example

Null4U 28tA &
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05. LET'S WRITE THE CODE

Tech Stacks

ned¢
ode
NodeJS TypeScript AWS CDK
V3 (SDK)




05. LET'S WRITE THE CODE

AWS SDK

@ AWSO|M SDK(Software Development Kit) 2 CHEE22| HO{0f| A X|&IEt

£3] NodeJSOlIM X215t AWS SDKHl 2|74 Al A V22t A V37t U2
AWS CDK
V3 (SDK)

Null4U 2etd 4&3



05. LET'S WRITE THE CODE

AWS SDK
&

AWS CDK
V3 (SDK)

import AWS from 'aws-sdk’
const dynamoDB = new AWS.DynamoDB()

dynamoDB.getItem({
TableName: 'Users',
Key: {
userId: { S: '123' },
b,
}, (err, data) => {
'/ Do Someting

b

V2: aws-sdk 2t0|E&{=| Lo 2= AH[AVF S0{74




05. LET'S WRITE THE CODE

AWS SDK
&

AWS CDK

V3 (SDK)

import { DynamoDBClient } from '@aws-sdk/client-dynamodb’
import { DynamoDBDocumentClient, GetCommand } from '@aws-sdk/lib-dynamodb'

const dynamoDB = DynamoDBDocumentClient.from(new DynamoDBClient({}))
const command = new GetCommand({
TableName: 'Users’,

Key: { "123' },
})

const result = await dynamoDB.send(command)

// Do Someting

V3: MHIAS 9|2 25517 E|0{US, 7152 HHOZ 2RE0 9IS

= Z2I0|E22| ZE T =Hs(H=, Tree Shaking 8) + ZE 7t=54 &7t
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05. LET'S WRITE THE CODE

Explain Lambda Function Code

"dependencies": {
"@aws-sdk/client-cognito-identity-provider": "~3.830.0",
"@aws-sdk/client-dynamodb": "~3.830.0",
"@aws-sdk/lib-dynamodb": "~3.830.0"

b

"devDependencies": {

"@types/aws-lambda": "~8.10.150",
"@types/node": "~24.0.3"

o 2 M E0f| A AFESE NodedS 2|&H, TypeScript2| EFI0 M3 o= 2t0|E2{2|= dev C|HIGA|Z




05. LET'S WRITE THE CODE

Explain Lambda Function Code

export const handler = async (event: APIGatewayProxyEventV2): Promise<APIGatewayProxyResultV2> => {

}

ZCF eheo| MY FE ESModule2 AFESH | E0| export 7|HEE LHEH

O|HIEE = API Gateway2| ZEA| X2 B35 H|EF7| &4:0|7| W=0]| Bt=t 2= Promise=

Null4U 2etd 4&3



05. LET'S WRITE THE CODE

Explain Lambda Function Code - Login

= 1012 EEdh= Bt g4, Cognito SDKE CHE = O M|

import { CognitoldentityProviderClient, InitiateAuthCommand } from '@Gaws-sdk/client-cognito-identity-provider’
import { APIGatewayProxyEventV2, APIGatewayProxyResultV2 } from 'aws-lambda’

const cognitoClient = new CognitoIdentityProviderClient({})

QX E2 AtE5t7| Iet Cognito 22I0|HE MAH (X735t )




05. LET'S WRITE THE CODE

Explain Lambda Function Code - Login

const { username, password } = JSON.parse(event.body ?? '{}')
if (lusername || !password)
return {
statusCode: 400,
body: JSON.stringify({
error: 'Bad Request',
message: 'Username and password are required',

1),

20|l 7X OS2t H|Z2HZ 50| Q=] 2&elot= 7[2Hel o2 HET




05. LET'S WRITE THE CODE

Explain Lambda Function Code - Login

const command = new InitiateAuthCommand({
AuthFlow: 'USER_PASSWORD AUTH',
ClientId: process.env.COGNITO CLIENT_ID!,
AuthParameters: {
USERNAME: username,
PASSWORD: password,
1=
1)

const result = awailt cognitoClient.send(command)
const accessToken = result.AuthenticationResult?.AccessToken

const 1dToken = result.AuthenticationResult?.IdToken
const refreshToken = result.AuthenticationResult?.RefreshToken

Cognito S220|HEN E'd =221 HHO|, O|= A= Al AMA EF, ID EZ, 2| ZYA| EE= 20tz




05. LET'S WRITE THE CODE

Explain Lambda Function Code - Login

const maxAge = 30 * 24 * 60 * 60 // 30 adays

return {
statusCode: 200,
headers: {
'Set-Cookie': refreshToken=${refreshToken}; HttpOnly; Path=/; Max-Age=${maxAge}; SameSite=None; Secure ,
},
body: JSON.stringify({
accessToken,
1dToken,

1,

Ot

AH0t= JWT EZS APIE 28 20| E|AH 200 OKLF 271 ket

.

Ol 2|Z=|A| EZ2 HTTPOnly £7|0f| BOtAM 2




05. LET'S WRITE THE CODE

Explain Lambda Function Code - Login

const maxAge = 30 * 24 * 60 * 60

return {
statusCode: 200,
headers: {
'Set-Cookie': refreshToken=${refreshToken}; HttpOnly; Path=/; Max-Age=${maxAge}; SameSite=None; Secure ,
},
body: JSON.stringify({
accessToken,

1dToken,
1),
}
20t2 JWT EE2 APIE 8¢t 2210|HE0|AH 200 OKeF & Hr=ket
o|mff 2|Z|A] EE2 HTTPONly F7|0f| EH0okA HH
LIHX| 21Z 2 7|52 Cognito SDK HEO 2 HHY A 233517 | IE0f| dEZ2 e
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05. LET'S WRITE THE CODE

Explain Lambda Function Code - Create Post

import { DynamoDBClient } from '@aws-sdk/client-dynamodb'
import { DynamoDBDocumentClient, UpdateCommand, PutCommand } from '@aws-sdk/lib-dynamodb'
import { APIGatewayProxyEventV2WithJWTAuthorizer, APIGatewayProxyResultV2 } from 'aws-lambda’

const dynamoDB = DynamoDBDocumentClient.from(new DynamoDBClient({}))

DynamoDB Z2}0|HEE At&3H=H DynamoDBDocumentClientE At

= 7|& DynamoDBClient=C} AtE5H | &1 High Level® (AWS 24 &)




05. LET'S WRITE THE CODE

Explain Lambda Function Code - Create Post

const getNextld = async (): Promise<number> => {
const command = new UpdateCommand({
TableName: 'Counter’,
Key: { name: 'post' },
UpdateExpression: 'SET #v = if_not_exists(#v, :init) + :inc'
ExpressionAttributeNames: { '#v': 'value' },
ExpressionAttributeValues: {
":inc': 1,
":init': 0,
g
ReturnValues: 'UPDATED_NEW',
)

const result = await dynamoDB.send(command)
return result.Attributes?.value

AlAl=Z IDUM AlAz2 &XAELE 7128

Ot

7] 2ot 22|, HE2| Counter E|0|22 TS

MySQL 22 RDBMS2Q| Auto Increment Z27{ MM QE|LE? = DynamoDBOIA X|2l ¢
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05. LET'S WRITE THE CODE

Explain Lambda Function Code - Create Post

const { title, content } = JSON.parse(event.body 7?7 '{}')
if (!title || !content)
return {
statusCode: 400,
body: JSON.stringify({
error: 'Bad Request',
message: 'Title and content are required',

1),
}
const user = event.requestContext.authorizer?.jwt?.claims
if (luser || luser.sub || luser.username)
return {

statusCode: 401,
body: JSON.stringify({
error: 'Unauthorized’,
message: 'User i1s not authenticated',

1),
}
712Xl ofl2] eHEE: UWT EZ =Rl(ASB2 Cognitod|A] 8i&E), 28 HiC| =0l




05. LET'S WRITE THE CODE

Explain Lambda Function Code - Create Post

const item = {
id: String(await getNextId()),
title,
content,

userId: user.sub,
userName: user.username,
createdAt: new Date().toIS0String(),

}

const command = new PutCommand({

TableName: 'Posts',
Item: item,

})

awalt dynamoDB.send(command)

Posts B0 0]l O[0|E (A1) S st 2




05. LET'S WRITE THE CODE

Explain Lambda Function Code - My Info (me)

SIe] JWT EZ(Authorization)2 HIE O E ¥l R4 MEE I = of

1[0

const authHeader = event.headers?.Authorization ?? event.headers?.authorization

if (lauthHeader || !authHeader.startsWith( 'Bearer '))
return {
statusCode: 401,
body: JSON.stringify({
error: 'Unauthorized’,
message: 'No valid authorization header provided',

1),

Authorization &l|E{ 7t 2|0 /A=X| &Rlst= 7| XXl of|2 eHEE
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05. LET'S WRITE THE CODE

Explain Lambda Function Code - My Info (me)

SIe] JWT EZ(Authorization)2 HIE O E ¥l R4 MEE I = of

1[0

const authHeader = event.headers?.Authorization ?? event.headers?.authorization

if (lauthHeader || !authHeader.startsWith( 'Bearer '))
return {
statusCode: 401,
body: JSON.stringify({
error: 'Unauthorized’,
message: 'No valid authorization header provided',

1),

Authorization &l|E{ 7t 2|0 /A=X| &Rlst= 7| XXl of|2 eHEE
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05. LET'S WRITE THE CODE

Explain Lambda Function Code - My Info (/me)

const accessToken = authHeader.substring('Bearer '.length)

const getUserCommand = new GetUserCommand({ AccessToken: accessToken })
const result = awailt cognitoClient.send(getUserCommand)

const userAttributes = Object.fromEntries(

(result.UserAttributes ?? []).map((attr) == [attr.Name, attr.Value])
)

return {
statusCode: 200,
body: JSON.stringify({
username: result.Username,
...userAttributes,

}),

ANA ERS ZESHAM IA HIEIOZ QX MEE JIH2(0|HY O|HY 215 o8 5)




06. LET'S BUILD THE INFRA

Let's build the Infra

1. Lambda 2 =HiILstHASH
2. APHGateway-S=obHHSH
3. Cognito- &S HSH)

4, BynamebBASIHSH

5. Serverless Framework= HHIE 2FAI HE LD |

6. Github ActionsE AEct Xts2t HIE IF =22 2H-

7. CloudFront + S3Z2 T2EQE HiIES} |

(SF) = Serverless Framework2 =% 0| M
:

= o o dERIK|TE MEHR! elxat 25 TPE 2 9 SE0M =eld = US
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06. LET'S BUILD THE INFRA

with Serverless Framework

- R R B N B O BN AR EE B EE ER A AR AR B BN BN BN SR G O B N AN N BN S EE NN AN SR BN BN EE BN N AR A B BN BN BN G BN N S B AN SN AN EE B A A A B BN BN BN A N A B A AN AN S B A Em am Em N

Serverless Framework

Cognito

Authorization JW

B * O\

Client API Gateway Lambda DynamoDB

____________________________________________________________________________________




06. LET'S BUILD THE INFRA

with Serverless Framework

serverless.yami

T2 0|52 Ut

1O Z serverless.yml

Null4U 2etd 4&3



06. LET'S BUILD THE INFRA

with Serverless Framework - Provider Property

service: acinside-sl-backend

provider:

name: aws

runtime: node)s20.x

region: ap-northeast-2

memorySize: 128

timeout: 10

stage: prod

environment:
COGNITO_CLIENT_ID: !Ref CognitoClient
COGNITO_USER_POOL_ID: !'Ref CognitoUserPool
AWS ACCOUNT _ID: ${env:AWS_ACCOUNT_ID}

2Ct ot 7|12 Zh(provider)2 HollE. BICH 2t LHOIM 2 T EQ} 22 2t E H4E ALESHL| 2HE HaE 7}
=

IRef(Fn::Ref)= &=, olid 0|5 (BE) 2| 2|20 7|= (00T 5)= 7HHS
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06. LET'S BUILD THE INFRA

with Serverless Framework - Provider Property

# provider:
# (M
httpApi:
name: acinside-sl-api
cors:
allowedOrigins:
- https://XXX.cloudfront.net
allowedHeaders:
- Content-Type
- Authorization
- X-Requested-With
- X-Csrf-Token
- Set-Cookie
allowedMethods:
- GET
- POST
- PUT
- DELETE
- PATCH
- HEAD
- OPTIONS
maxAge: 86400 # 1 day
allowCredentials: true

2Tt of0f| M2 APl Gateway2| AXM 2 Hol|E (CORS AH)




06. LET'S BUILD THE INFRA

with Serverless Framework - Provider Property

# provider:
ft (2H=F)
ft httpApi:
# (A4 2F)
authorizers:
cognitoAuthorizer:
type: jwt

identitySource: '$request.header.Authorization'’
issuerUrl: !Sub "https://cognito-idp.${AWS::Region}.amazonaws.com/${CognitoUserPool}"
audience: !Ref CognitoClient

APl GatewayO|M A & #Hot 20 XHCognito &) 4%

CHAf (Audience) @l Cognito Client= 0| Resources 5401 A& &
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06. LET'S BUILD THE INFRA

with Serverless Framework - Provider Property

# provider:

# (=)
iam:
role:
statements:
- Effect: Allow
Action:

- dynamodb:PutItem # Create
- dynamodb:GetItem # Read

- dynamodb:Scan # Read(all)
- dynamodb:Query # Read

- dynamodb:UpdateItem
- dynamodb:Deleteltem

Resource:
- !GetAtt PostsTable.Arn
- !GetAtt CounterTable.Arn

Update
Delete

H 3

=Tt at4=0f| CHeh IAM e A&/ MX 2= DynamoDBOY| & 28H0f &[ 7| =20 IAM ot T a5t
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06. LET'S BUILD THE INFRA

with Serverless Framework - Funcitons Property

functions:
functions:
functions:
acinsideSL_CreatePost:
handler: dist/functions/post/createPost.handler
events:
- httpApi:

path: /posts
method: post
authorizer: cognitoAuthorizer

Serverless FrameworkOf|Al 2iC} sf4~ MAZ 2|t functions 40| QIS

TypeScript 4E = dist CIME2|0|M XBIAIZES HEAZ YD BiE S (handler £4)

.‘

Cognito JWT B3&0| e A2 authorizer 82 =4l API Gatewayd| M MASHHE Cognito AFHE 7ts
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06. LET'S BUILD THE INFRA

with Serverless Framework - Resources Property

ru

Serverless Framework0|M Provider, Functions &80 M&dte M| A (TS 2fC 2H3) o MAH Jts

“12jA] DynamoDB, Cognito 2| AMH|A = resources &480| H = MAHSHOFS (CloudFormation HIEE! 1)

Null4U 2etd 4&3



06. LET'S BUILD THE INFRA

with Serverless Framework - Resources Property

resources: 4
Resources:
CognitoUserPool:
Type: AWS::Cognito::UserPool
DeletionPolicy: Retain
UpdateReplacePolicy: Retain
Properties:
UserPoolName: acinside-cognito-user-pool
AutoVerifiedAttributes:
- email
Schema:
- Name: email
Required: true
UserPoolTier: LITE

Cognito &4 & S olid RN &

Talll & i L il

— I

CognitoClient:
Type: AWS::Cognito::UserPoolClient
Properties:
ClientName: acinside-cognito-client
UserPoolld: !Ref CognitoUserPool
ExplicitAuthFlows:
- USER_PASSWORD_AUTH

e SCf0[HE I

2| H 7] Al O|H[E & MlEot== ofq O|H|&E 21&

1S (2220 Al 7 HI/MARE ALE)

Cognito2| EH(2=a4H|)= Lite2 24, 0f|dl3/Z = CHH[ 2H) O| & MZotH| ChEE2| 7|5 ArE 7t
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06. LET'S BUILD THE INFRA

with Serverless Framework - Resources Property

DeletionPolicy: Retailn
UpdateReplacePolicy: Retailn

N
[T
l
0
1]
>
M

MO 2 Al M| i 2lAA B A|(0: 018 #1Z) 71Z9| 2lAAL AK|E

= Cognito §X Z0|LI DynamoDB= A1 K| x|H QHE

?1ot 2 53 A8 Al 4HE SR [otLl fX|(Retain) 2 + US
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06. LET'S BUILD THE INFRA

with Serverless Framework - Resources Property

# resources:
# Resources:
# (=)
PostsTable:
Type: AWS::DynamoDB::Table
DeletionPolicy: Retailn
UpdateReplacePolicy: Retain
Properties:
TableName: Posts
AttributeDefinitions:
- AttributeName: id
AttributeType: S
KeySchema:
- AttributeName: id
KeyType: HASH
BillingMode: PAY_PER_REQUEST

DynamoDB MY, OFXt7HX| 2 AEH APH|/HA Al 2|AA K|

10
R

= 2-goloril THE|

R
el
uin
0z
iels
A
$Q
|0

PAY_PER_REQUEST = 2LC|FHE
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06. LET'S BUILD THE INFRA

with Serverless Framework - Plugins

SAM CHAI Serverless FrameworkE 0|Z¢t= 7t& 2 0|&: S2{1Qle| Crrat

l|H

21912 Serverless Framework CLILF npm2 2 &X| 7ts, AFHE A| Of22l 20| HA[g

plugins:
- serverless-esbuild
- serverless-prune-plugin

Null4U 2etd 4&3



06. LET'S BUILD THE INFRA

with Serverless Framework - serverless-esbuild
NodeJSE 7HEotCr EH EHM O E node_modules?t O ALK | =& & = US

O 2AE|0] s ZEE oLl I = F= HEZ (Bundling) O|L| AFESHA| 8= ZEZ X|7SH= Tree Shaking,

= N[ ViteE 2 AESILE ESBuild2t= = E AFEY = & 2.
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06. LET'S BUILD THE INFRA

with Serverless Framework - serverless-esbuild

custom:
esbuild:

bundle: true
minify: true
sourcemap: false
target: "node2®’
platform: 'node'’
concurrency: 16
treeShaking: true
packager: npm
format: 'cjs’

Z2{3002I2 custom &M S S| A2 7ts

HE=E2

=2, Tree Shaking, 32t 2| M= 2211012 Sl AiIsL= dlis
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06. LET'S BUILD THE INFRA

CI/CD with Github Actions

package:
individually: true

2T} Bl BT A 7|2 XOR DE IASS HES!

= oig LN AFEoHA| Gi= T £0| =2t (B A

> ofigt RICHHSR{7} AFSots BED S2FE B4, esbuild® 9|F RESS HE

L—y

Null4U 2&td Z2EE



06. LET'S BUILD THE INFRA

CI/CD with Github Actions

~ ACINSIDE-5L-BACKEND-P... [I:- E D @ P acinsideSL_ConfirmEmail: acinside-sl-backend-prod-acinsideSL_ConfirmEmail
, . acinsideSL_Login: acinside-sl-backend-prod-acinsideSL_Login
~ dist/functions acinsideSL_Logout: acinside-sl-backend-prod-acinsideSL_Logout
acinsideSL_ResendEmail: acinside-sl-backend-prod-acinsideSL_ResendEmail
~ auth acinsideSL_Signup: acinside-sl-backend-prod-acinsideSL_Signup
. L acinsideSL_RefreshToken: acinside-sl-backend-prod-acinsideSL_RefreshToken
C{}nflrrﬂ[EHHEILJS acinsideSL_CreatePost: acinside-sl-backend-prod-acinsideSL_CreatePost
acinsideSL_DeletePost: acinside-sl-backend-prod-acinsideSL_DeletePost
|[]g[n,j5 acinsideSL_UpdatePost: acinside-sl-backend-prod-acinsideSL_UpdatePost
acinsideSL_GetPost: acinside-sl-backend-prod-acinsideSL_GetPost
chg[}ui;js acinsideSL_GetPosts: acinside-sl-backend-prod-acinsideSL_GetPosts

acinsideSL_MyInfo: acinside-sl-backend-prod-acinsideSL_MyInfo

refresh.js

resendEmail.js

signup.js
v post "FunctionName": "acinside-sl-backend-prod-acinsideSL_CreatePost",
"FunctionArn": "arn:aws:lambda:ap-northeast-2:986129558966:function:acinside-sl-backend-prod-acinsideSL_CreatePost",
createPost.js "Runtime"”: "nodejs20.x",
"Role": "arn:aws:iam::986129558966:role/acinside-sl-backend-prod-ap-northeast-2-lambdaRole",
deletePost.|s "Handler": "dist/functions/post/createPost.handler",
) "CodeSize": 1769349,
getPost.)s
getPosts.js
updatePost.js . o o o
individually &8 M8
ouser
mylnfo.js

Null4U 2etd &3S



06. LET'S BUILD THE INFRA

CI/CD with Github Actions

EXPLORER soe acinsideSL_ConfirmEmail: acinside-sl-backend-prod-acinsideSL_ConfirmEmail
acinsideSL_Login: acinside-sl-backend-prod-acinsideSL_Login

acinsideSL_Logout: acinside-sl-backend-prod-acinsideSL_Logout

v ACINSIDE-SL-BACKEND-P... D._ ﬁ O @ o acinsideSL_ResendEmail: acinside-sl-backend-prod-acinsideSL_ResendEmail
acinsideSL_Signup: acinside-sl-backend-prod-acinsideSL_Signup
N dlSt ,-"funCtionS .'I. pOSt acinsideSL_RefreshToken: acinside-sl-backend-prod-acinsideSL_RefreshToken

acinsideSL_CreatePost: acinside-sl-backend-prod-acinsideSL_CreatePost
acinsideSL_DeletePost: acinside-sl-backend-prod-acinsideSL_DeletePost
acinsideSL_UpdatePost: acinside-sl-backend-prod-acinsideSL_UpdatePost
acinsideSL_GetPost: acinside-sl-backend-prod-acinsideSL_GetPost
acinsideSL_GetPosts: acinside-sl-backend-prod-acinsideSL_GetPosts
acinsideSL_MyInfo: acinside-sl-backend-prod-acinsideSL_MyInfo

createPost.|s

"FunctionName": "acinside-sl-backend-prod-acinsideSL_CreatePost",
"FunctionArn": "arn:aws:lambda:ap-northeast-2:986129558966: function:acinside-sl-backend-prod-acinsideSL_CreatePost",
"Runtime": "nodejs20.x",

"Role": "arn:aws:iam::986129558966:role/acinside-sl-backend-prod-ap-northeast-2-lambdaRole",
"Handler": "dist/functions/post/createPost.handler",
"CodeSize": 152586,

individually S8 HE =

2 0t efe= B 1.8M - 153kB (&

45
:\IE
3
=)
T
=
o
2
N
tt
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06. LET'S BUILD THE INFRA

Frontend with S3 + CloudFront

w B E O

React TypeScript CloudFront Github Actions
o’)o = React Router= 7ITHotA| 2210|HE Z0i| A 218 &= SPA T 0| X|
React Router

Serverless Framework= CloudFront dH& A| 2617 | & 6t

Arge 2|AAL S3, CloudFront 252t ot 2o G101 Al Github Actions= Ats2tEF o |2 8238
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06. LET'S BUILD THE INFRA

Frontend with S3 + CloudFront

£

@—Private S3

A

Client

£

CloudFront

A

Developer

)@ Deploy

Github Actions




06. LET'S BUILD THE INFRA

Frontend with S3 + CloudFront

X fa @ 3 OFAJOL Ef TS (M 2) ¥ admin @ 9861-2955-8966 ¥

= AmazonS3 > H3 > H3IUSEI| ® L $# @

=
S AR = I
#{212 5300 X<l EHolEle] efo|LiILICk

Ut 4
AWS 2™

OtA|OF EHH (M S) ap-northeast-2

#3108 w

| actions-frontend-bucket

#2l 0|22 3~63%t010f 3t 2R HlAmo|A oM 2ol BLich £t #{3l 0|22 2AL 22 XS ZLof Sk RS 2XHs a-z, 0-9, 0HAR(), SHo|E(Lich ZHd5] 2oz [

7|E W30 2T SA; - AEfALE

chg padol #f3l ED SAELIC

& 4l: 53/ /bucket/prefix
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06. LET'S BUILD THE INFRA

Frontend with S3 + CloudFront

Y| AFH ==

CHE AWS A -0l A] O] H{Z10f Zf4TH Ao AR U HAM|A X SF(ACL)S AHEE HO{ZLICE M| AFA2 A0 CHEE AMAE XFHY £ A= AFEXE BFHYLCL

O] Hale] BE M= 0| Aol AREL(CE O 3l 1 Zxjof ciEt M A= BHME S MO X FELIC 0l ¢ale] Mrj= o2 aws A B M £7E £ 2ASLICE o] M2 5! ZH|of ciet HMA= ACLE MESHO] X EE £ gL

[o ACL HI 2 431E (2 ] ) ACL 243HE

U A9
B2 ARK HE

O H{2le| HSE] HMA KT 2F

HE2] M AL ACLIMIA HO| 25), B2 T, HNA XIH B £ RES Sof 413! 3 HA0l ROILICE 0f 513! 3 oiE IO et T2 AMAT} AITHEIZEX] Holsial® 2E HE2 AMA AEHS FASEILICL 0] 42 0f 813! Y sie AMA XFofet =
SELICHL AWSOIA S 2E TiE2| HM A KIEHE S ES AR, 0] WS HS47| Mol THE2 HMAT} Q0I= 0fZ2iAH|01 40| SHt27 SHSHHEX| SIBILICE O B Ei Ui o] St o= HE $70| T1E2 AHAT BES 32 S AE2T A
Aol 27 of2i 742 MBS ALExt XIFE 4 eLich XSl 2ote7| (2

PE TS AYA A

O] BHE Zdsto ot 402 HEE DE 2Hsis Ja ZEL|CHL O S 47 2H2e HE SEEL L

— AACL(HMIA Ho| SE)B E5) SO H2! I ZHIo) iE HE2 HMA AT
2/2/9/ ACL(AHIA RI0| 22)S S6i S01T| {2 2 2ol S IS AHA At

M HEE W3l EE HYA XY S Sof 2OIE B30 U AR THE TS AN A KiTh

2/o/ol M E2] W3l = HHA XFH HYE S FOIE B3 W A0 ot HS2] 3 wx} A YA X




06. LET'S BUILD THE INFRA

Frontend with S3 + CloudFront

a @ @ OFAIO} EHTISF (ME) v admin @ 9861-2955-8966 ¥

= AmazonS3 » B3 > actions-frontend-bucket > HE H ALO|E TAE WY @ @ f o

HE 2 MO|E SAE B ..

o

B AO|E SAH
0| 22 ALS 60| 2 AIO|EE SARSHALE R E 2|C[AMSHH A2, XHAls] 2ot 7| [2

HE U MO|E ZAE

() dH|grMst
O zus
s28 9
0O =25 ¥ kf |E = AE
HzZl dCHolEE o FA2 AFRELICL XIS Yole| [A
() 24H|of cist 24 z|c|=M
R4S C12 83l £ zojoloR ajcjzMe|ch X3 2opw| [A
() D2o| g AO|E = xQIES| Bal x| HMAS 4= 1A Sl2{H Q= ZUIXE ZIHEHC2 g7 IHsot=E AEslioF Sh|ct 0|2 AH| st2{H, HZ10] Het 53 THE2] oy A Kot XS MEsHHE S| K L2 2 Amazon 53 THEE] oA Kok Ab2 [

HZESHHAR.

QldlA 2M
2 MO|E2| Z mH[o|X| E= 7|E H|o| X[ XHELICH

| index.html

27 EM
QF L LlstHE BHEEL|C,

Ir_l?;_
a3
=

- 0%

| index.html

2|Ci2M & - MEf Argt
JSONSE ZHg 2|C|aH 2|2 §3 280 o3t 2 Ho|X] S SR 2|2 [efL|ct X3 Zopea| [

1
CloudShell oA © 2025, Amazon Web Services, Inc. = A ZAL el HE 5 oFt 7| 7| LH
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06. LET'S BUILD THE INFRA

Frontend with S3 + CloudFront

HY H MO|E ZAE

O H{ZIE AHESHH H AIO|ES SALSIHL RS 2|C|M Ut A2, XHAls] ZotE 7| [2

®© HH ¥ MO|E SAH0E= AWS Amplify HostingE AH83H= 20| Z&LICH ( Amplify & 44 [ )
AWS Amplify HostingE AFE6t0] w21 oHEGHH oFEE 0l # ALO|EE w2 A B ZSHM| 2. Amplify Hosting [A0] CHoll XEMIS] 2otRHLE 7| E Amplify YIS Eolstala. [A

S3EE U AMOIEZAY
e

229 /Y

B2l SAE

HZ! Y AIO|E QIEESIE
HzlZ = g Ao|EZ adstH, s 2 Mo|ES e aws 2|FHE 2 AL0|E ASXeE0M AFSE 4 Rl&L|Ch XAls] Zot= 2| [A
I0Q http:/ /actions-frontend-bucket.s3-website.ap-northeast-2.amazonaws.com [2

403 Forbidden

Code: AccessDenied

Message: Access Denied

Requestld: CO9PCTAKMGET8YJMY

Hostld: XywR33SyMIGk6TxV+pKC4lKsmmhZMgWmy4sV5sc05gsCZH39KD8+6rGV5KnLIcT+0l0tvemMJIUNnPrkBO4beWg+/h1hnxhWQioNKalwTP1UA=

CloudFront OAC(22|Z! AMA HH)ZE S3 HE2 0| HO|L| I{EE] AM|A H|=ZHA 5}

An Error Occurred While Attempting to Retrieve a Custom Error Document

e Code: AccessDenied
* Message: Access Denied

Null4U 2etd 4&3



06. LET'S BUILD THE INFRA

Frontend with S3 + CloudFront

E3) pal @) & 22 v admin @ 9861-2955-8966 ¥

= CloudFront > H{ZE > MY EU DI C

(i) You're using a previous version of the Create Distribution page. Go back to the new experience.

HY I AHA
=N =]
I 5y
Q) Single website or app () Multi-tenant architecture - New
Choose if each website or application will have a unigue configuration. Choose when you have multiple domains that need to share configurations. This is a common architecture for Saas providers.
sle
[
Origin domain
Choose an AWS origin, or enter your origin's domain name. Learn more [2
I RS
Q, actions-frontend-bucket.s3.ap-northeast-2.amazonaws.com X

.

Enter a valid DNS domain name, such as an 53 bucket, HTTP server, or VPC origin ID.

A 0] 53 B{Z12 53 U AIO|E2 2MEILICE Of H{ES 2 AJO|E 2 AlR3[2{= A9 B3] AISHQIE ChAI 53 U AIO|E USEQIES A} ( 2 AJO|E QT ZOIE AR )
gst= 70| S&LCH

Origin path - optional
Enter a URL path to append to the origin domain name for origin reguests.

P

Enter the origin path

HE Yy~ ==
O =7
H3I2 T3 HM|AS 5 SoHof gLCh
oSO A, (Ll A .
[>J CloudShell o|A © 2025, Amazon Web Services, Inc. EE= HZAL ol A B ot 27| 7| 4H
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06. LET'S BUILD THE INFRA

Frontend with S3 + CloudFront

HE ML H=
) SN
HIAE Z2H BMAE & Baljof BLICh
O 2= M Hof HRAT)
22 CloudFront0il CHEE QM| ADH & 818 £ 2ASLICH
) Legacy access identities

CloudFront # & # M4 ID(OAN)S AHR25H0] 53 B30l M| ATL|CE

Origin access control
Select an existing origin access control (recommended) or create a new control.

| Select an origin access control

CloudFront OAC(Origin Access Control) = [AM #Hot 7[HO = T 2t0|8] S30] CloudFront7f &

= S3& Z2t0|8loZ MNsF11 OACE CloudFrontet A3t S39| =1

XO| X
i I |

= A

—_—

—
®)
L—
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06. LET'S BUILD THE INFRA

Frontend with S3 + CloudFront

A 53 W YHE A0| Esjof BLICt

x| HAHM CloudFront P& A4 A HOj0f CHEH 87| HMIAE 3| B510] BHE PHE AZSHHQ. M E ACI0|ESI2{H S3 {3l B2 O|FBILICEL [3

{
"Wersion": "2008-10-17",
“Id": "PolicyForCloudFrontPrivateContent”,
“Statement": [
{
"Sid": "AllowCloudFrontServicePrincipal",
"Effect": "Allow",
"Principal”: {
"Service": "cloudfront.amazonaws.com"
].!‘
"Action": "s3:GetObject",
"Resource"”: "arn:aws:s3:::actions-frontend-bucket/+",
“Condition": {
"StringEquals": {
"AWS:SourceArn": "[CloudFront_Distribution_ ARN]"
}
1
}
]
}

HZI0] 2| AA |AM B ™HE (CloudFront AH|AE A7 IAM)

(mamsy ) X




06. LET'S BUILD THE INFRA

Frontend with S3 + CloudFront

o @ tr] OLAlO} ERT S (ME) v admin @ 9861-2955-8966 ¥

e Amazon S3 > H3l > actions-frontend-bucket > HZ HH M ® R £ @
L EARSEY]
Amazon S3 ¢ s Casom ) (=zaaw 7))
HE 3| JSONS 2 EH4E H3 HME H3lo| MEE Aol CHst AM|A AeHS MFSLICH H3 HH2 O 2 AHIHo| 258 AH|ols HE=X| ¢&Lich Khils| Yot [2
ClaEE{2] H3l
HZl ARN
HlO|= HZ]

I0] arn:aws:s3::actions-frontend-bucket
Access Grants

oA~ X B

HH| Lambda Ml A XH

1v {
ClE 2| eyl A &|H o m x|
HS 2l eul~ X1 2 "Version": "2008-18-17", =y
B & EF 3 "Id": "PolicyForCloudFrontPrivateContent”,
v "Stat t":
S32 IAM Access Analyzer - mremEn [
Lw {
6 "5id": "AllowCloudFrontServicePrincipal”,
7 "Effect”: "Allow",
Ol HHe HES HMA KITHEF av "Principal™: { 2 M
9 "service™: "cloudfront.amazonaws.com”
w Storage Lens 16 }
’ HHod 7| E 22 HEstALL M 22 FoHELIch
HA|E= 11 "Action": "s3:GetObject”,
12 "Resource”: "arn:aws:s3:::actions-frontend-bucket/*",
Storage Lens & + M2 x=7
13w "Condition™: {
AWS Organizations 873 14w "StringEquals”: {
15 "AWS: SourceArn™: "arn:aws:cloudfront::986129558966:distribution/EKGYQOCIHGKEN"
16 T
s ARERIO|E 17 H
18 1
19 ]
20 i
B S3E AWS Marketplace |

CloudShell o|& © 2025, Amazon Web Services, Inc. HEAL M0 HE HS ok 37| 7| 44
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06. LET'S BUILD THE INFRA

Frontend with S3 + CloudFront

Vite + React + TS X +

% d1kuxh5767o4hm.cloudfront.net

HiAlE

=10
E=_1r)

\J \J Jau VU . V e U U WV . - U » -+

Access to fetch at 'https://43bS%hejpSe.execute—api.ap—-northeast-2.amazonaws.com/auth/refresh' from origin ' dlkuxh576704hm.cloudfront.net/:
https://dlkuxh576704hm.cloudfront.net' has been blocked by CORS policy: No 'Access-Control-Allow-0Origin' header is present on the requested

resource.

CORS = 2oty #AllE S0j|A Ot THE 2 (=24 2|0l elaA s 2 A K| BAdlF= A
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06. LET'S BUILD THE INFRA

Frontend with S3 + CloudFront

: acinside-sl-api

- https://dlkuxh576704hm.cloudfront.net

AP| GatewayOl|lX] Allow-Control-Allow-Origin &ll{0l s CloudFront 24 227t

F7|E MLl 0F |22 Access-Control-Allow-Credentials SIEHE Al

= Allow-Control-Allow-Origin: * A2 27t

MNME K ESHX| ¢ APl 7| S8 XS 3H= Public APIOM QL EIFIE (OHAEZ|AZ *) A THS
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06. LET'S BUILD THE INFRA

Frontend with S3 + CloudFront

HIAE

EHIEHLICE lawnsdudY Z=.101%
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06. LET'S BUILD THE INFRA

Frontend with S3 + CloudFront

8@

Developer Github Actions

NodeJS o|&M MX| React LE 5! HHE X=3}

Null4U 2&td &S



06. LET'S BUILD THE INFRA

Frontend with S3 + CloudFront

jobs:

name: Deploy S3 static website (React Build) build-and-deploy:
runs-on: ubuntu-latest
steps:
on: - name: Checkout code
uses: actions/checkoutdvé
push: _ _
- name: Configure AWS credentials
br anc h'E' g * uses: aws-actions/configure-aws-credentials@v2
with:
_ main aws-access-key-id: ${{ secrets.AWS_ACCESS_KEY_ID }}
aws-secret-access-key: ${{ secrets.AWS_SECRET_ACCESS_KEY }}
paths 5 aws-region: ap-northeast-2
1 i - name: Setup NodelS
- f ron te n d/* " uses: actions/setup-nodedvé4
: with:
- '.github/workflows/aws-deploy-fe.yaml'’ e

(HHI= Github Actionset 72| &)




06. LET'S BUILD THE INFRA

Frontend with S3 + CloudFront

- name: Install dependencies

run: |
cd frontend
npm 1nstall - name: Upload to S3
run: |
cd frontend
- name: Build React app aws s3 sync dist/ s3://%$1{ secrets.S3 BUCKET_NAME }} --delete
run: |

cd frontend
npm run build

7))
<
-
(@
I
HU
ks
=
e
=
=
El
Ok
2
g
o
i
S
A
=2
1>
04
oot
|
|
Q.
(g0)
f_l
M
~
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I[0
g
1
N
I
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]
I
JIi=!
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o
I=
e
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1z
>
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06. LET'S BUILD THE INFRA

Frontend with S3 + CloudFront

- name: Invalidate CloudFront cache
run: |
aws cloudfront create-invalidation \
--distribution-id ${{ secrets.CLOUDFRONT DISTRIBUTION ID }} \
--paths "/*"

CloudFront(CDN)0| ZH &K 7| th=0l| FHA| F=2=rS Sof FHAIEZE GI0HLL THA| HHELSHOFRY




06. LET'S BUILD THE INFRA

Frontend with S3 + CloudFront

updated

Deploy S3 static website (React Build) #2: Commit 454ebe8 pushed by

updated

Deploy AWS Backend (Serverless Framework) #2: Commit 454ebe8
pushed by yulmwu

Null4U 2etd &3S



07. API TESTING WITH POSTMAN

API Testing with Postman

/. Postman = API 7 A| (=) E[ARZ 2ot =

= &2 2™ Postman 4! Visual Studio Code2| REST Client S2| Ztthet =& T= e &

0

REST Client

REST Huachao Mao P 6,052,395 RN R K375

Client REST Client for Visual Studio Code

Disable | ' Uninstall v / Auto Update 9%

Null4U 28tA &
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07. API TESTING WITH POSTMAN

API Testing with Postman

POST Signup acinside API '=| Development

Development

Variable Type Initial value Current value

BASEURL default ~  https://43b%hejp5Se.execute-api.ap-no... https://43b9hejpSe.execute-api.ap-northeast-2.amazonaws.c...

td H=a0f| APl Gateway =24 Base URLE SSdl=

Base URL = API QIEZEQIEN|A SECE AFEE|= URL R =R (E2EZ, 2AE TPl TE 5)

Null4U 2etd 4&3



07. API TESTING WITH POSTMAN

uthorizations API

Signup

form-data x-www-form-urlencoded ® raw binary GraphQL

"username" :

Body

{} JSON ~

1 i

"message": "Signup successful, please check your email for confirmation."

Null4U 2etd 4&3



07. API TESTING WITH POSTMAN

Authorizations API

Your verification code #=#x x = &
no-reply@verificationemail.com QFTSINET) # @ €« i
Lioj7|

Your confirmation code is 574842

AEX} ==

AR} (2) ms @ AHEX} 24H A8} 4

AFER E0|M AFERE =, BE S MYELICH AFE SEE D 2QUE AFERHE AFEA 20| 22E £ AUSLICH

2=
4 [ Agxtolg v | [Q ssczasnz4 | 1 ®
A2%t 0|2 | oY F& | oloi golg | el g | e
O rlawnsdud normal8781@gmail.com o gol=l ® z4dse
O testuser rlawnsdud0422@gmail.com ot 2 HOIEX 23 OEFELE

Null4U 2etd 4&3



07. API TESTING WITH POSTMAN

Authorizations API

form-data

NmYtMjNh

'} fauthflogin

¥-www-form-urlencoded

k IBrfOKSX

LTR1
ZW0eT

cBFEs7TXYHsHMxW5AMMm(&6vmD1BMsFZbMTmdF xQht Jc8NPoloRsEDD2

ODQ3Mil]
idGIrZWSEdXN1T joiaWQil

pBFMEPMq2

® raw binary GraphQL

BLTIuYWlhemSuYXdzLmNvbVwy

WNmMZELYTQEM

IZWYSLTgaNzIt

29wZ516ImF3 jb2d v

I_LwGqp_- EABPKSF_ywl+iK2KWAKWinAwLP{tVAUEL(
ibMRSNKFkDK72-1£a7L - eBG1k]sVp16ynGiliib3Y-F3VKw

cdHIqbUxCNW1DVIBIMFdUYXpIckZU 51JxIPS mFsZyI6I1ITMjU2InG.
TewMDgt Y20y NiB1NmIk TQ30WIiLCI1bWFpbF92ZXIpZml1ZCI6dH]I1ZSwia
wLWSvenRoZWF zdCOy Xz IyVO1ST1R4eilsImNv 5dXN1emShbWUi03i)8ZX
ZwamJhOTRgcHZ
CIhdXRo

y6BHxqBFzetrIH3IBLIwL tne-HsXus

glBuiFF_zz0WN uTnjgdV-h2nZLi_6xql0q-uZzBB7

cnRo
S1hNDCw
YANZNj

ShPVv
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07. API TESTING WITH POSTMAN

Authorizations API

Cookies

Manage Cookies

Add domain

43b9hejpSe.execute-api.ap-northeast-2.amazonaws.com 1 cookie

refreshToken X + Add Cookie

hefreshTﬂken=eyJjdeiDiJKﬂlQiLCJlbmHiDiJEMjUERBNNIiinHxnIjmiUlNBLUQERHAifD.qH?EGB?AmprdejspLFGmdCfvd
RuGkNYcdsAlTkIUByyg8XUuod6QqbuN-Tof5FtukfVPDFFxjBen7Lrk_FeleAnME_&-

osoXwitLIAZuEMNa 87 Im7p_SKclLYvawoXUSANjgW35ADNRugl9-bTdMu75xz09fqgyzE1811COuS_V1zUTOJgw7EEBO1GHPK99q-qTh-
sT@mDE4_JbN1_wvtl1tgiMOhxQwSoOZ5r1BdEWjY4yM56nWtg(8Eao-

BMOTM e 2 T AL MW CAD o C ol ARG M b T ATk O T L OGNS CLI e a b e T ™ 3 A s~ O

Cancel

3F1HEI1REB1QFZZtpWEMKFCelglBuiFF_zzB8WNx7DxuTnjgdV-h2nZLi_6xqJ0q-uZzBB7_gB5hPVv

CORS&= E2X 0B MEL| = Hot HHO|2f Postman €2 &M & ©

=

(EE2tRM0AE R |LE MM ME Al CH2 ALO|EJF O o|8%
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07. API TESTING WITH POSTMAN

Authorizations API

I3t CORSE RES BUIT 1 SEE 71XI1 &olst7| H20] CSRF

Cookies

Manage Cookies

Add domain

43b9hejpSe.execute-api.ap-northeast-2.amazonaws.com

refreshToken X + Add C

&efresthken:eyJjdHkiDiJKﬂlQiLCJlbmHiDiJEMjUERBNNIiinwxaninlNBLUQERHAifD.qH?EGB?AmprdejspLFGdefvd
RuGkNVcdsAlTkIUByyg8XUuodb6QgbulN-TofbFtukfVPDFFxjBen?7Lrk_FeleAnM8_5-

osoXwtLIAZufMNa187Im7p_SKcLYvawoXU9AN]qW35ADNRuqJ9-bTdMu7Sxz09£qgyzE101IC0u5_V1zUTOIqw7EBOLGHPK99q-qTH-
sTOmDE4_JbN1_vt1tgiMOhxQwSo0Z5r1BdEW]Y4yM56nWtg08Eao-

BMOTM e 2 T AL MW CAD o C ol ARG M b T ATk O T L OGNS CLI e a b e T ™ 3 A s~ O

Cancel

ZZtpWEMKFCelglBuiFF_zzO0WNx7DxuTnjgdV-h2nZli_6xql0q-uZzBB7_glshPVv

I.

Okl
N
1[0

O

i
|0

i™ CSRF &£

L
ol

O

JIi=!

NulldU 2

SHA 7

1

L
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07. API TESTING WITH POSTMAN

Posts CRUD AP

Get Specific Posts

{{BASEURL}} /postsf1

Params Authorization
Query Params

Key Description

Body Cookies (1) Headers (5)

{}JsoN v [ Preview

1 i
"content": "HHIESLICH B AHASQL|CH",
"userName": "rlawnsdud",
"createdAt": "2025-06-28TE4:35:11.686Z",
"id": "1",
"userId": "94c8fdbc-30cl1-7828-468d-2e70fdclasTL",
"title": "QHIBtM|E"

Null4U 2etd 4&3



07. API TESTING WITH POSTMAN

Posts CRUD API

Create Post

{{BASEURL}} /posts

E{|0|&: Posts - HIEHEl 32 (2) @( g2 v ) (wsuy )

A 70 A& Y- 68 29, 2025, 20:04:31

1 e

id (24 5) v content v | createdAt ¥ | title v | userld v | userName
2 g f=1m | g 2025-06-2... Postman AP| E|AE & iL|C}H c428cddc-1... testuser
B 1 S-S LICHA AAI S YL 2025-06-2... ohASM| R 94c8fd5c-3... rlawnsdud

"title": "Postman API H|AE & @L|C}.",
"content™: "®rZRSL|CH. ",

"userId": "c428cddc-1041-7808-cd26-56bd7679479b",

"userName": "testuser",
"createdAt": "2825-06-29T11:683:39.7582"

Null4U 2etd 4&3



07. API TESTING WITH POSTMAN

Users CRUD API (/me)

Get My Info (/me)
SEURL}} fmyinfo

Authorization

Auth Type

Bearer Token

Body

{} JSON ~

t)
"username": "testuser",
"email": "rlawnsdud®422@gmail.com"”,
"email verified": "true",
"sub": "cA28cddc-1041-7808-cd26-56bd7679479b"

Null4U 2etd 4&3



08. CALCULATE PRICE

JNE: ALt X 49

= J}AXt £ 50,000 =5 3|&

MAU 20,0008 (40%) 2t 2 AR

LR MAU x 103] 200,0002] MAU & E 103 &=

7t 2|3 7|15 APl BE = 21t Y E 5 x 153 300,0003] 270 ZZYA| E

@ Ho|X| 7 27t HE £ x 103 2,000,000 =2 Al o x| el £

HO[X] & API Z& = 33 AAZ, B2 27|, 27| &
Yt HOIX| & API Z2F F 27t HO|X] 8 x HO|X| & API E& 6,000,0003]

ZEAPIZE T 27t 23 7|15 APl 2& = + EF HO|X] F APl =& F 6,300,0003]

ZH=HSEA MAU(Monthly Active Users), 7|EF £=X|2t T}

0z
Of
o
as
00
v
R
o
St
HL
s
|0
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08. CALCULATE PRICE

Calculate Price

Serverless Framework

Cognito

@Ej)

Authorization JWT

. Th

28

Client

DynamoDB




08. CALCULATE PRICE

Calculate Price

Documentation » AWS Billing and Cost Management » User Guide

Generating estimates with Pricing Calculator

AWSO{|4 Pricing Calculator(23 A&7 ) E AHESHH 22

1o
=k
04
Ot
I
>

o
0lo
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08. CALCULATE PRICE

Lambda

Lambda function compute

AI—REF ofl =&t

O] MBS FEX|0| ZEHX| e2H of Helzts He FLEL|

Amount of memory allocated t
Enter the amount between 128 MB and 10 GB

128 | [ ms v

Number of requests t

|/ 6300000 | | per month v

Duration of each request (in ms) t
Duration is calculated from the time your code begins executing until it returns or otherwise terminates.

r R

1000

pS e

Architecture 1

¥86 v
A

787500 seconds
p AL EI|

[}
4

S APl 2F

0| B A

AL L—
T —

OI-

H

= O

6,300,000 7H

AZH2 1X(1000ms) 2 7+H
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08. CALCULATE PRICE

Lambda

) v AWSLambda

US$14.39 USD
(]

APN2-Request Lambda Asia Pacific (Seoul... 986129558966 6300000 Request ® 47 - US$1.26 USD
(] APN2-Lambda-GB-Second Lambda Asia Pacific (Seoul... 986129558966 787500 Lambda-G... ® A7 - US$13.13 USD

I L= O

14.39%3{ st} 2012l M LIS (O X H)




08. CALCULATE PRICE

APl Gateway

HTTP APlIs
A8 Aol 2
O AFRES FH A0 ZaISHX| 2OBY o] SRS Mk 3 ATLCE
Requests t
63 J | v APl Gateway= R =+ + RE°[ 37|z F2utE

HTTP API requests units 1
The unit will apply to the number of requests you will specify below.

rd 5

 millions v RYE = 2} eh2F 2| 6,300, 00072 = 71

Average size of each request t
Requests are defined as having 512 KB of data; a request with 513 KB of data is metered as two reguests.

' % s %

’ Yo 289 37|= 20KBZ 7+
Mg

6300000 Requests
» ALt EI|
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08. CALCULATE PRICE

APl Gateway

J ¥ AmazonApiGateway US$7.75 USD

L) APN2-ApiGatewayHttpReque... APIGateway Asia Pacific (Seoul... 986129558966 6300000 Requests @ 47 - US$7.75 USD

T

7.752, oot of MRl Mo @5 HHM (e M)

I




08. CALCULATE PRICE

Cognito

Monthly active users (MAU)
A8 Aol 2 | Cognito= MAU(EE 28 AFEAN) S HIE = 24}

ol M%E FEx|oll Zotx| o o] =Eelzts M= F4AE |

Number of monthly active users (MAU) who sign in through SAML or OIDC federation t
Enter the number of users who sign-in through SAML or OIDC federation instead of a Cognito User Pool or with social

ldentityprouiders. § X‘lO‘” I:H-(I)-H El?_l, E]Or% %9_' I:l_l- _él;I-HIjOlE'_E

0

Number of monthly active users (MAU) 1 I_II-CIDZI-I O | I'* _(!)_|-D:| 1 MAU E xl _Céll'

A user is counted as a MAL if, within a calendar month, there is an identity operation related to that user, such as sign-up,
sign-in, token refresh or password change.

|: 20000 ;
. Lite 22 7|=C =2 2F (CF= of|dIE1 2~3HK Xt0)
10000 CognitoUserPoolsMAU
= S0 Mz 18HE2 B2 XNSols
> AL R
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08. CALCULATE PRICE

Cognito

| ¥ AmazonCognito US$55.00 USD

| APN2-CognitoUserPoolsMAU ... Cognito Asia Pacific (Seoul... 986129558966 10000 CognitoUser... ® A+ - US$55.00 USD

5552, oot 79t 4 M LIS

A FHCHH @M DB 22 22| Hot 2t 22 QX|H4
Cognito AFE Al & AP S22 7222 L}
7

AWS MH|AN| CHet 217k Authentication)
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08. CALCULATE PRICE

DynamoDB

DynamoDB= AEZ|X| 2F + 27| + MT| RO @IS AlAtst

DynamoDBE AtESt= APl = £~E 6,000,000 2 71HSIH 17| 90%, MI = 10%= 718!

Null4U 28Hd 2=



08. CALCULATE PRICE

DynamoDB

DynamoDB on demand read settings

ArEeh Aol =&
O AE22E FHEA 0 ZEotx| go2H 0| ZHelzts He F|LFLCH

Table class

| Standard v |

Number of reads 1

| 5400000 | | per month

Eventually consistent percentage t

[ o5 | %

Average item size (all attributes) 1

| 1 | | KB

Strongly consistent percentage 1

|" 5 "| %

Transactional percentage t

|l 0 | %
M

2835000 ReadRequestUnits
» ALt ET|

Eventually consistent reads2} Strongly consistent reads

> CIOJE{7} MOI T A] BIZ MEBEIZ 242 4 QK| OIX|S LiEte

= 02 03 AA= 24 O|=: HEElZ HI=Z H0{0Fe (2XY)

_|

= LEXOZ DynamoDBE 0421 20| EAMSHA] O] H| UL (A2H)
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08. CALCULATE PRICE

DynamoDB

DynamoDB on demand write settings
AFSE A tto =gt

Table class

‘, Standard v )

Number of writes T

‘/ 600000 \‘ |/ per month

Standard writes 1

\’ 100 \ %

Average item size (all attributes) 1

\/ 1 \ | KB

Transactional writes T

o %
ANEH

600000 WriteRequestUnits
» AL ET|

M7| = OFEEZER| 2 T OFO|&Io| 37|= 1KBRE 71

[}
-




08. CALCULATE PRICE

DynamoDB

] v AmazonS3 US$0.73 USD
J APN2-TimedStorage-ByteHrs S3 Asia Pacific (Seoul... 986129558966 1 GB-Mo ©® M+ - US$0.03 USD
() APN2-Requests-Tier2 S3 Asia Pacific (Seoul... 986129558966 2000000 Requests ® A7 - US$0.70 USD

0.79E], =t 11003 E & Ltz (CHRIL MEFE)

I




08. CALCULATE PRICE

S3

TZ2EA=0|A S3 20l CloudFrontE 0% 11, CloudFrontel Q2|7 AO|S] H|O|E{ F£ H|2

= CI2F HIH2t O| R = CloudFrontOi| Al ZHA| O| ATt LEA] S30| M Z6HOFZ! T S3 H|Z Al

HAl SIEE2 U5 90% = 718 (AME O =8)

S3= GET 52| 8 MYy AEZ[X] 2O E HIES Altted

1o

Null4U 25t
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08. CALCULATE PRICE

S3

S3 Standard - GET, SELECT requests

AEEF ALl 28

[=]
O] ArEEE FEX|o| 2| go2H of =lzts H= L

GET, SELECT, and all other requests from 53 Standard {
Ongoing monthly number of GET, SELECT and all other requests

f 2000000

AEY
2000000

p AL ET|

7t HO|X] §=2,000,0008| = 71, ZEEAE AATEE= HEASHA| 1GBE 7+ (HIS

Requests

S3 Standard - Storage

AHET A Mol =3
ol AbRErE AFX|0| HE3HX| 2o

o= T O

rd
=]
I-_|':_r
2
n
1
=
o
b
b
i}
=
in

53 Standard storage 1

1 GB per month
AMEE

1 GB-Mo
» ALt EI|

|.

ba

]
0lo
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08. CALCULATE PRICE

S3

v AmazonS3 US$0.73 USD
APN2-TimedStorage-ByteHrs S3 Asia Pacific (Seoul... 986129558966 1 GB-Mo ® M7 - US$0.03 USD
APN2-Requests-Tier2 S3 Asia Pacific (Seoul... 986129558966 2000000 Requests ©® M7 - US$0.70 USD

0.7=, oiot F MA B2 01 ML (S3 > CloudFront H[O|E & HIE2 §i3)
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08. CALCULATE PRICE

CloudFront

2 QIHSIC =9 H|0[H H& S (HIE2 =70ILE LHE) A HTTPS 28 =2 Al

27t 10|X| $2(2,000,000%]) x £ A2 =(107H) E2(1IMB) = °f 2TB

of

=/t= tet2l=a @222 LI LA 7HEe (E=2 AWSHA 28 X[A5HE &S)

o AMZ(CH2tEl=) : Data transfer out to internet: 90% = 1.8TB, Number of requests = 18,000,000
e 2= : Data transfer out to internet: 10% = 0.2TB, Number of requests = 2,000,000
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08. CALCULATE PRICE

CloudFront

CIOIE & QE|HN2Z HEst= E|HE 2=(GBE)

Oj=, WMA|Z 3 FH, 0|21, 2O 2|7 Al ‘= OHH| 2|7t U= QAEHUZ O S3J, QA
7HLiCt SE27|0 L}, LtO|X|2|OF, ol HEaCc of, a|H, A7}
21y O|HE Ol ==& EE [{stal=,
CHoE, Ef=E, 2
O] AlO} 9l HIE
Lk
[ |
* 1TB == oz og og og oz og
CHE 9TB 0.085 USD 0.085 USD 0.110 USD 0.110 USD 0.114 USD 0.114 USD 0.120 USD
C}HS 40TB 0.080 USD 0.080 USD 0.105 USD 0.105 USD 0.089 USD 0.098 USD 0.100 USD
CHS 100TB 0.060 USD 0.060 USD 0.090 USD 0.090 USD 0.086 USD 0.094 USD 0.095 USD
CH2 350TB 0.040 USD 0.040 USD 0.080 USD 0.080 USD 0.084 USD 0.092 USD 0.090 USD
C}S 524TB 0.030 USD 0.030 USD 0.060 USD 0.060 USD 0.080 USD 0.090 USD 0.080 USD
Cl2 4PB 0.025 USD 0.025 USD 0.050 USD 0.050 USD 0.070 USD 0.085 USD 0.070 USD
5PB 1} 0.020 USD 0.020 USD 0.040 USD 0.040 USD 0.060 USD 0.080 USD 0.060 USD
A 22k | Of |- | OF |.IIA§ -|O -| -|E=|"'H |h __I.LDCOI
I:-”O“-::I |_-|o ooo LoOXI:||_:|LoO E‘I‘—ll::'?l: X|:|OX|_ g

=)
0.109 UsD
0.085 USD
0.082 USD
0.080 USD
0.078 USD
0.075 UsSD

0.072 USD
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08. CALCULATE PRICE

CloudFront

v AmazonCloudFront US$268.53 USD
JP-Requests-HTTPS-Proxy CloudFront - 986129558966 2000000 Requests @ 2+ - UsS$2.40 USD
AP-DataTransfer-Out-Bytes CloudFront - 986129558966 1843.2 GB ® 4+ - US$221.18 USD

B AP-Requests-HTTPS-Proxy CloudFront - 986129558966 18000000 Requests @ A+ - US$21.60 USD
JP-DataTransfer-Out-Bytes CloudFront - 986129558966 204.8 GB @ M7 - US$23.35 USD

268.53ET, oot 36T SPACZ AKX MHA FSIE =2 2

ol

HIMPEZ o= JOLE S3 - QIHACZ X MEor= Bk BPHK| &0 CloudFrontE AHEE 45 a0 HENE

v AWSDataTransfer US$252.00 USD

APN2-DataTransfer-Out-Bytes test Asia Pacifi... 98612955... 2000 GB ® A7 - US$252.00 USD

(S3 » AUHUA 2T TS Al 25, A &=ofd el H[=T)
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08. CALCULATE PRICE

= A EEYHE /2 > S A7 > HBEFEA > serverless-api @
serverless-api (u=wr v ) (@ um )
[UIZC FHAS B EH YT Z2E, HS2AH0IH, 2l4A I 0p7 | HES HIEE O 4E = ASLICH
AFEE™ (13) HyY Ay 27w
[ Q BEE 7= A A2 E R A IS || agst 71z Hu~ v 1 )
MH|A > AbEEF 2t2I v | 3B v | %% v | AF v | MES™ v | e | BHEWH ¢ | oxug v
» AmazonApiGateway Us$7.75 USD
» AmazonCognito Us$55.00 USD
-~ » AmazonCloudFront Us$268.53 USD
L » AmazonDynamoDB Us$0.79 USD
[ » AmazonS3 Us$0.73 USD
» AWSLambda Us$14.39 USD
a<% apel 744 HIE WS ol B E
Before discount rates as of 20254 68 299, 21:29 (UTC+3:00} shown 13/2000 US$0.00 Us$347.18

= 347.18ET, oot oF 47T 2
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08. CALCULATE PRICE

TCO(Total Cost of Ownership)

=& /|s0| 012 X 11 0[0|X| CDN 52| 7|50| S0{71H T BMX|Z] 2 AHEY

[
=
T
T
r

A FaaS 7 2ct REE = + 2 A[ZHEE gk 0
E O
H

>
M
>
0l
O}
O
0
—O.—I'
T
o

>.
2
g
o
s
]

>.
N

-Il OfF— A‘|H|AL—|' AE_|-

LS —

o| =AM =0
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09. CLEANING AWS SERVICES

Cleaning AWS Services

1. Serverless Framework A2| (Lambda, APl Gateway, IAM, CloudWatch, S3 &)
|.

= CloudFormation AEH Abx|

2. DeletionPolicyZt HEE 2|AA HE[ (Cognito, DynamoDB)

3. I=EQE 2|AA HE| (S3, CloudFront)

4. (M) 2518 2L £2]| At
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E0Ql F10f = Route530[A 28 75, E0[Ql= Z5dX|12 CORS 24| &lA| sHZE

(== TS =0 71 10 ZH LHE0]| Zehs QA7)
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U AWS Cloud ; Github Actions CI/CD
&1 VPC 10.0.0.0/16 - ap-northeast-2 (seoul) P I rT _t_ : . @
' L ' L
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m i E i E >
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u ; ! ; CloudFront (CDN) 5
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! Public subnet B - 10.0.2.0/24 Private subnet B - 10.0.3.0/24

: NAT Gateway Frontend Container

' % ioute —

CHE MHE2| A ECS(EE
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53 (Images) __________________________ E;G_k;';a ___________________________
Backend Container : m >
TypeScript NestJS
— — O
= EKS)2| Fargate S0| U=

=7}

T

—

Of

R TR EO| BHE 7X)

Null4U 254 Z

=
[ L

@x]
o



10. CONCLUSION AND INSIGHTS

Conclusion & Insights

-~
3= Qo
o ASI L KjZ oL AP| MH|A TASH I TEDFSHET TR A AFRSIE AlOZ 288

o SX5| MK IS

== Al [aaS(EC2) 52| Serverful 2HANM 2ESH=A|

1. Cold Start 22|, MHE|AZ Qlot OFF|EIN A S0| 29| 22 IIt=ES

2. MHZ|A JHE Tyl 3 /20|28 2|7 H| ™ HIoksSh

3. HENA[ZE 2OLN 2 Aot ol = Ahz 7t H2| Gis

4. AWSO|| L2 2|&5HA| &l (THH?)

o O] IS ZH|SIHA AH{2|A, ZICE, AWS SDK 52| 7|40 CHe XtM8] 22

SH

= AlZ|7t

£

=)
=]
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Thanks For Your Listening
Q&A




Source of the images:

® |aaS vs. PaaS vs. SaaS - RedHat Technology Topics
® https://github.com/cat-milk/Anime-Girls-Holding-Programming-Books

o 1 2ol XX HM|Zf - OfF|EI: draw.io AR (KMZEHH: ZE=F)

Links:

® \elog - https://velog.io/@yulmwu/aws-serverless

e Github - https://github.com/yulmwu/aws-lambda-example



