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목표: 보호기법을우회해서쉘획득
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메모리조작을어렵게만들어
공격자가임의코드를
실행하지못하게함
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NX로인해쉘코드를스택에못두므로, 기존 libc 함수
(system, /bin/sh)를조합해서실행해야함
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문제코드
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offset에대한범위를검사하지 않음
-> oob 취약점 발생
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1

Leak ROP chain

2

Piebase, 
Libcbase

Leak

Stack Leak

3

ROP chain 

4

ROP chain
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Piebase, Libcbase Leak 

dso handle <-> oob 거리: 8바이트
oob <-> stdout 거리: 16바이트
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1
Piebase, Libcbase Leak
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2
Stack Leak
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ROP chain 

ret gadget 
offset 찾기

Stack_ret 
offset 구하기

pop rdi offset 
찾기

/bin/sh 
offset 찾기
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3
ROP chain 

= system("/bin/sh")
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4
ROP chain

SCA



09 SCA



09 SCA



10

●작은실수하나때문에공격을막지

못하는것이신기했다.

●여러보호기법을뚫어봐서재미있었다.

●pwntools와 gdb실력이늘은것같다.
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