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1 You have the fastest time
| for beginner level.

Flease enter your name.

Anorymous
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242 Algot o

sub_100ZF80

L

sub_1002646
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\_/

sub_1002F80
\_~

sub_1002646
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=8 & Ei-1

short loc 1003415 dword_100511C

dword 1005118

edl,
push adi
push as]

call sub 1003168
push edl
push e53

text:01003410 call sub 1002646
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=8 & B -2

sub_100347C LHE

sub 188347C proc near ' EaX
' eax

eax
arg_ 8= dword ptr dword 1085168, cax

sub 1882913

and dword 1885164, eax, eax

push esi esi, esi

mov esi, [esp+it+arg 8] al

xor eax, eax eax, ds: [eax*4]

test esi, esi eax
setnz al sub 1882F38
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2F80E 4 THEA]

Sub 1002F80 proc near

§ . 10 10 10 10 10 10 10
arg_0= byte ptr 10 OF OF OF OF OF 8F OF
10 OF OF 8F OF OF 8F OF

-
S

mov eax, dword 1005338

cmp eax, - 10 OF OF OF OF OF OF 8F
31 short loc 1002FD8 10 OF OF OF 8F OF OF OF

—— ’ 10 OF OF OF OF OF OF OF
o 10 8F OF OF OF OF OF OF
Pl e 10 OF 8F OF OF OF OF OF

h
,'233 =si, dword 1005334 40 10 GF GF OF OF OF GF OF

mov |J1 offset unk 1005360 ; 7|8 =4

mov -;n;:':(: eax N & unk 1005360 10
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or al, |esp+ +arg ©

jmp short loc_lOBZF(—Z:} -I
|

(16%l4)
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short loc 1002FC7
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DLL injection
2t A AJE MH
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#define MAP_WIDTH 32
#define MAP_HEIGHT 18

DWORD WINAPI HotkeyThread(LPVOID lpParam);
vold ShowMines( ):

b
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wchar_t GetCellSymbol(BYTE val) {

b . [H t{ (va_a]E T= I{IINE_VALUE) re:Eurn t'*
else 1f (va return L'm’;
'GetcellsymbOIO else 1f (val return L'O0";
1. I|§|5 "y’ EL' else if (val return L' ';
: else return L'¢";
I:I=I-|:|- . _:H:_JEI
3?I53f‘ ' HA
ZJItiP‘.i, ]EﬁLl

S.LHHX] ZF 'O HA
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for (int y = 0; y < MAP_HEIGHT; ++y) {
* Y HZE@), x: IHE(E) R o 20 & 2
« mineMap[y * 32 + x]: y& x&2| 44| H22] 5= 40| FF 212 , e
« 212 JE GetCellSymbol() = Helolj | X0 =2} , e ban
o 2t

2rOjC 24l =27}

—_ " 1 "1

=]
- ¢F =Z0| EL1'H =Hls =71
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DWORD WINAPI HotkeyThread(LPVOID lpParam)

. : 2L T ¥
GetAsyncKeyState(VK F3) & Ox8000: F3Z|? s3i=X| HI3 if (GetAsyncKeyState(VK_F3) &

o F3Z|?} =2|'H ShowMines() &!¢H ShowMines( );
o 0.5X(500ms) L7 |(E= ¢l=d uix)) Sleep(500);
« 0.05%(50ms)0}IC} 8= ;wep( ).
}

return ©;
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BOOL WINAPI DUlMain(HINSTANCE hinstDLL, DWORD fdwReason, LPVOID LpvReserved)

{
Lt (fdwReason == DLL_PROCESS ATTACH) {
CreateThread( , 0, HotkeyThread, , 0, );
}
- — — return TRUE:
DIl main it 3#7124X| g4 22 :

DLLO| XE el ol
» HLO] A
=7 AX| & = HEE 25 ot

- DlIMain Z4= B2 S=0t= A& L

=
uin
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i
g

L
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#pragma once
#include <windows.h>

#define MAP_WIDTH 32
#define MAP_HEIGHT 18

DWORD WINAPI HotkeyThread(LPVOID 1lpParam});
vold RemoveAllMines():
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AV J-'IIE(EDH), X :.FI-E(GEi) ¥oid RemoveAllMines( )

: _ BYTE* mineMap = (BYTE*)MINE_MAP_ADDRESS;
- mineMaply * 32 + x]: y# xd32| 15| H22| F=20X] 2f 271 for (int y =0; y < MAP_HETGHT, sy 1 °

or (int x = 0; x < MAP_W ; X
- Sk = Lf (mineM == MINE_VALUE
o RemoveAllIMines() = Hetall M 22X =27} ' (ﬁtﬂimigw 34 i} - EMPTY:VALUE;) :
. 2t 2HOLCH ZuM 7} -
o T} %Eﬂ EL[E %HI'E ij‘l— ’ MessageBoxW(NULL, L"RE XIZIJ} AR SLICH", L"XIZ RIAH", MB_OK);
| -1
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y: 2(#), x: ?I=(H)

mineMap[y * 32 + x]: yl x| AH| H22]| ZEAHA]

}

O
=

(L)
k

MINE_VALUE(X|2|ZHE EMPTY _VALUERIZHZ

HI&5

2F ol
HL a1

void RemoveAllMines( )

BYTE* mineMap = (BYTE*)MINE_MAP_ADDRESS;
for (int y = 0; y < MAP_HEIGHT; ++y) {
for (int x = ©@; x < MAP_WIDTH; ++x) {

if (mineMap[y * 32 + x] == MINE_VALUE) {

mineMap[y * 32 + x] = EMPTY_VALUE;

}
}

MessageBoxW(NULL, L"2& K22t Alt®SLICH ", L"XI2] HIAH", MB_OK);
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« GetAsyncKeyState(VK F3) & Ox8000: F3Z|7}
:I

o F3Z|?l =2|H RemoveAllMines() 2l
o 0.5%(500ms) CHZ|(E& &= 4x))
« 0.05%(50ms)0}Ct Hi=

=3

N

DWORD WINAPI HotkeyThread{LPVOID 1pParam)
while (true) {
if (GetAsyncKeyState{VK_F3) & ) o
RemoveAllMines( );
Sleep(500);
}
Sleep(50);

return @;
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BOOL WINAPI DLIMain{HINSTANCE hinstDLL, DWORD fdwReason, LPVOID lpvReserved)

{
: _ _ if (fdwReason == DLL_PROCESS_ATTACH) A
DIl main jl_[ t;j}'|:gI| té!'_a-‘l'-; Ha \ CreateThread(NULL, @, HotkeyThread, NULL, @, NULL);
) return TRUE;

DLLO| HE 4+relE! mj
HE o] AYEE PEY
- CF=7| 2X| S 9= =S He|ot | of
DlIMain &= HIE2 )| E50= A2 IL|C}
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#pragma once
#include <windows.h>

#1fdef __cplusplus
extern "C" {
#endif

window APIE Al25}2| I 20|
WIndOWh% }II-:I::I-?-I-_E_EI- DWORD WINAPI HotkeyThread(LPVOID lpParam);

void TriggerIATHook(void);

DWORD WINAPI ShowMessage(LPVOID 1Param);

#1fdef __cplusplus
}

#endif
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#pragma once
#include <windows.h>

#1fdef __cplusplus
extern "C" {
#endif

DWORD WINAPI HotkeyThread(LPVOID lpParam);

void TriggerIATHook(void);

DWORD WINAPI ShowMessage(LPVOID 1Param);

#1fdef __cplusplus
}

#endif
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void TriggerIATHook(void)
{
if (g_hooked) return;
g_hooked = :

PE(.F-.IUH ]II.{:-EI) _;:;_% [[I_EI_}II_J:I, HMODULE hMod = GetModuleHandle( );

L, if (!hMod) return;
IAT(Impg)r Address Table)sS
{E:-_I}II _-III:I-_IHI.I :l;" I.I_ iEEI. PBYTE base = (PBYTE)hMod;

DWORD OldProtect = 0;

PIMAGE_DOS_HEADER idh = (PIMAGE_DOS_HEADER)base;
PIMAGE _OPTIONAL_HEADER ioh = (PIMAGE_OPTIONAL_HEADER)
(base + idh->e lfanew + )&
PIMAGE IMPORT _DESCRIPTOR iid = (PIMAGE_IMPORT_DESCRIPTOR)
(base + ioh- >DataDirectory[IMAGE_DIRECTORY_ENTRY_IMPORT].VirtualAddress);
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for (; iid->Name; iid++) {
PCSTR dllName = (PCSTR)(base + iid->Name);
if (_stricmp(dllName, "USER32.dll") != 0) continue;

MessageBox( , TEXT("Found USER32.d1ll in Import Directory Table"), TEXT("GUnT_0x9"), MB_OK);

(PIMAGE_THUNK_DATA32)(base + iid->FirstThunk);
(PIMAGE_THUNK_DATA32)(base + iid->0OriginalFirstThunk);

PIMAGE_THUNK_DATA32 addrTable

Setcaptu re% use r32 d I Iﬂ'" PIMAGE_THUNK_DATA32 nameTable
|mp0 rt dlreCtO ry tableﬂ"l:l for (; addrTable->ul.Function; addrTable++, nameTable++) {

— PIMAGE IMPORT BY NAME iibn = (PIMAGE IMPORT BY NAME)(base + nameTable->ul.AddressOfData);:
== A C 0|} SRR (PIMAGE_TMPORT_BY_NAME)( ble-> fData);

if (_stricmp((char*)iibn->Name, "SetCapture") == 0) {
MessageBox( , TEXT("Found SetCapture IAT Address"), TEXT("GUnT_0x9"), MB_OK);

VirtualProtect(&addrTable->ul.Function, sizeof(DWORD), PAGE_READWRITE, &0ldProtect);
addrTable->ul.Function = (DWORD)(ULONG_PTR)ShowMessage;
VirtualProtect(&addrTable->ul.Function, sizeof(DWORD), OldProtect, &0ldProtect);
return;
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for (; iid->Name; iid++) {
PCSTR dllName = (PCSTR)(base + iid->Name);
if (_stricmp(dllName, "USER32.dll") != 0) continue;

MessageBox( , TEXT("Found USER32.d1ll in Import Directory Table"), TEXT("GUnT_0x9"), MB_OK);

(PIMAGE_THUNK_DATA32)(base + iid->FirstThunk);
(PIMAGE_THUNK_DATA32)(base + iid->0OriginalFirstThunk);

PIMAGE_THUNK_DATA32 addrTable
PIMAGE_THUNK_DATA32 nameTable

II-E I ShOWM essa e J"- for (; addrTable->ul.Function; addrTable++, nameTable++) {
r L
I}IIJI-"II ?I-I:IE PIMAGE_IMPORT_BY_NAME iibn = (PIMAGE_IMPORT_BY_NAME)(base + nameTable->ul.AddressOfData);
—1

if (_stricmp((char*)iibn->Name, "SetCapture") == 0) {
MessageBox( , TEXT("Found SetCapture IAT Address"), TEXT("GUnT_0x9"), MB_OK);

VirtualProtect(&addrTable->ul.Function, sizeof(DWORD), PAGE_READWRITE, &0ldProtect);
addrTable->ul.Function = (DWORD)(ULONG_PTR)ShowMessage;
VirtualProtect(&addrTable->ul.Function, sizeof(DWORD), OldProtect, &0ldProtect);
return;
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DWORD WINAPI HotkeyThread(LPVOID LlpParam)

{
while ( ) {
GetAsyncKeyState(VK F2)= Lf (GetAsyncKeyState(VK_F2) &
F2E A 8otH SEr| S My ot

Sleep( )

}
Sleep(50);

}

return 0;
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® 0O

DWORD WINAPI HotkeyThread(LPVOID LlpParam)

{
while ( ) {
|:2}'|— té"%ﬁ'l-lil:l |AT_1?_?:.| EEH}'E if (GetAsyncKeyState(VK _F2) &
L ?I.I_:.I-I Ehﬂ-ltl. TriggerIATHook( );
| L = =T AL

Sleep(500);

}
Sleep(50);

}

return 0;
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= BOOL WINAPI DLl1Main(HINSTANCE hinstDLL, DWORD fdwReason, LPVOID 1lpvReserved)
— r
dil=& = [[H {

— — if (fdwReason == DLL PROCESS ATTACH) {
— = =
?,:!-E'I I :I':I-I IE . E—II - EJ"':.“""'_IUI-EI' DisableThreadLibraryCalls(hinstDLL);

CreateThread( , 0, HotkeyThread,

" }
return TRUE;
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BOOL WINAPI DLl1Main(HINSTANCE hinstDLL, DWORD fdwReason, LPVOID 1lpvReserved)
{

if (fdwReason == DLL_PROCESS ATTACH) {
DisableThreadLibraryCalls(hinstDLL);
CreateThread( , 0, HotkeyThread,

}
return TRUE;
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A(Ctrl+
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M 'IAThooking_winmine' (1

17] &2
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hookingcode.cp

MB_OK) ;

&01dProtect) ;
© 1 0941x)

&0IdProtect) .

0
&
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IAThooking_winmine
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IAThooking_winmine o

. = 0= = . s z _ & GitHub Copilot &

| &24(Ctrl+)

j_] |_{j—-!__jj:.}—{jj~§]_j # X TriggerlATHook{void) ¥4 'IAThooking winmine’ (1 Z2HE2| 1)
PORT DESCRIPTOR) (base + > MAGE_D RY_ENTRY. IMPORT].\ bl Ay e
OO O OO base + ioh—>DataDirectory[ IMAGE_DIRECTORY_ENTRY_|MPORT ] ) BB o
= o i = = s e o s o0 3
5 8 S S B S S —a = okt Ea
A o e o ; SE ARl
Al BT continue: ' el

Terminate Del - o Dt.. :':(Touoti:‘r\qcode.cpp

Terminate tree Shift+Del T S

=
|

| = ] S 51 ] o S R e U

/™ Process Hacker [&1} 51 Suspend

1 o e o
1 T o D o
LLLLLLLLLLLL__L_

i fo)
L
o [
=i
=

-1
-1
ElE
11

il _1 Restart
= | ] 3 AR Hacker View TJools Us =
_JI _J Processes Services Network Create dump file
— —ee = - Et— ([ ah | o+ rame rab e++) { Name Debug ivate by.. User fwme Description
1AM bn = (PIMAGE IMPORT BY NAME)(bas B ServiceHubT o vjualization 24 MB BIH5F - ServiceHub.TestWindowStoreH.
L ; == W ServicoHub — 7223 M8 W 2 ServiceHub DataWarehouseHo.
= ; &9 : A v W ServiceHub.F Affinity 2424 M8 ServiceHub. Host.dotnet x64
L] if (_stricmp(| *) i ;brf‘-N;me ture") = 0) { i Opencon Priority 235 M8
MessageBox(NULL, TEXT("Found S ture Al Aadress £¥ powershe 1/O priority 6532 MB SHIF YHE Windows PowerShell
T TGRSR viscetaneous Detach from debugger shostee
VirtualProtect(&addrTable—>ul.Function, ‘ vepkgsivexe  window GDI handles Microsoft (R) Visual C++ Lang.

> Microsoft (R) Visual C++ Lang

d le—> - = (DWORD) (ULONG_ )] vepkgsiv.exe g (
- - I_ aQJrTab.e ul thnct 1on’ WORD) (ULC Sho.\ !e%‘; Rl Caatih orline SuteM Inject DLL ok 56 Vit B iy
VirtualProtect(&addrTable->ul.Function W p Page priority : AR
vepkgsiv.exe Open file location  Ctrl+Enter Microsoft (R) Visual C++ Lang
return; worki
F F I I St vepkgsrv.exe Properties Enter Reducaworking set. Microsoft (R} Visual C++ Lang.

~ & MsBuild.exe Copy Culec Run as
8 conhostexe Copy "Name"
} = msvsmo 005 559KE/z 629 MB SusawaE Visual Studio 2022 Remote De
1.91 MB S'Hl-rnma?jﬁ Entertainment Pack Mineswee
v [ msedgewebview2 exe 224 B/s 388 M8 FI Microsoft Edge WebView2
& msedgewebview2e.. 238 MB S05 Microsoft Edge WebView2
T 2 s - webview2.e 2 998 kB/s 9482 MB W Microzoft Edge WebView2
15 ( Y Y. o [ 30 ) e -
S ew2e. 2 11.12 M8 S} Microsoft Edge WebView2
ew2.0 7.96 MB 2 Microsoft Edge WebView2
& msedgewebview2e.. i 4642 kB/s 484 MB aa Microsoft Edge WebView2
& msedgewebview2 e 1 448 8/s 2677 MB |OIFOiWHAE Microsoft Edge WebView2
68 BackgroundDownload 11633 MB ST Hiwy Visual Studio Background Do..
"1 SnippingTool exe 4057 MB SUSNWHAE
@SamsungSemngsHost.exe : 93.08 MB SUIFHWHAE SamsungSettingsHost
(® sam:ungSettingsHost.exe . 2 9595 M8 RI}TFHiw SamsungSettingsHost
B HncupdateTray.exe 4813 MB SHISFHWHAE HncUpdateTray

[ AP SO SO, 1ar=a ain O 0L G D 2L TLE Alootec Binilana

Run as this user...
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¢ HgiF  BEE WV Git(G) | ZeXMEM) | WE(s) B©) HAE(S AN =7 2AHX) =& UH) O 244~ IAThooking_winmine o
D o 01 . ot 5 ) = - B vl | 02 S £ 3 - g . - & GitHub Copilot &
GEMA: | o ine exe B
}

4 B2 A (Ctrde)
d TriggerlATHook{void) = # 5 M 'lAThooking_winmine
A T — £ 9pnt gjue
ioh->DataDirectory[ IMAGE_DIRECTORY_ENTRY_IMPORT] z
I1AThooking_winmine
o0y
& N F&Y
B 2laA ol
B A2 o
"+ hookingcode.cpp

Q)

J)R) (base +

TA32) (base +

171 _ .
MddrTablet++, nameTable+t) {
PIMAGE IMPORT BY NAME)(bas ™ [-=] IATHooking * IAThooking_winmine *

ProcessHacker.exex2 sl 4

TEXT( "Foun apture |A B Minesweeper
28 m2y an

| ] I
I—.' 1 INnject dll E dll= + o ok
I
I=l E H I=l I:I VirtualProtect(&addrTable->ul.Function, B Debug B Ashooking winrainea
addrTable->ul.Function = (DWORD) (ULONG_PTR)ShowMesse

2025-07-07 2% 818

VirtualProtect(&addrTable->ui.Function

return;

© M7 HMSIX| AR | &~ d
> = M%&)

HM(Ctrl+E) P~ > = uss S2told |

> = uyse EetojH (e

I} 31 O & (N): 1AThooking_winmine.dll DLL files (*dll)

F

bw%ﬁ'-bﬁm_v' . ans | Eenhi..  ainoAAn. O HLG LU E SR S S |

AA O 2t T 2RXE MY A LY

2%2)(0)

Back to Agenda Pa



5] g g g | e o g g g ] g o ] v )
U Wt ) i S D) D T i e MW D D 5 i 1
i il i | i i i i i i i
i O e D ) s i ot i i e ) ) o M
U ot I W i O B o
i I V0 ) i D G I i i i N O D O O O
S g g g g s e ] ] 2 2 g P g T
) O I B e IS 0 0 i ) 1 O

Saas

o

i1 DT D i Dl

I o o o e o ] ]
U YD D O o
JJJJJJJJJJJJJJJH”
A O O O O ) G [
i i i i ) D e O o ) O o i i i S
JJJJJJJJJJJJJJJJJJJJJJJJJJJJJJ

! AUl TV T O

DIMACLLE MDADRT DR NAME =
“IMAGE_IMFUR | _DBY_INAMLC Ilbn —

F2L-2MH Hf 2
Import Dlrectory Table=
Aelh= HIMIX]2 EL0

5 1= mf
i o] i )
Ei =l El S|
= P
A I
=] = 5 5

ddrTablet+,
(PIMAGE_IMP

if (_stricmp((charx)iibn->Name,
MessageBox(NULL, TEXT("Found SetCapture

VirtualProtect(&addrTable—>ul.Function,

VirtualProtect(&addrTable—>ul.Function,
return.

IRERENENINE-2> || in |mport Directory Table"),

_THUNK_DAT/
_THUNK_DATA

nameTablet++) {
ORT_BY
Live Your IT

"SetCapture'

addrTable—>ul.Function = (DWORD) (ULONG_F

¥ TriggerlATHook(void)

E_IMPORT_DESCRIPTOR) (base + ioh—>DataDirectory[ IMAGE

TEXT( "GUnT_0x9")

A32)(base + iid—>FirstThunk);
32)(base + iid—>0riginalFirstThunk)

{

NAME ) ( b

Found USER324dll in Import Directory Table
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Tab I e — r_ R32.dl1 in Import Directory Table"), TEXT("GUnT_0x9"

SetCapture PAE THAK DT
3

S ir Tablet+, nameTablet++) {
MPORT_BY_NAME iibn = (PIMAGE_IMPORT_BY_NAME)

Live Your IT

2)(base + iid—>FirstThunk):
2)(base + iid—>0riginalFirstThunk

if (_stricmp((char=*)iibn—->Name, "SetCapture") ==
MessageBox(NULL, TEXT("Found SetCapture AT [l

VirtualProtect(&addrTable—>ul.Function, siz
addrTable—>ul.Function = (DWORD) (ULONG_PTR)SNa
VirtualProtect(&addrTable—>ul.Function, size
return;
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return,

. TriggerlATHook(void)
E \MrO \T_DESCRIPTOR) (base + ioh—->DataDirectory[ IMAGE_DIRECTORY_ENTRY_IMPORT].

id->Name) ;
') 1= 0) continue;
tory Table"), TEXT("GUnT_0x9")

"'”éGF _THUNK_DATA32) (base + iid->FirstThunk);
IMAGE_THUNK_DATA32) (base + iid—>0riginalFirstThunk) :

M idr Tablet+, nameTablet+t) {
iibn = |

PIMAGE_|MPORT_BY_NAME) (base + nameTable—>ul.AddressOfData) ;

(_stricmp((char+)iibn->Name, "Set
MessageBox(NULL, TEXT("Found SetCapt

(T("GUnT_0x8"), MB_OK):

VirtualProtect(&addrTable—>ul.Function, sizeof(DWORD), PAGE[ READWRITE. &0ldProtect) ;
addrTable—>ul.Function = (DWORD)(ULONG_PTR)ShowMessage:
VirtualProtect(&addrTable->ul.Function, sizeof(DWORD), OldProtect!, &0ldProtect) :
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