
House of Zombie

SCA

Linux Glibc exploitation



Codegate 2025 예선 pwnable ‘TodoList’문제에서 Arb R/W 프리미티브를 확보 후

익스플로잇 방법을 찾던 중,

FSOP보다 훨씬 간편한 익스플로잇 기법인 House of Zombie인 고안해냈다.

사건의발단

~코드게이트예선중~



GOT, PLT

Prerequisite

STACK PIVOTING

RSP

RBP

FRAME



Prerequisite - PRINTF,PUTS

출력 함수들은 내부적으로

아래와 같은 콜스택을 가진다.

printf·puts → strlen() → j_strlen(PLT) 

→ GOT → strlen@libc

PRINT



Prerequisite - PLT0

GitHub

bfd/elf64-x86-64.c

https://github.com/bminor/binutils-gdb/blob/master/bfd/elf64-x86-64.c


House of Zombie

제목을 입력해주세요

이미 있는 익스플로잇 기법들 (FSOP,

EXIT handler overwrite를 대체 할 수 있다.
사용이유

House of Zombie 장점

단점

익스플로잇이 간단하고 단 한번의

쓰기만으로 쉘 획득이 가능하다.

최신버전의 GLIBC에서는 해당 기법이

통하지 않는다.



PoC

https://blog.kakaocdn.net/dna/WNV94/btsOSOKj6MP/AAAAAAAAAAAAAAAAAAAAALSkBiTJplAjNr5Ygls5I6PJ9chDRcdmEzBfCfH8KEhh/poc.zip?credential=yqXZFxpELC7KVnFOS48ylbz2pIh7yKj8&expires=1753973999&allow_ip=&allow_referer=&signature=JgbuNakw1L65Bq8R2Ne0vrkCH64%3D&attach=1&knm=tfile.zip


PoC

~ ~

https://blog.kakaocdn.net/dna/WNV94/btsOSOKj6MP/AAAAAAAAAAAAAAAAAAAAALSkBiTJplAjNr5Ygls5I6PJ9chDRcdmEzBfCfH8KEhh/poc.zip?credential=yqXZFxpELC7KVnFOS48ylbz2pIh7yKj8&expires=1753973999&allow_ip=&allow_referer=&signature=JgbuNakw1L65Bq8R2Ne0vrkCH64%3D&attach=1&knm=tfile.zip


PoC

plt0 .

https://blog.kakaocdn.net/dna/WNV94/btsOSOKj6MP/AAAAAAAAAAAAAAAAAAAAALSkBiTJplAjNr5Ygls5I6PJ9chDRcdmEzBfCfH8KEhh/poc.zip?credential=yqXZFxpELC7KVnFOS48ylbz2pIh7yKj8&expires=1753973999&allow_ip=&allow_referer=&signature=JgbuNakw1L65Bq8R2Ne0vrkCH64%3D&attach=1&knm=tfile.zip


PoC

https://blog.kakaocdn.net/dna/WNV94/btsOSOKj6MP/AAAAAAAAAAAAAAAAAAAAALSkBiTJplAjNr5Ygls5I6PJ9chDRcdmEzBfCfH8KEhh/poc.zip?credential=yqXZFxpELC7KVnFOS48ylbz2pIh7yKj8&expires=1753973999&allow_ip=&allow_referer=&signature=JgbuNakw1L65Bq8R2Ne0vrkCH64%3D&attach=1&knm=tfile.zip


PoC

https://blog.kakaocdn.net/dna/WNV94/btsOSOKj6MP/AAAAAAAAAAAAAAAAAAAAALSkBiTJplAjNr5Ygls5I6PJ9chDRcdmEzBfCfH8KEhh/poc.zip?credential=yqXZFxpELC7KVnFOS48ylbz2pIh7yKj8&expires=1753973999&allow_ip=&allow_referer=&signature=JgbuNakw1L65Bq8R2Ne0vrkCH64%3D&attach=1&knm=tfile.zip


PoC

https://blog.kakaocdn.net/dna/WNV94/btsOSOKj6MP/AAAAAAAAAAAAAAAAAAAAALSkBiTJplAjNr5Ygls5I6PJ9chDRcdmEzBfCfH8KEhh/poc.zip?credential=yqXZFxpELC7KVnFOS48ylbz2pIh7yKj8&expires=1753973999&allow_ip=&allow_referer=&signature=JgbuNakw1L65Bq8R2Ne0vrkCH64%3D&attach=1&knm=tfile.zip


PoC

https://blog.kakaocdn.net/dna/WNV94/btsOSOKj6MP/AAAAAAAAAAAAAAAAAAAAALSkBiTJplAjNr5Ygls5I6PJ9chDRcdmEzBfCfH8KEhh/poc.zip?credential=yqXZFxpELC7KVnFOS48ylbz2pIh7yKj8&expires=1753973999&allow_ip=&allow_referer=&signature=JgbuNakw1L65Bq8R2Ne0vrkCH64%3D&attach=1&knm=tfile.zip


마무리~!



SCA 강대성

THANK YOU!

감사합니다!


