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Make Apple

Model iPhone 14 Plus
Orientation
XResolution
YResolution
ResolutionUnit
Software 26.5

ModifyDate Mon Jun 01 2026 18:14:42 GMT+0900 (8= EZA|)
HostComputer iPhone 14 Plus

YCbCrPositioning 1
GPSLatitudeRef N
GPSLatitude 37.6278
GPSLongitudeRef

GPSLongitude 26
GPSAltitudeRef 0
GPSAltitude 83.4394
GPSTimeStamp 0,14,42
GPSSpeedRef
GPSSpeed
GPSImgDirectionRef
GPSImgDirection
GPSDestBearingRef
GPSDestBearing
GPSDateStamp
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ExposureProgram
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HashCalc

Data Format:  Date:
File v | phill#OneDriveWDesktopWsCA_CTFWauthoritest txt |

Key - Key: _
HMAC lext string ~ |

bbafed /d6679263831b664bdbb ffladd
N T s

0a0a%2ab772942557ab5355d 7hafd42(8f65e01

te St tXt SHAZ! [dffd6021bb2bd5h0afs 762908092 c 3a53191dda1 ¢ 7 70adb2a6ae
v RIPEMD160 [577abadbdabda /560 /546842e0e001053500 1 aaf
PANAMA |
TIGER —r— — —e—————————————————————

L=
[
(g ]
[y

A3
5

—_ O
M =

MD2
1o} 1H X — ADLER3
CRC32 iecdac3dl

eDonkey/
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HEIID, Wﬂrldl | Calculate |

Close
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File

test.txt
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Hello, World!!
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MD2
ADLER32
CRC32
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HashCalc

v | philf¥OneDriveWDesktopWSCA_CTF#authorttest txt .,

dbb305eebbabafchb fefchbilDabidb?

5c9c921d4abab4603d 16401808922 15af46bf873

0371927830c3530bf9af08610edaeece368c 76(9be 724 709972c4

6328ac33a20c25c85363d 7cactalb1519a4418¢

185467c4

Calculate
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xxd Metadata2Go Autopsy
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binwalk TestDisk
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- ph1111p@DESKTOP-3LHD50Q: /mnt/c/Users/<Z & /Downloads$ binwalk firmware.bin
g TS B
| - DECIMAL HEXADECIMAL DESCRIPTION
_ VIUCT UTICT .
= 256 Dx100 PNG wmage, 1 x 1, 8-bit/color RGB, non-interlaced
\ 297 @x129 Z1L1b compressed data, default compression
ViR | , 768 0x300 gz1lp compressed data, maxuimum compression, last modified: 2026-06-06
— | 14:41:29
e 1536 0x600 Z1p archive data, at least v2.0 to extract, compressed size: 54,
FeadnNoarc ()rUﬂCﬂmprEEEEd size: 52, name: readme.txt
Lo : 1630 @x65E Z1p archive data, at least v2.0 to extract, compressed size: 35,
gref uncompressed size: 35, name: secret.txt
A ddO 1817 @x719 End of Zip archive, footer length: 22
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binwalk
ph1111p@DESKTOP-3LHD5Q: /mnt/c/Users/ 2 & /Downloads$ binwalk -e firmware.bin
DECIMAL HEXADECIMAL DESCRIPTION
256 0x100 PNG umage, 1 x 1, B-bit/color RGB, non-interlaced
297 @x129 Z11b compressed data, default compression
768 0x300 gzip compressed data, maximum compression, last modified: 2026-06-06
14:41:29
WARNING: Extractor.execute failled to run external extractor 'jar xvf 'Se'': [Errno 13] Permission denied:
‘jar', 'jar xvf 'Sse'' might not be installed correctly
536 0x600 Z1p archiwve data, at least v2.0 to extract, compressed size: 54,
uncompressed size: 52, name: readme.txt
1630 @x65E Z1p archive data, at least v2.0 to extract, compressed size: 35,
uncompressed size: 35, name: secret.txt
1817 @x719 End of Zip archive, footer length: 22

_binwalk_practice_firmware. bin extracted
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flag{BINWALK_FINDS_EMBEDDED_FILES)

This ZIP was embedded inside a fake firmware image.
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CyberChef

https://gchg.github.io/CyberChef/
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Date Modified

[' "F'h an) =1 exe.mui 30 Reguiar File  2009-07-14 .
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5 and Settings
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File List

Size | Type Date Modified
amde4_agp.inf.resour... S it ToR R
amde4d_battery.inf.res...
amde4_battery.inf.res...
amde4_battery.inf.res. .. :
amde4_battery.inf.res. .. .
amde4_battery.inf.res...
amde4_battery.inf.res. .. e
amde4_battery.inf.res... 1 Directory
amde4_battery.inf.res. .. 1 Directory
amd&d battery.inf.res... 1 Directory

Date Modified

agp.int_loc 3 Regular File 2009-07-13 ..
gagp30kcsys.mui 3 Reqular File 2010-11-1

Uagp33.5ys5.mui 3 Regular File 2009-07-13 ...

FTK Imager
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X
X
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4
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ARA 1=l A2 CF21f 20| XE7F HAQULCE.
?22 — Export Files..2 2 S 7}5)
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WinPrefetchView

PH WinPrefetchView
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File Edit View Options Help

CRORD32.EXE-F...

,m:F;r:]F;E:l:az.Ex:E-F...
5= ADISO.EXE-1ADAQD...

Filename

|I| i' M Fr

ADVARISZ2.DLL
APPHELP.DLL

223 Files, 1 Selected

ArrE0AlR] OF0IZ

Created Time Modified Time

2021-01-20 ..

2021-01-20 ..

Process EXE
ACCESSDATA_F..

File Size

39,671

2021-01-20 ...
2021-01-20 ...
2021-01-21 ...
2021-01-21 ...
2021-01-20 ...

2021-01-20 ...
2021-01-20 ...
2021-01-21 ...
2021-01-21 ...
2021-01-20 ...

39,881

"I -} I:"I'I-rl

LA

l‘Irl 'I-'I-"i

gt o i

6,250

ACRORD32.EXE

ADISO.EXE

Full Path

CWUSERSWUSERWAPPDATAWL...
C:fUsersWUSERWDOWNLOAD...

CWUSERSWUSERWAPPDATAWL...
CWUSERSWUSERWAPPDATAML...
C:HWindows#SysWOW6E4AWady...
C:WWindowsWSysWOWedWapp...

Device Path

WWOLUME[D1d62dfbe778586¢...
WWOLUME{D1d62dfb6778586¢...
WWOLUME{D1d62dfb6778586¢...
WWVOLUME{D1d62dfb6778586C...
WWOLUME{D1d62dfb6778586C...
WWOLUME{D1d62dfb6778586¢...

NirSoft Freeware. httpoiwww.nirsoft.net

https://hey-stranger.tistory.com/62
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Steganography Online

OO|A|L} 2C|2 mHA Qo] 574 HO[EE =il

Steganography Online

Decode image

L
St eg G n Og ra p hy O n | I n e To decode a hidden message from an image, just choose an image and hit the Decode button

Meither the image nor the message that has been hidden will be at any moment transmitted over the web, all the magic happens within your browser.

ISR M E o glE
eeeee

© 2014 by stylesuxx

https://stylesuxx.github.io/steganography/
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Hidden message

Stegqnography Or 000000000000I$OISOI$01$00000000000000000000000000000000000000000000000000000000000§§§y¥¥5y57¥0y7yyyyvvyyOysyviveryy =
J¥¥¥TFYAOOOOO00000000000000000$01$0I$01$0@00000000000000000000000000000000000000000000000000000000002¥¥¥¥¥¥7yyyo? |1
s o o mon P oy o s . — 22 (s, o ol el il m s — P —_ % " . [ /:

Input

[ ] ] 1,\/,
FREEERETREEET <

© 2014 by stylesuxx

https://stylesuxx.github.io/steganography/
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grep

o LiE0M SE 2AES ZAte O AFZol= B0

¢yl philllp@Phillip: ~ X + v

ph1111lp@Phillip:~$ grep [&M] [WE] [t H]

grep
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o] LIZHAM S8 =4t

| ph1l1lp@Phillip:/mnt/c/Users/phill/Downloads/Hefty Image/test$ grep "flag" test.txt
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAf LagAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
ph1111p@Phillip:/mnt/c/Users/phill/Downloads/Hefty Image/test$ |


https://stylesuxx.github.io/steganography/

Fo15AICH

O
—

Ngs A} 7}

SCA

HLt.,

of| A HA

(o]
=l

2E 1

et

%I-c:

dEele =

¢
o -m LA} F|CHE TA|

°

® —r:


https://stylesuxx.github.io/steganography/

SCA

Audacity

A THE= BOIFAIT

0|0||/QL|Q FailAl £

Audacﬁy

032 QIAA QL|Q W3

QrC|e mielo| mp&dn} 2mp4 Ae



https://stylesuxx.github.io/steganography/

g A} TS Hoj Ak

SCA
0||R|/QLC|Q FalA| 7

Audacity



https://stylesuxx.github.io/steganography/

Basic_Forensics_1
https://dreamhack.io/wargame/challenges/518



# Steganography Online

Basic_Forensics_1
https://dreamhack.io/wargame/challenges/518



Audio Steganography
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