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header.payload.signature
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"uid": "admin”

"rank’: "admin”
"exp": 600




base64url

Secret Key
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header + payload + Secret key
— signature

old_signature == new_signatue
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input: Payload | Token):
isinstance(input, Payload):
bytes = json.dumps(header).encode( )
result = base64.urlsafe_b64encode(bytes)
result_strl = result.decode( )

bytes = input.model_dump_json().encode( )
result = base64.urlsafe_b64encode(bytes)
result_str2 = result.decode( )

result_strl = input.header
result_str2 = input.payload
message = f'{result_strl}./result_str2!.encode('UTF-8')
signhature = hmac.new(secret_key, message, hashlib.sha256).digest()
signature_encoded = base64.urlsafe_b64encode(signature)
.decode('ascii').strip("'=")
result_strl, result_str2, signature_enc




input: Pavload | Token):

Isinstan .
pytes= ClaSS Payload(BaseModel):
result= ysername. str
result_ .

rank: str
bytes = exp. int
result =

result. class Token(BaseModel):
i header:str
result_  payload- str

message = : :
signature = Slgnatu re. str 56).digest()
signature_e e)
.decode('ascii).strip( =)

result_strl, result_str2, signature_enc




input: Payload | Token):
isinstance(input, Payload):
bytes = json.dumps(header).encode('UTF-8')
result = base64.urlsafe_b64encode(bytes)
result_strl = result.decode( ascii’)

bytes = input.model_dump_json().encode( UTF-8)
result = base64.urlsafe_b64encode(bytes)
result_str2 = result.decode('ascii’)

result_strl = input.header
result_str2 = input.payload
message = f'{result_strl!. result_str2'.encode('UTF-8')
sighature = hmac.new(secret_key, message, hashlib.sha256).digest()
signature_encoded = base64.urlsafe_b64encode(signature)
.decode('ascii').strip("=")
result_strl, result_str2, signature_enc




02 (uid, refresh_token):

connection = pymysql.connect(**DB_CONFIG)
REFRESH connection.cursor() as cursor:

E = sql_delete =" refresh_tokens
= = %s'"
cursor.execute(sql_delete, (uid,))
sql_insert = refresh_tokens (uid,

(%s, %s)
cursor.execute(sql_insert, (uid, refresh_token))

connection.commit()
connection.close()
refresh token




secrets.token hex(10))

\

02 (uid, refresh_token):
RE F RES H connection = pymysql.connect(**DB_CONFIG)
connection.cursor() as cursor:
E = sql_delete =" refresh_tokens
= = 0%s' "
cursor.execute(sql_delete, (uid,))
sql_insert = ' refresh_tokens (uid,

(%s, %s)
cursor.execute(sql_insert, (uid, refresh_token))

connection.commit()
connection.close()
refresh token




02

(uid, refresh_token):

REFRESH connection = pymysqgl.connect(**DB_CONFIG)

ED

connection.cursor() 25 cursor:

sgl = refresh_tokens
= 0s'"
cursor.execute(sql, (uid,))
result = cursor.fetchone()
result:
connection.close()

result| refresh token'] == refresh token




("/token")
(response: Response, user: Users):
result = db.get_users(user.uid)
result] pwd'] == user.pwd:
cookies.jwt_cookie(response, result['uid'],
result[ class'])
cookies.refresh_cookie(response, result[ uid'])

‘Ml
o O

Response(status code=status.HTTP_401_UNAUTHORIZED)




("/refresh”)
(response: Response, refresht: RefreshToken):
uid, refre = refresht.refresh_token.split(":)
db.check_refresh_token(uid, refre) ==
cookies.jwt_cookie(response, uid)

"A-l_T'_"
o O

Response(status_code=status.HTTP_401_UNAUTHORIZED)
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