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Risk Analysis

Source Risk Object Type Risk Object

All All mvalitu

DISTINCT MODIFIER SOURCES DISTINCT RISK OBJECTS MEDIAN RISK SCORE

15 48 minimal

Risk Modifiers Over Time
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other (34)
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fime TH030 - Data .. fer Size Limits

risk_score

Risk Score By Object
risk_object = risk_object_type ¥ risk_score ¥

No investigation is currently loaded. Please create (+) or load an existing one (=).

Cloud Security =

Risk Modifiers By Annotations

Last 7 days

AGGREGATED SYSTEM RISK

Brand Monitoring
cis 7
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PRIP

Suspicious Emails

TH021 - Remote Services
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SPLUNK DDOS PROTECT DEMO
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M4 JSON
{
"ok": true,
"event": {
"event_type": "product_click",
"timestamp": "2026-07-12T23:42:43,9927",

"session_id": "40f6cdfe-3f55-4147-805a-
Edge Shield Hoodie WAF Guard Cap 07d168e4e663",
N _ _ _ Ilpagell: II/II
CloudFront %X|2 E|0t2 &t G2 AHZQILICE 2 Eaj) Ri0te Aalsts UL wproduct": {
"id": "waf-cap",
“name": "WAF Guard Cap“,
"category": "apparel",

"currency": "KRW"

¥,

"client": {

"ip": "118.221.173.107, 15.158.3.198",

"user_agent": "Mozilla/5.8 (Macintosh;
Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/146.0.0.0
Safari/537.36",

"referer": ""

e
ks

"splunk": {
“"delivered": false,

L°g Bucket Tote Splunk Query MUQ "reason": "Splunk HEC is not configured.

S3 20 MEA 2HEC| EEHMQIL|CY, SPL EiX| 2|2 e §t= t{aglL|c). Set SPLUNK_HEC_URL and SPLUNK_HEC_TOKEN."

}
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Create data inputs to collect data from AWS

Ingesting data from AWS to Splunk Cloud? Have you tried the new Splunk Data Manager yet?
Data Manager makes AWS data ingestion simpler, more automated and centrally managed for you, while co-existing with AWS
Read our blog post[Z to learn more about Data Manager and it's availability on your Splunk Cloud instance.

3 Inputs HO|X|E 1070 » ‘ (=L e o

Input Name = Data Type 2 Input Type 2 Account 2

cloudfront_logs CloudFront Access Logs Generic S3 Gyeongdaeyoung
vpc_flow_logs Generic S3 Generic S3 Gyeongdaeyoung

waf_logs Generic S3 Generic S3 Gyeongdaeyoung
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index=aws earliest=-24h "/api/events/product-click" "product_name=" | rex field=_raw "product_name=(7?<product_name>[*&\s\t]+)" | eval

product_name=replace(urldecode(product_name), "\\+", " ") | stats count as clicks by product_name | sort - clicks

Administrator ~

splunk> Enterprise o
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index=aws earliest=-24h "/api/events/product-click" "product_name=" | rex field=_raw "product_name=(7?<product_name>[*&\s\t]+)" | eval AZHHEQ|: &2 2442t - n{
product_name=replace(urldecode(product_name), "\\+", " ") | stats count as clicks by product_name | sort - clicks
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index=aws earliest=-24h "/api/events/product-click" "product_name=" | rex field=_raw "product_name=(?<product_name>[*&\s\t]+)" | eval
product_name=replace(urldecode(product_name), "\\+", " ") | stats count as clicks by product_name | sort - clicks
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DOS & &8 &

ChatGPT 7} 0I5

m+ README.md sync_cloudfront_logs.sh firehose.tf M simulate_ddos_requests.py X € .gitignore main.tf backend.tf
scripts > simulate_ddos_requests.py

import time
import urllib.error
import urllib. request

USER_AGENTS = [
"Mozilla/5.0",
"curl/8.1.2",

python-requests/2.31.0",

"HeadlessChrome",
PATHS = ["/", "/login", "“/api/items", "/search?q=test", "/wp-login.php"]

request_once(base_url: str, timeout: float) -> int:
url = base_url.rstrip("/") + random.choice(PATHS)
request = urllib.request.Request(url, headers={"User-Agent": random.choice(USER_AGENTS)})
try:

with urllib.request.urlopen(request, timeout=timeout) as response:

return response.status

except urllib.error.HTTPError as error:

return error.code
except Exception:

return @

main() —> N
Problems Output Debug Console Terminal Ports

gyeongdaeyeong@gyeongdaeyeong—-ui-MacBookAir Splunk_Portect_DDos % python3 scripts/simulate_ddos_requests.py —url https://d2gmzbb58zvu9l.cloudfront.net —durat
ion-seconds 70 --requests 50000 --concurrency 450 --delay 1

1
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403 ERROR

The request could not be satisfied.

Request blocked. We can't connect to the server for this app or website at this time. There might be too much traffic or a configuration error. Try again later, or contact the app or website owner.
If you provide content to customers through CloudFront, you can find steps to troubleshoot and help prevent this error by reviewing the CloudFront documentation.

Generated by cloudfront (CloudFront)
Request ID: WDP—-1pEMfYObSWUABDN7jBTu7c4k5XAeMFHoFUi2p0tPwt0rdhgdA==
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403 ERROR

The request could not be satisfied.

Request blocked. We can't connect to the server for this app or website at this time. There might be too much traffic or a configuration error. Try again later, or contact the app or website owner.
If you provide content to customers through CloudFront, you can find steps to troubleshoot and help prevent this error by reviewing the CloudFront documentation.

Generated by cloudfront (CloudFront)
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403 ERROR

The request could not be satisfied.

M #17

@ Secure Core

Request blocked. We can't connect to the server for this app or website at this time. There might be too much traffic or a configuration error. Try again later, or contact the app o
If you provide content to customers through CloudFront, you can find steps to troubleshoot and help prevent this error by reviewing the CloudFront documentation.
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