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func (h *Handler) SubmitFlag(ctx *gin.Context) 1{

if correct {
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*ScoreboardRepo) leaderboardChallenges(ctx context.Context,

divisionID *int64)
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([Imodels.LeaderboardChallenge, map[int64]int, error)

*ScoreboardRepo) Leaderboard(ctx context.Context, divisionID *int64) (models.lLeaderboardResponse, error) { o=

*ScoreboardRepo) TeamLeaderboard(ctx context.Context, divisionID *int64) (models.TeamLeaderboardResponse, error) { on

*ScoreboardRepo) TimelineSubmissions(ctx context.Context, since *xtime.Time, divisionID *int64) ([lmodels.UserTimelineRow, error) { &
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func (h *Handler) Leaderboard(ctx *gin.Context) { func (h *Handler) SubmitFlag(ctx *gin.Context) {
cacheKey := "leaderboard:users" /] oo (BE)

if h.respondFromCache(ctx, cacheKey) {

return if correct {

1 h.invalidateTimelineCache()

h.invalidatelLeaderboardCachel()

rows, err := h.score.lLeaderboard(ctx.Request.Context()) /] e (SH)

if err !'= nil { }
writeError(ctx, err)

return

h.storeCache(ctx, cacheKey, rows, h.cfg.Cache.lLeaderboardTTL)
ctx.JSON(http.StatusOK, rows)

Redis 7H&0| E|{RUCHH(Cache Hit) HIZ SE
Cache Miss 2lH Leaderboard AlAF S FAl & SEt
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n. (ctx, cacheKey)
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e
¥ ()
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err nil {

(ctx, err)
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func (h *Handler) SubmitFlag(ctx =gin.Context) 1

if correct {
h.invalidateTimelineCache() ATOEE Y B9
n.invalidatelLeaderboardCache() SSE O|HIE M&

n.publishScoreboardEvent()
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func (h *Handler) SubmitFlag(ctx =gin.Context) 1

if correct {
h.invalidateTimelineCache() ATOEE Y B9
n.invalidatelLeaderboardCache() SSE O|HIE M&

n.publishScoreboardEvent()
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When the cache is empty, many clients can hit the leaderboard API at the same time and trigger the same expensive recomputation multiple times.

With SSE, these bursts are more synchronized, so this "thundering herd" effect becomes more likely.

We mitigate this by debouncing events, letting only one node rebuild the cache under a Redis lock, and broadcasting an update only after the cache is refreshed.
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w2 M E0j|A] ALRE|= Q101= Go 101, T FofLt HEHALL SA|M H2|o| 2
ES| olZe 2R E SHEN| M X AR E|l= A Y. (Kubernetes?t CNCF AHEjA|2

I

Go 0{oi|A{2] el = sl a9/ T 9l Gin} PostgreSQL ORME /8t BunS AFRE). Y= NestJS7H F2{0|FOLY
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TN ATHEEN He2 = 2= SHIE S22 NME, FN KON /5 82 HE, &
ATOEE HS0| o= &. 0] S0 €2 7|s= X2[oH0F otV | IHE0| 3 &
func (h *Handler) notifyScoreboardChanged(ctx context.Context, reason string) {
h.invalidatelLeaderboardCache() .
h.invalidateTimelineCache() Al F=&t
h.publishScoreboardEvent(ctx, reason)
} scoreboard.events O|HIE 2dl (CIHIRA 7|& O|HIE)

func (h *Handler) publishScoreboardEvent(ctx context.Context, reason string) {
event := realtime.ScoreboardEvent{
Scope: "all",
Reason: reason,

TS: time.Now().UTC(),
}
payload, err := json.Marshal(event)
if err !'= nil {
return
¥

= h.redis.Publish(ctx, "scoreboard.events", payload).Err()

CuD, 827t
+8 271613
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type ScoreboardBus struct {
redis  +redis.Client O|X1| jfd O|H.ﬂE(scoreboard.events)7f
cfg config.Config
ScoreboardRead o i — | Xol=
score  scoreparder ClHtRA Ol B 2tS Mgt 2
logger +*logging.lLogger
hub *SSEHub
debounce time.Duration
lockTTL time.Duration
— H =
trigger chan string Ol: EE-Q—l Droliik-lljlﬁi TI__Al-
}
func (b *ScoreboardBus) Start(ctx context.Context) {
pubsub := b.redis.Subscribe(ctx, scoreboardEventsChannel)
rebuilt := b.redis.Subscribe(ctx, scoreboardRebuiltChannel)

go b.run(ctx, pubsub, rebuilt) ()l[[H (;()r()LJtir]EEEE% )\féégéif.
}

func (b *ScoreboardBus) run(ctx context.Context, pubsub *redis.PubSub, rebuilt *redis.PubSub) {
defer func() {

if err := pubsub.Close(); err != nil {

b.logger.Warn("leaderboard pubsub close", slog.Any("error", err))
}
if err := rebuilt.Close(); err != nil {

b.logger.Warn("leaderboard rebuilt close", slog.Any("error", err))
}

+HO)

% Goroutine2 GoU|A Xl ot= DR 7HH2 EE M| 7|Eeld|, 283 A =2t
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ATHEE0 HS0| dZ 32 Faotet g7H O|# BT 2l|= ME =, HAX7t JAs B 712 HESHA| X2[otH F.

Ol i 2= Subscribe Sh= Goroutine LHO|AM 2= X{2| & ofH E=0| e 4= 10, THCHT KA X0t
Goroutine= RE= BHA2 HEE[/GCO| Aol 2615 2HMA|Z = oT = HE 9| Trigger AE= 2= E2[ot=
HIAMS AL (0| 2] ScoreboardBus & LH2| trigger?t 3 H2|.)
go func() {
ch := pubsub.Channel()
for ielect ’ O|= CIHI2A 222 Timezt O] Trigger M@= 7|29 = St= State Machine HEHZ}
case <-ctx.Done(): H'%jl X‘|E|%§%B7|' 81%
return
case msg, ok := <-ch:
if lok {
return
I
select {
case b.trigger <- msg.Payload:
default:

}

}
FCO)

x M= CFE Goroutinedl|A] A= H|O|HE &241017| |o AFEEl= 7150 X2 (Channel) 1|, H{7|M Trigger 8= AFE
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ClHF2A FLoAE 25l time. TimerE ArEotH, timer.C 22 EfO|H7I BIZE[USS €T 4 HE NE0|L & Tts.

var ( case <-func() <-chan time.Time {
timer *time.Timer if timer == nil {
lastPayload string return nil
) }
return timer.C
for { () :
select { if timer != nil {
case_<—ch.Done()? timer.Stop()
if timer != nil { . .
timer = nil
timer.Stop() }
}
return
T I b.handleEvent(ctx, lastPayload)
lastPayload = payload }
if timer == nil { }
timer = time.NewTimer(b.debounce)
continue
}
if !timer.Stop() {
select {
case <-timer.C: Zlﬁlc_ E_I k”_l?_&lgﬁ )él-]:HEXl_E
default:
}

}

timer.Reset(b.debounce)
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case payload := <-b.trigger:
lastPayload = payload
if timer == nil {
timer = time.NewTimer(b.debounce)
continue
} Trigger X'20f| O|HIEV} 42 B2 A
if 1timer.Stop() { OFX|2} Ol E I|O0| 2 EFF X Aol EfO|H
select {
case <-timer.C:
default: O| B O|HIEV Al HEX| @10 Al =L =ICHH
h
} ZefI =4+ 300msS] B ClHISA 7o)
timer.Reset(b.debounce)
x Hef| CIHF2ATE"300ms OEF eHE3" oftet= MA|F XD O] = O|2 40| 1 AK| <210

H= ot O|FH

o‘<'5|-

do

AN .
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O|= 2ref 300ms=et O|HIEZ S LX| f=CHH EfO|H7t Btz 2|11 &5 &2 ofLte| =7 ATFHEES XMelgd = /IS,

— 1 LS —

t=0 {=300ms t=600ms t=0

case <-func() <-chan time.Time {

1 -F -t imer == ni 'L { Node A Debounce Debounce ; Debounce L Debounce

return nil O S S e SO ' )
} Debounce Debounce Debounce Debounce
Node s s |

return timer.C e e e e Last, but skipped

]- ( ) . HandleEvent HandleEvent HandleEvent
Lock Token: Node B ... Lock Token: Node A .. Lock Token: Node B ...
200ms 375ms 200ms

if timer !'= nil {
timer.Stop()
timer = nil

I
0

0{7|7ixe] 2x0] Burst @4 H2|= 28t ClHl2A 23 &

b.handleEvent(ctx, lastPayload)

2Abetg &1 22| X 7HX|Q] 2E|2 handleEventof| Z&HE,

x =7H0| 2/E Sf== EFO|H7} nilY ER timer.CE AFESIH PanicO| 2HAHGHE 2 O[N] CHeE H2|Ql. nil cases= AME|X| Q2.
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O|MIEH 24%o=2 ATHEHES HE|S

[= g2, CH24A 0| ThaLte] L ERH0| X2| 2 714,
12|11 scoreboard.rebuilt X{'201| O|HE S YallSH= H|XL|A ZX|Z At

FAEEF 50| HAMO|H, TTL PH= 0|2 CHE LEo| EZS AX|SHK| Y= Qoo EES AHES
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func (b *ScoreboardBus) handleEvent(ctx context.Context, payload string) {

locked, token := b.acquirelLock(ctx)
if !locked { ACCIUlre( )

SN (00| 20| QIC}H

ctx, cancel := context.WithTimeout(ctx, 10*time.Second)
defer cancel()

b.rebuildCaches(ctx); err != nil {

b.logger.Warn("leaderboard rebuild failed", slog.Any("error", err))
b.releaseLock(ctx, token)

return

if err :

b.releaselLock(ctx, token) E'_—Il' Release (HI_"%)

= b.redis.Publish(ctx, scoreboardRebuiltChannel, payload).Err()

% Refs 1. rebuildCaches(Context) &= =2 ATHEX| GAls. ATHEE X2| 2 | ASt= 22I0| EoHICt T M2i5HH =
% Refs 2. Context EtUOIZ(TTLZ E7H)0| 2h= Release ot7| ™ OF2&! 4= QIX|2t O|2{ot A== 2|8l TTLS ZARUOL| 22X &=,

x Refs 3. L G OFAHME ISHCIH L ock TTL = ctx timeout + (L SOZ2 AMO| (RLE == £
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func (b *ScoreboardBus) acquirelLock(ctx context.Context) (bool, string) {

token := randomToken()
ok, err := b.redis.SetNX(ctx, scoreboardLockKey, token, b.lockTTL).Result()
if err !'= nil {

b.logger.Warn("leaderboard lock error", slog.Any("error", err))
return false,

}
return ok, token
b
func (b *ScoreboardBus) releaselLock(ctx context.Context, token string) {
if token == "" {
return
}

const script = “if redis.call("get", KEYS[1]) == ARGV[1] then return redis.call("del", KEYS[1]) else return 0 end’
, _ = b.redis.Eval(ctx, script, []string{scoreboardLockKey}, token).Result()

2tS Acquire(&5, &5)dt1 Release(dHat)sh= 2X1Q,
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T 2l XS QA ZEE HASHH LSt 2.

da |

(key, token, )

RedisOl M SetNXE set if not exists2| 2XH2, XISt 7|7t ZAYSHA| QL2uHRt 2h2 HEsH= HH0iQ. 2t 2= o) Hefgt

HHO X7 X (Atomicity) 2 XL 12 U7(0f| 2 X7t §lS.

) (1) L7t §l=AH =RIiE. L7 L7t =41,

SAZICHLE 20BN SLZE S=E5| &did = U= 22X Y. B
1> 3E=2 > 4+M2 20| S0 10|= 2X|E sHEsH| /e

(SIXFAIO| AQ| RIS BHHO| St 2 HAFSh (4) Ol

e —

x 2ITHS O O|AF B2 4 gl 748 K2 TS o|n|shar|, DBOIA 2 E 20| SHAIQ B MTBLAHLE Ol AISE|X| SL0OF ot S,
02|31 0|2 Helew e
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T 40| RIS O|A} IER EHBICIR C

if get(key) == token then
del(key)
end

IX|2F Releasel| B2

° L Xtrle| EZ0| B=X| &elsk= ConditionO| =710
ofX|2F O|E |XIEHCOZE M |&t B HAHN = RedisO| Al XM|&dHF=X| &S,
0|2 (2 HHHZE Tghgh AL Mot /datMo| HEE[X] Q7| 20| 287 2

Eo|2tH B

FAHSE
o

(7_|o| |:||-
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T 2l XS QA ZEE HASHH LSt 2.

if get(key) == token then
del(key)
end

= (Token = A)

2.8 EF TTL 2= 0|2 SAIO(TTLA| 2l8l AMK|=|7| M) Release?t MMEIH GET 207t == A 0|2t HAF 3|4~(DEL) oA,
3. TTLO| 2|3l 7|& =f0| AFM|E| 0 =& BVt & =2l= (Token = B)
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é J2iA of2het 22 Lua 23 -EES AE510] Release EAMMS Xe(gt.

const script = "if redis.call("get", KEYS[1]) == ARGV[1] then return redis.call("del", KEYS[1]) else return 0 end’
, _ = b.redis.Eval(ctx, script, []string{scoreboardLockKey}, token).Result()

=

if redis.call("get", KEYS[1]) == ARGV[1] then
return redis.call("del", KEYS[1])

else
return 0 O|ZH| ST YIXFE ABO| HEE|L| 2o 2t 1SS & 4 QUH| =,

T

end
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OFX|2fO = scoreboard.rebuilt 20| 2t=7} E|QJUICH= O|HIEZS EHL™ handleEvente| &&= 25

= b.redis.Publish(ctx, scoreboardRebuiltChannel, payload).Err()
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ot handleEvent H2|= &EEHCHH scoreboard.rebuilt Pub/Sub XHE0]| O|HIEE YaisICt 0 SIS,

Ol= 2= LE0M AHilef SSE AE | BAURO = SIS oli0fR= Zih & 22 M2 BROHK| 8.

. Distributed Backend
Nodes

3) Send

scoreboard.rebuilt
!apu‘scoreboardfstream

™S f . SSE
<€—Subscription— —Broadcast—)*

Redis Pub/Sub GET !Ieaderboard
Channel : . GET /leaderboard/teams
' GET /scoreboard
; GET /scoreboard/teams
D S

_____________________
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ZEEO| run g0l A= Goroutine= ofLf BHE1, oliie K'2E Subscribe oF7 |2t 51 &,

go func() { func (h *SSEHub) Subscribe(buffer int) (chan string, func()) {
ch := rebuilt.Channel() 1f buffer <= 0 {
buffer =
for { }
select {
case <-ctx.Done(): ch := make(chan string, buffer)
return
K := <—ch: h.mu.Lock()
CaSEE}nsg, R h.subscribers[ch] = struct{}{}
if ltok { h.mu.Unlock() func (h *SSEHub) Broadcast(payload string) {
return _ h.mu.Lock()
¥ unsubscribe := func() { for ch := range h.subscribers {
h.mu.Lock()
if ok := h.subscribers[ch]; ok { select {
b.hub.Broadcast(msg.Payload) delete(h.subscribers, ch) case ch <- payload:
} close(ch) default:
} } t
H(O) }

h.mu.Unlock()
! h.mu.Unlock()

return ch, unsubscribe
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PostgreSQL S5

(Listen/Notify)

§g kafka EaRabbit
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Linkedin

Thank you for listening.

github.com/yulmwu
@rlawnsdud
010-2980-1336

® me@swua.kr

e normal8/81@gmail.com

linkedin.com/in/yulmwu
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